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1. YwuceanHi MmeToau

1. 3amaui oOumcnroBaNbHOI MaTteMaTUkH. OCHOBHI €Tanu po3B’s3yBaHHS (hI3HKO-
MaTteMaTu4IHo1 mpobiaeMu. Mojeni, MeToI1, aJifOPUTMI Ta IIporpaMHa peaizailis.

3HATH:

BMITH:

l'onoBHi mxkepena 1 Tunu noxubok. Enxementu Teopii moxubok. AOGCOMIOTHY Ta BiTHOCHY
noxubku oOuucienb. ®opmu 3anucy HabnmmkeHUX MaHUX. [IOXMOKM 3a0KpYyTIIHOBAaHHS.
[Toxubky ¢yHKIiI Ta ii mMporpaMHOi peatizalii.

TectyBatn anroputMu Ta ix mporpamHi peanmizamii. Bigpi3HATH CTifiKM Ta HECTIHKI
anropuT™Mu. Po3yMiTH 0coOMMBOCTI peanizamii MaTeMaTHUYHUX OOYHUCIEHb Yy BHIJISII
MIPOrpaMHUX MOJYJIB Ta KOMIOHEHTIB. CTBoproBaTH 01010TEKH KJaciB 13 00’ €KTaMu Ta
MeToAaMH 00UYHMCITIOBAIBHOT MATEMAaTHKH.

2. Meroau po3B’si3yBaHHS HENIHIHHUX Ta anreOpaidHUX piBHSIHB, Ta iX CHCTEM.

3HATH:

BMITH:

3aranpHy MOCTAaHOBKY MpoOieMu. AnreOpaiuHi Ta TpaHCUEHICHTHI PiBHSHHS. AJTOpPUTM
BUJIUICHHSI KOpeHiB. MeTo/| oAy HaBMLI — METOA AUXOTOMIi. MeToa mpoCTHX iTepaLii.
Meton Hetotona (motuunux). Meton ciuyHux (xopa). Meron Xopa Ta TOTHYHUX
(xomO1HOBaHUH MeTOM). MeTOUKY BUALIEHHS KOPEHIB [ CUCTEM JIBOX PIBHSHb.
CTBOpIOBaTH aJrOpUTMH IepeliuyeHuX METOAIB Ta iX mporpamsi peainizauii. TectyBatu
CTBOpPEHI aJIrOpUTMH Ta BIANOBIAHI MPOrpaMHI MOAYJIl Ha KOHKPETHHUX TECTOBHUX
PIBHSIHHSX.

3. Meroau po3B’si3yBaHHS 3aja4 JiHIHHOI anredpu.

3HATH:

BMITMU:

3araJibHy TIOCTaHOBKY MpoOyieMH. TepMiHOJIOTiI0, OCHOBHI BH3HAYCHHs, aKCIOMH Ta
TeopeMH JIiHIHHOI anreOpu (asreOpu MaTpuib Ta BEKTOpPIB). 3amaui JiHIHHOI anreOpu:
oOunciaeHHs BU3HAYHWKa, po3B’sizyBaHHs CJIAP, oGuucnenHs 3BopotHoi martpuii, LU-
po3knamannas naHoi matpuii. Merton ['ayca. Meron I'ayca 3 BuOHMpaHHSM TOJOBHOTO
enementa. Meton LU-po3BuHeHHs (cxema XaerpKkoro). MeTo mpocTux itepariiii. MeTton
3eitnens. Meron oproronaizamii. Meton Kpamepa.

CTBOpIOBaTH aJTOPUTMHU IEpEeTideHUX METOMIB Ta iX mporpamHi peamizamii. TectyBatu
CTBOPEHI aJITOPUTMH Ta BiANOBITHI MIPOTPaMHI MOIYJl HAa KOHKPETHUX TECTOBUX 3aJadax.
Ob6uucnroBatu 00epHeHY MaTpuiio (ABa crocoOu). OOUMCIIOBATH BU3HAYHUK MATPHIIL.
CtBoproBaTH KJIacH MAaTpHIb Ta BEKTOpIB, Ta HA iX OCHOBI BIANOBIAHI HpPOrpamMHi
peaizaiiii 3a3Ha4eHUX METO/IiB O0YUCITIOBAILHOT MAaTEMATHUKH.

4. HabnmxeHHS QyHKIIIH.

3HATH:

BMITU:

3araJibHy TIOCTaHOBKY MpoOjieMu. 3aiadi, 10 MPHUBOIATH O IHTEPIIOIIOBAHHA (DYHKIII.
IaTepnionsmniiianii MHOTOow1IeH Jlarpamka. Kinnesi Ta moaineHi pizauii. [HTeprionsiiamit
MHoOrouseH HploToHa 1711 He pIBHOBIAJANCHUX BY3MiB. [HTEpHOMAIHUI MHOTOUICH
Jlarpamxka Ta IHTEpHOJSiHMI MHOrowieH HBIOTOHA IS PIBHOBIINAJICHUX BY3JIB.
[aTeprionsamito crutaiiHamu. IloOynoBy perpeciiiHuX (QyHKIIA. MeETOAMKY YHCEITBHOTO
nuQepeHITiIOBaHHS 13 BUKOPUCTAaHHIM iHTEPHOJISAIIHHUX MHOTOUYICHIB.

CTBOpIOBaTH aJTOPUTMHU IEpETideHUX METOMIB Ta iX mporpamHi peamzarii. TectyBatu
CTBOPEHI aJITOPUTMU Ta BIANOBITHI MPOTPaMHI MOIYJ Ha KOHKPETHUX TECTOBUX 3a[adax.
OOuwmciroBaTd TAaOMUINl KIHIEBUX Ta TMOAUICHHX pPIi3HUIB. Peani3zoByBaTH alrOpUTMHU
O0YHCITIOBAIFHOT MaTEeMaTHKH HAa OCHOBI 1HTEPHOJSMIHHUX MHOrowieHiB. HabmmwkyBatn
GbyHKIiT 13 BUKOPUCTAHHSM TaOMUIb KBagpaTUYHUX abo KyOIYHHX CIUIaiiHIB.
OOumcmioBaTH 3HAYECHHS TMOXIMHOI BiX (YHKIIT 13 3aCTOCYBaHHAM I1HTEPIIOJSLIAHIX
MHOTOYJIEHIB Pi3HOTO THUITY.



5. YucensHe iHTerpyBanns. KBagparypHi hopmymu.

3HATH: IloctaHoBKy 3ajJadl 4YHCEJIbHOTO IHTErpyBaHHSA. 3acTOCYBaHHSI IHTEPHOJISLINHOIO
MHorowieHa Jlarpanxa no 3anaudi yucensHoro iHterpyBaHHs. Koedinientn Koreca, ix
dbopMyiy, anropuT™M Ta METOAMKY oOumcieHHs. YactkoBi Bumanku ¢opmyn HeroToHa-
Koteca 3amxHenoro tumy. ®opmyny Ttpaneniif. ®opmyny Cimncona. Y3arajabHeHi
KBagpatypHi popmynu Tpaneriit Ta Cimrcona. KBagpatypai ¢popmynu tumna ["ayca.

BMITH: CtBoproBaTH anropuTMH IepesidyeHuXx METOMAIB Ta iX mporpamHi peamnizauii. TectyBatu
CTBOpEH1 aJIFTOPUTMHU Ta BIJAMOBIAHI MPOrpaMHI MOJyJIl HA KOHKPETHUX TECTOBUX 3a/layax.
OOumcnoBaTH BU3HAUECHI iHTErpaiu BiJ GyHKLUIT oaHI€T 3MiHHOI. OOUYUCTIOBAaTH 1HTErpaIn
3a popmynoro Cimricona, ['ayca. O6uncmoBati adbciucu (By3in) Ta BaroBi Koe(ilieHTH
KBagpatypHoi ¢popmymu ["ayca.

2. IlporpamyBaHHs (AJropurmizaunis ta nporpamyBanHsi, 00’ €kTHO-
Opi€HTOBaHe NMPOrPpaMyBaHHS)

1. TIloxigui Tunu nanux B MoBl C#.

3HATHU: Macus. Orojomienss MmacuBy. [Himianizanis. Hymepariisi enemeHnTiB MacuBy. 3BepTaHHS 10
enemeHTiB. MacuBu macuBiB. CTpykTypa. OrosyomeHss CTpyKTypu. OToJIOmeHHs 3MIHHAX
TUIY CTPYKTYPH. 3BEPTaHHS /10 OKPEMHUX €JIEMEHTIB CTpYKTypu. OnepaTop NpUBIACHEHHS
1151 CTpyKTYp. Macusu cTpyktyp. [lepepaxyBaHHsi.

BMITH: PeanizoByBaTu JesiKi TUIIOBI MpOLEAYpH 00pOOKH MAaCHBIB; CKJIaJaTH aJTOPUTMHU MOLIYKY
Ta COPTYBaHHS MACHUBIB.

2. @yHkIii Ta generata B MoBi CH.

3HATH: Buznauenns QyHkuii. 3HaueHHs, 10 moBepTaeThes. Omneparop return. Bukiauk ¢yHKmii.
[lepenaua mapaMeTpiB 3a 3HAUYEHHSAM Ta MOCHIAHHAM. [loBepHEHHS (YHKII€IO KUIBKOX
3HaueHb. O6mactp A1l 3MiHHUX. Pexypcis. Oynkuii ctpyktyp. [lepeBanTakeHHs QyHKIIH.
Heneratu. OronomeHHs aenerata. OrojiomeHHs 3MIHHOI THUITy Jenerary. 3BepHEHHs 0
GbyHKIIIT yepes nenerar.

BMITH: BuxopucroByBatu (yHkuii MmoBu C# mpu CKiIagaHHI Imporpam; peanizoByBaTH (DYHKIIIIO
B1JI OZHI€T UM IEKITHKOX 3MIHHUX; TIEPEIaBaTH MACUB UM PAIOK y (QYHKIIIIO, peai3oByBaTH
THUTIOBI 3a71a4i 0OPOOKH MacHBIB Ta PSIKIB Y BUTIISA/II BiMOBITHUX (PYHKITIH.

3. Pobora 3 psaakamu B MmoBi C#.

3HATMU: OronomieHHs 3MiHHOT TUITY psAKa. [Himiamizanis. MeToau kiacy psiikiB.
BMITH: Bpoautu, 0OpoOasSTH Ta BUBOAUTU PAJKU; CKJIAJATH aITOPUTMU MOIIYKY, MiApaxyBaHHS
YM 3aMiHU CUMBOJIIB Y PiAKY, BUALIATH YaCTHHHU PSJIKA.

4. Pobora 3 ¢aiinamu B MoB1 CH.

3HATHU: Kiacu File ta Directory. Knac Filelnfo. Kiac DirectoryInfo. Imena muisxy ta BigHOCHI
nusixu. Kimac StreamWriter. O6'extu nporo. Knmac StreamReader. O6'extu nporo. Kiac
FileStream. O6'extu 1poro. Ilo3uitis Bcepeauni daiiny. Untanus ta 3amuc y ¢aitn. Pobora
3 BinaryWriter ta BinaryReader.

BMITHU: PeanizoByBaTu THIOBI 3a/1a4i ONpaIfOBaHHS TEKCTOBOI iH(opMallii, monanoi y daiinax.

5. Kunacu B moBi1 C#.



3HATH:

BMITH:

Busnauenns kinaciB. OronouieHHst o0'extiB. JlocTynm g0 wieHiB kiacy. [lpuHiun
iHKancysii. 3MiHHI nocwianeHoro tumy. 3HaueHHs Null. Oneparop npuBnacHeHHs A
3MIHHHX THITYy nocwianHs. KoncTpykropu ta nectpykropu. Kirouose cioso this. Meronu
KJIaciB, mepejaadi mapaMeTpiB, MMOBEpHEHHs 3HaueHb. BUKOpUCTaHHS 00'€KTiB Kiacy SK
BX1JH1 MTapaMeTpH Ta 3HAUYEHHS, 1110 TTOBEPTAOTHCS.

3acTocoBYBaTH MPUHOMH  00'€KTHO-OPIEHTOBAHOIO IPOrpaMyBaHHS Ha TMPaKTHUI;
peasi3oByBaTH TPOTpaMH 31 CTBOPEHHSAM BJIACHUX KIJACiB Ta iX BHKOPHCTaHHSIM;
CTBOPIOBATH MPOTPaMHI CHCTEMHU BIAMOBIAHO J0 MPUHIUNY 00'€KTHO-OPIEHTOBAHOTO
MIPOrpaMyBaHHS - IHKACYJISLIS

6. HacmimyBanHs Ta peanizairis KiaciB.

3HATU:

BMITH:

[Mpunmun waciigyBanas. CHHTaKCUC OTOJIOUICHHS MOXiAHOTO Kiacy. KoHcTpykTopu Ta
ycnaakyBanas. Kittouose ciioBo base. I[IpuxoByBaHHs 4ieHiB 6a30Boro kiacy. BipryanbHi
ciocobu. Bukopucranus wmoxaudikatopa Tumy Static. AOctpakTtHi kiacu. I[lpuHimmn
noniMopdizmy. InTepdeiicu Ta ix peanizaiis.

3acToCOBYBaTH MPHHOMH O0'€KTHO-OPIEHTOBAHOTO IPOTPAaMyBaHHS Ha TPaKTHII;
peasi3oByBaTu MPOrpaMu 31 CTBOPEHHM i€papXii BIACHUX KJIAciB Ta iX BUKOPUCTaHHSM;
CTBOPIOBATU IMPOrPaMHI CHCTEMH BIANOBIAHO JO MNPUHIUMIIB 00'€KTHO-OPIEHTOBAHOTO
IIpOrpamMyBaHHS.

3. Omnepariiini cucrem# i ceperoBuina

1. OcHoBHi BijomocTi rpo omnepaitiiti cucremu (OC). 3aBaHTaXECHHST KOMIT I0Tepa.

3HATH:

BMITH:

Bmsnauenns OC. Mera poOotm, mpusHaueHHs Ta xapaktepuctuku OC. Cepsicu, 1o
HanaoTbess OC. Knacudikanis OC. KomnoHeHTH anapatHoro 3a0e3nedeHHs: KOMII ' IoTepa:
MpoIecop, ONEpaTUBHA TMaMm’siTh, IUCK, MUHA. CHUCTEMHI BHUKIUKA Ta CHCTEMHI
nepepuBaHHs. [Ipoliec 3aBaHTaXXEHHsI KOMIT 10Tepa.

Hatn BmsHaueHHs OC, chopmymoBatn Mery il poOOTH Ta TpPU3HAYEHHS, BU3HAYUTH
xapakreprctiku Ta cepicu OC. KnacugikyBatu OC 3a ciMeHCTBOM, 32 KUTBKICTIO OTHOYACHO
BUKOHYBAaHHMX 33/1a4, 32 KUTBKICTIO OJTHOYACHO TPAIIOI0YNX KOPHCTYBaUiB, 32 PO3PSIIHICTIO, 32
TUIIOM BHUKOPHCTOBYBAHOI'O 1HTEpQelCy, 3a BUKOHYBAHUMHU (DYHKLISIMH, 32 HOTY>KHICTIO
arapaTHUX 3aco0iB, 3a THUIIOM BHUKOPUCTaHHA PECYpCiB, 3a KUIbKICTIO MiATPUMYBaHHX
NPOLIECOPIB, 3a THIIOM apxiTeKTypu. OxapakTepu3yBaTd poOOTYy IpOLECOpa, ONEpaTUBHOL
mam’sati, HDD Ta SDD pwckiB, mmH. JlaTH BH3HAYEHHS CHCTEMHHMM BHKJIMKaM Ta
CHUCTEMHUM IepepuBaHHAM. OMucaTy MpoLec 3aBaHTAXKEHHS KOMIT 10Tepa.

2. Inrtepdeiicu.

3HATH:

BMITH:

[TonsarTs inTepdeiicy. Inrepdeiic kopuctyBaua. IIporpamumii inTepdeiic. binapHMii
iHTepdeiic. [Iporpamui Ta onepariiiti cepeJoBHILA.

Jlati BU3Ha4eHH iHTep(eiicy, HaBeCTH NPUKIIAIU allapaTHUX, IPOrPAMHHX, KOPUCTYBALIBKIX
iHTepdericiB. OnmcaTi KOMIIOHEHTH 1HTEpdelcy kopucTyBaya. OxapakTepu3yBaTH TEKCTOBUI
Ta rpadiyHuil iHTepdeiic kopuctyBaya. JlaTM BH3HAU€HHs IHTEpQENCYy MNPUKIATHOTO
nporpamyBanHs (APl), naBectu npukiagu API. Jlatu Bu3HaueHHst OiHapHOrO 1HTEpdEHCy
nporpam (ABI), onucaty, skum yrHoM API Ta ABI BmMBaroTh Ha MEPEHOCHMICTh MPOTpam
Mik pisHuMuH  OC. JlaTi BH3HAYEHHS ONEpaliiifHOrO0 Ta MPOrPaMHOrO CEPEIOBHUII,
OXapaKTepH3yBaTH iXHE MPU3HAYCHHS.

3. Kommonentu OC. Ctpykrypa OC.



3HATH: Komnonentn OC: migcucTemMa yOpaBidiHHSA MpolLEecaMu, MiJICUCTEMa YIPaBJIIHHA
ONEPAaTUBHOIO TaM SATTIO, MiJICUCTEMa YNPAaBIIHHSA BBEACHHSAM/BUBEACHHAM, MiJCHCTEMA
yopaBiliHHA (paiimamu, migcucteMa O€3NeKH Ta 3aXUCTy JaHUX, MIACHUCTEMa MEpE’KHOTrOo
o0ciyroByBaHHs, migcucteMa iHTepdeiicy kopuctyBaua. Crtpykrypa OC. Snpo OC.
Makposiapo. Mikposizapo. ['iopuaae sapo.

BMITH: ]latu xapakTepucTuky BuIle3a3HadyeHUX komnoHeHTiB OC. [latu BusHaueHHs sapa OC,
omcatu cTpyktypy OC, 3acHoBaHoi Ha snapi. OxapaktepusyBatd OC 3 MakposipoM,
MIKpOSIPOM Ta FOPUAHUM SAPOM, HABECTH MPUKIA[H.

4. ®yukuii, BukoHyBaH1 OC: ¢ailioBi CUCTEMH.

3HATMU: IlpusnaueHHs ta xapaktepuctuku ¢ainoBoi cucremu (DC). Tunm QailnoBux cucrem.
[MonsatTs Qaiimy. Tumu, BnacTuBocTi Ta atpudyTH Qaiinis. lepapxis ¢aiiiB Ta KaTaioris.

BMITHU: J[latu BuszHauenHs OC, onucatu npusHadeHHs OC. Hasectu npuknamun OC,
niarpumyBanux pisaumu OC, Ta oxapakrepusyBaTH iX. [latu Bu3Ha4eHHs (ailiry, HaBECTH
NpUKIaad TUMiB (QaitniB Ta arpulyTiB (aitnis, miarpumyBanux pisHuMu OC. Omnucatu
opranizarmito ¢aiiB i Katanoris y iepapxito. HaBecTn npukiaay mMOBHUX NUISXOBUX IMEH
¢aitniB y pizaux OC. Omnucatu crpykrypy ®C UNIX. Cxmagatu xomanau UNIX mns
cTBOpeHHs/BuaneHHs 00’ ekTiB @C pi3HUX TUIIB Ta OTPUMAaHHA 1H(pOpMaIlii po HUX.

5. @ynkuii, BukoHyBaHi OC: ymnpaBiiHHA OOJIKOBUMHU 3alicaMU KOPHCTYBauiB Ta
iXHIMM TTpaBaMHu JIOCTYITY.

3HATHU: KopucryBaui ta rpynu kopuctyBauiB OC. Opranizaiiis 30epiraHHs OOJIIKOBHX 3aIlHCIB
kopuctyBauiB. [Ipodini kopuctysauis. [IpaBa gocTyiy KopucTyBadiB 10 (aiiiliB Ta KaTaloriB.

BMITH: ]latu BU3HaueHHs KOPUCTYBaviB Ta rpyn kopuctysadiB OC, ornucatu Tiu kopuctysadiB OC.
Jlati BU3HA4YCHHs OOJIIKOBOTO 3aIMCy, HABECTH MPUKIAAN 30€piraHHs OOJIKOBHX 3aIUCIB y
pisaux OC. OxapaxTepu3yBaTH CTPYKTYpy NpodisliB KOPUCTyBayiB Ta HABECTU HPHUKIAIN
36epiranns nmpodinis y pisaux OC. Omucatu pasa goctymy 10 00’ektiB @C, miaTpumyBaHi y
pisaux OC. Cxnanatu komanau UNIX amst ynpasiiHHS MpaBaMHM KOPUCTYBadiB Ha 00’ €KTH
@C. PerymtoBaTy npaBa JOCTYILy 3a 3aMOBUYBaHHSM 3a JJOIIOMOI'OI0 KOPUCTYBALIbKOI MACKH.

6. Dyuxkii, Bukonysani OC: ynpasiliHHS OIIEPATUBHOIO I1aM’ ATTIO.
y ) y ymp p

3HATHU: Opranizaunis nam’ati 8 EOM. ®i3uyni Ta BipTyadbHI ajpecu mam’sTi. 3B’A3yBaHHS
mporpam 1 JaHux 3 aapecamu B mam’sati. Opranizaiis po3noaily maMm ATl y KOMIT FoTepi.
CropiHkoBa Ta CerMEeHTHa oprasizaimis nam’arti. IliTkauyyBaHHS CTOPIHOK OIEPaTUBHOI
nam’siTi.

BMITH: Ormnucatu CTpYKTypy ONEpaTHBHOI MaMm’sTi, AaTH BU3HAYCHHA (I3MYHHMX Ta BIPTyaJbHHUX
anpec. [losicHuTH, K BiAOyBa€ThCs 3B’ SI3yBaHHS MPOrpaM 1 JaHUX 3 aJipecaMu B IaM ATi.
[TosicHuTH, 1O O3HAa4Yae€ CTAaTUYHUI Ta IWHAMIYHUN METOAM PO3MOALTY ONEepaTUBHOL
nam’at1i. OXapakTepu3yBaTH CTOPIHKOBY Ta CETMEHTHY OpraHi3allilo OepaTUBHOI aM’sTi.
JlaTy BU3HAUEHHS MPOLIECY MiIKauyBaHHS CTOPIHOK ONEPATHUBHOI ITaM SITi.

7. Ocob6auBocti pobotn y OC UNIX.

3HATHU: Komanguuii intepnperarop OC UNIX. CtpykTypa KOMaHIHOTO psika Ta CTPYKTypa KOMaH 1
OC UNIX. IlporpamHe BBeIeHHS/BUBEICHHS JaHuX. KoHBeepu3alliss KoMaH 1.

BMITHU: Omnucatd OpUHIMIN TPOTPAMHOTO BBEICHHS/BUBEACHHS JaHUX Ta KOHBEEpHU3AIli KOMaH]I.
3acTocoByBaTH TiepeHanpaBieHHs BBeleHHs/BuBeAeHHS y kKomanmax OC UNIX. Cxiamati
komanu OC UNIX nist BUKOHAHHS PI3HOMaHITHUX i Hajx 00’ekTamu (pailioBUX CHCTEM,
30KpeMa, 3 BUKOPUCTaHHAM ImaOyioHiB migcraHoBku. Ckiagatu komanaun OC UNIX mis



MOIIYKY TEKCTY 3a JONOMOro0 peryisipHux BupasiB. Cxmanatu komanau OC UNIX mis
¢inpTpanii TeKkcTy y ¢aitnax, 00’ € JHyBaTH 1Lli KOMaHH Y KOHBEEPH.

4. Opranizamnis 6a3 1aHux

1. Tlonstrs 1 kinacudikamis iHGopmariiiaux cucreM (IC). Cucremu 6a3 nanux. CYB/I.
ApxiTeKkTypa cucteMu 06a3 1aHux. MojaenoBaHHs peMEeTHOI 001acTi.

3HATH:

BMITH:

Busnauenns IC. Osnaku knacudikamii: xapakrep o0poOku iH(opmarii, Xapakrep
BUKOPHUCTAaHHA BHXIJHOI 1HQoOpMalii, cepa 3acToCyBaHHs, piBeHb KepyBaHHs. OCHOBHI
¢yukuii CYBJ[. TpupiBHeBa apxiTekTypa. BusHadueHHs nomena, atpulyTta, KOPTEXy 1
cxeMH BigHomeHHs. BiactuBocti BigHoteHs. IToTeHIIAHI KITFOYi.

Hagectu npuknanu cucrem. [lobynyBatu cxemy 6a3u TaHUX 3a/1aHOI TPEIMETHOT 00JIACTi.

2. Moneni nanux. Pensiiiina anreopa.

3HATH:

BMITH:

[Monstrs moxeni nanux. OcoONMBOCTI W €IEMEHTH MOPENSALIHHUX MOJeTe IJaHuX.
Pensuiiina Mozmens. TeopeTHKO-MHOXKMHHI pensiuiiiHi onepauii. CnerianbHi pemsiiiHi
omepariii. Peanizamist onepaiiii 3aco6amu moBu SQL. [TocTpensmiitni Moaeni JaHUX.
PeanizyBatu moBoro SQL oneparii pensiiiiinoi anreopu.

3. IIpoekryBanHns 6a3 manux. ®opmaiizalis 3B’ 3KiB.

3HATH:

BMITH:

Metu mpoektyBanHs. Hopmanbui ¢opmu: 1H®-6H®. TloHATTS 3a1eKHOCTEMH:
(yHKIIIOHAIbHO1, OaraTo3Ha4yHOi, MPOEKIIii-3’€JHAaHHsA., TOBHOI, TpaH3UTUBHOI. [TOHATTS
30BHIIIHBOTO KJIIOYA, MPABHIIO MOCHIANBHOI HisicHOCTI. [lpaBuna popmanizamii OiHapHUX,
N-apHUX 1 IEpapXivHUX 3B’ SI3KiB.

[Tpusectn Binnomenns 10 HOBK. Bukonatu popmanizamiro Oyab-SK0Oro TUILY 3B S3KY.

4. ba30Bi e1eMEHTH MOBH BH3Ha4YeHHs daHux SQL.

3HATH:

BMITH:

bazoBi Tumu i cTpykrypu manux crangaptHoro SQL 1 mianexty PostgreSQL. YmoBHi
BupaxxeHHss B MOBI SQL. OOmexxeHHs Ha 3HaueHHS TmOdiB. OOMEXEeHHS KIIIOYiB:
NOTEHIINHUX, TEepBUHHMX, 30BHIHmHIX. [lepeBarm 1 Hemomiku iHgexciB. IlepeBaru i
HEJIOJIIKY TIPE/ICTABIICHD.

Bukonysatu 3anuti SQL Ha cTBOpeHHs Tabmuib 0a3u JaHMX. 3aJaBaTH OOMEKCHHS.
BukonyBatun peamizaimito CTaTUYHUX 3B’S3KIB MK BimHOmeHHsAMH. CTBOprOBaTH
NIPEJCTaBICHHS, SKI HE MOAU(DIKYIOThCS.

5. Komanau MoBu MaHimnytoBaHHs qaHuMu SQL.

3HATH:

BMITH:

Oneparopu moaudikanii ganux SQL: komanau INSERT, UPDATE, DELETE. Oneparop
Bubopy manux SQL. YMoBHI BupakeHHs B MoBi SQL. ArperatHi i aHamiTu4Hi (QyHKIII,
rpynyBanHs naHux. Kouctpykuii JOIN 1 UNION. Bxnaneni migzamutu. OcoOIuBOCTI
3B’s13aHuX mig3anutiB (y peduenHi WHERE). YMoBH1 onepaTopu SQL, siki 3aCTOCOBYIOTBCS
710 pe3yJIbTaTIiB MiA3aIMUTIB.

BuxonyBatu 3anutu SQL Ha BBeneHHs, Moaudikalliio, BUAAJEHHS 1 BUOIPKY JaHMX.
Busnauatu «3B’s3aHicTh» miazanutiB. CTBOpPIOBAaTH 1 BUKOPUCTOBYBATH B IiA3amuTax
nianexty PostgreSQL «mokansH1» ipenctasienss (onepatop WITH).



6. IloximHi emeMeHTH MOBHW BH3HaueHHs maHuXx SQL: momudikyemi mpeacraBieHHS,
KypCcopH, 30€peKeHi MPOIeayPH, TPUTEPH.

3HATH:

BMITH:

Moaudikaris JaHUX 3a JOIOMOIOI0 npecTaBieHb. CTBOPEHHS 1 BUKOPUCTaHHS KYpPCOPIB.
Tunu cTBOpeHHs 1 BUKIUK 30epexeHux mpouenyp. OcobIuBOCTI 30€peKeHUX TPOLELYP
(kopucTyBanbHULIBKUX (yHKIIHM) nianekry PostgreSQL. BusnaueHHs MOHATTA Tpurepa,
npoieaypa 1 mopsaok 3amycky. OcobimBocti Tpurepis aianekty PostgreSQL.

CTBOpIOBaTH Mpe/ACTaBIEHHS, sKi MOIUQiKyroTbca. HaBecTw mpuKiIaau CTBOPEHHS
30epeXeHUX MPOIEeAYp 1 3BepTaHHs 10 HUX. HaBecTu mpuKiIagy CTBOPEHHS 1 3aCTOCYBaHHS
TpUTepiB.

/. Enementu MoBH ynpaBiiHHS gaHumu SQL.

3HATH:

BMITH:

[Tonsarrs npusineiB kopuctyBauiB B SQL. Komanmu mnpusHayeHHs, cKacyBaHHS U
TpaHcisnii mpusineiB. OcobmuBocTi ynpasmiaas goctynoM y CYBJ] PostgreSQL: pomni 1
yOPaBIiHHS POJSMH, YIPABIiHHA CXeMaMH JaHUX. 3a0e3MedyeHHs LUTICHOCTI JaHUX Y
PO3MOAIIEHNX 0araTOKOPUCTYBAIBKIX CHCTEMaX: IMOHATTS 1 BHUKOPHCTAaHHS OJOKYBaHb
TpaH3aKIii.

[IpusHauaty, ckacoByBaTH 1 TpAHCIIOBATH IMpHUBLIET KOPUCTYBauiB, Malud IpaBa
BJIacHUMKa 0a3u paHux. CTBoproBaTH poisi 3aco0amu fgianekty PostgreSQL, ympasistu
craaKkyBaHHsIM posieil. CTBoproBaTu cxemu nanux PostgreSQL 1 HamaBaTh KOpHCTyBadeBl
npaBa JOCTYIy 710 CXeMH. 3aaBaTH PiBeHb 130JIALT TpaH3aKLIii.

5. IHTeJeKkTyasbHMI aHAJi3 nanux i MmeToau machine learning

1. OcHOBHI NOHATTA Ta BU3HAYCHHSI IHTEICKTYaJIbHOTO aHATI3y JIaHUX.

3HATH:

BMITH:

ba3oBi BH3HAueHHS W NOHATTA I1HTENEKTYyaJbHOIO aHAJi3y Ta IHTEepIpeTauii JaHHX,
3arajpbHy CTPYKTYpy 1 (GYHKI[IOHYBaHHS I1HTETPOBaHUX 1H(OPMAIIITHO-aHATITUYHIX
cucreM. Cytb, MeTy Ta cdepy 3actocyBanHs texuosorii Data Mining. Tunwu
3akoHoMipHOcTel. Kimacu cuctem Data Mining. Jlani, HaGip maHux Ta X aTpuOyTiB.
HaBectn mnpukmagun 3aBmans Data Mining. BuOupatu 3acobu aHamizy, HaiOUIbII
epeKTHBHI JUIsI KOHKPETHMX JaHUX 3 YpaxyBaHHAM iX MPUPOAH, THOTPIIIHOCTI,
MIPOCTOPOBOTO Ta THMYACOBOTO BUPIMICHHS, & TAKOXK 3aBJaHb JOCIIHKCHHSI.

2. OCHOBHI METO/IH 1 CTA/I1i IHTEJIEKTYAIbHOTO aHAJI3Y JaHUX.

3HATU:

BMITH:

Knacudikamiro cranii mpoBeIeHHS IHTENEKTYaJbHOTO aHami3y AaHuX. Etamu: BUTbHUIA
MOIIYK, Bajifallis, MPOTHOCTHMYHE MOJIEIIOBaHHS, aHaji3 BUHATKIB. Kiacudikartito
TexHoJoriyHuX MeToiB Data Mining. BiactuBocti metonie Data Mining.

BwMmitu muianyBatu cTajii 1HTENEKTYaIbHOIO aHaji3y JaHUX. BMITH KpUTHYHO OLIIHIOBATH
MOJKJIMBOCTI Ta OOMEKYBaHHS BHKOPHCTAaHMX MeTOJiB. HaBecTw mpukmagu 3aBoaHp Ta
cTanii ix pileHs.

3. OcHOBHI 3aBAaHHA Ta KjIacu(ikallis METOIIB iX BUPIMICHHS.

3HATH:

3apmanns Data Mining. 3micToBHY i MaTeMaTHYHY ITOCTAHOBKY OCHOBHHX 3aBJaHb
aHaNi3y JaHUX: Kiacudikailis, KiIacTepi3allisi, acomiallis, MOCIiIOBHICTb, MPOrHO3YBaHHS.
Cnocobu ixHbOrO po3B'sizaHHs. KoHIenmiro ma6aoHIB, MO0 MPEACTABISIIOTE COO0O0M0
3aKOHOMIPHOCTI. BiAMOBIAHICT PI3HUM THIIAM 3aKOHOMIPHOCTEH, SIKIi MOXYyTb OyTH



BMITH:

BUpaXeHi y GopMi, 3p03yMUIIH JIIOUHI, IEBHUM 3aBAAHHSIM IHTEJEKTYaJbHOIO aHaji3y
naHux. OCHOBHI METOAM BUPIIICHHS 3aBAaHb IHTEIEKTYaJIbHOTO aHANI3y JaHUX.

3BOAUTH CIOBECHI IOCTAHOBKM 3aBAaHb JO THUIIOBUX MAaTeMAaTHYHHUX M BIJHOCHTH IX 10
BIJIMOBIIHMX PO3JAUIIB MaTeMaTUKW Ta 3B'A3yBaTH 3 BIIOMHUMH 3aco0aMu  0OpoOKH
eKCIIEPUMEHTAIBHUX JaHUX Metogamu Data Mining. [IpaBuiibHO po3ymiTH Ta iHTEpIPETYBaTH
OTpHUMaHi pe3yJIbTaTH AOCIIIKESHHSL.

4, Metonu knacudikariii.

3HATH:

BMITU:

Busnauenns 3aBmanHs kiacudikamii. CyTHICTb Ta BIACTUBOCTI OCHOBHUX METOJIB
IHTEJIEKTyaIbHOTO aHAII3y JUIs BUPIMICHHS 3adadi kiacudikamii. [ToHATTS MamwmHHOTO
HaBYaHHSA 3 BuMrTeneM. OpHoBuMipHa 1 OarartoBuMipHa kinacudikamis. IloHATTs Ta
OCHOBHI XapaKTEPUCTHKH METOMIB: Kiacudikalis 3a JJIOMOMOTOI JEepEeB pIllICHb;
OaiieciBchka (HaiBHA) Kiacugikallis; kiacu]ikallis 3a JOMOMOro0 MITyYHUX HEUPOHHHX
Mepex; Kiacudikaiisi METOJIOM ONOPHUX BEKTOPIB, CTATHUCTHYHI METOJH, 30KpeMma,
miHifiHa perpecis; kiacugikamis 3a JONOMOTO0 METONy HAHOMMKYOro Cyciaa;
KJacudikaris 3a JOMOMOTOK T€HETHYHHX alIrOpPUTMIB. [Ipukiamu pilieHHS MPAKTHIHUX
3aB/IaHb aHAJII3Y TAHUX JUIs 3aBAAaHHS KIacuQikarii.

CrBoproBaTé 1 KOPHCTYBAaTHCS THIIOBUMH MAaTeMaTHYHUMH MOJCISAMH JUIS JTOCIIPKCHHS
BUIAIKOBHUX SIBUII[ Ta IIPOLECIB 3a pe3yJbTaTaMM CIIOCTEPEXKEHb NPH PO3B'SI3aHHI 3aBIaHb
knacuikamii. [lpaBuiIbHO pO3yMITH Ta IHTEPIPETYBATH OTPUMAaHI Pe3yJIbTaT! AOCIIIKEHHS.

5. Meroau KIacTEpHOTO aHai3y.

3HATH:

BMITH:

Busnauenns 3aBnanHa kiactepusanii. CyTHICTH Ta BIACTHBOCTI OCHOBHUX METOJIB
IHTEJIEKTyaJIbHOTO aHaJli3y JJIS BHPIIICHHS 3a/1adl Kjaactepu3alli. [IoOHSATTS MammHHOTO
HaBYaHHS 0€3 BUMTEIISI, HABYAHHS 3 3aKpimieHHsAM. [IOHSATTS Ta OCHOBHI XapaKTEpUCTUKU
ITEepaTUBHUX, 1€papXiYHUX Ta arJoMepaliiHuX MeTOAiB kiactepm3allii. OmiHka SKOCTI
knactepusarii. [Ipuknaay pimeHHS TPaKTHYHUX 3aBJaHb aHANI3y JaHUX I 3aBJIaHHS
KJIacTepu3arlii.

CTBOpIOBATH 1 KOPUCTYBATHCS THIIOBUMH MATEMATHYHUMU MOJACISIMH JUIS JOCIiKCHHS
BUIIJIKOBUX SIBHII Ta IPOIECIB 32 pe3yJibTaTaMH CIHOCTEPEKEHb MPU PO3B'S3aHHI 3aBJIaHb
KJIacTepHu3allii, CTABUTH 3aBJaHHsA, BAOUPATH 3aCO0M i METOIU 0OPOOKH €KCIIEpUMEHTATbHUX
JMaHuX Uil €EeKTUBHOTO 3acTOCyBaHHs. [[paBMIIBHO PO3YyMITH, OILIIHIOBATH Ta IHTEPIPETYBATH
OTpUMaHI pe3yabTaTH JOCTIKECHHS.

6. MeTtoau KOpemsIiifHOro 1 perpeciiHOro aHaizy.

3HATH:

BMITU:

BusHaueHHs 3a7ay MpOrHO3yBaHHA, acollialii, HOCIiIOBHOCTI. 3B'A30K MIPOrHO3yBaHHS Ta
gacoBuX psAiB. [loHATTS TpeH, ce30HHICTH 1 UK. CyTHICTh Ta BJIACTUBOCTI OCHOBHHUX
METO/IB 1HTENEKTYaJbHOIO aHai3y MAJIi BUPILICHHA 3a/Ja4 NpPOTHO3YBaHHS, acollialii,
nocigoBHOCTI. [IOHATTS Ta OCHOBHI XapaKTEPUCTHKHA METOIB KOPEJSALIMHOTO 1
perpeciiinoro ananizy. OLiHKa TOYHOCTI MPOTHO3y. MeTol MoOyaoBU JepeBa pPillICHb.
Mertoau Bizyamizamii 3ama4 mporHo3yBaHHS. [Ipuxmanu pimieHHsS NMPaKTUYHUX 3aBlIaHb
aHaJi3y JaHHUX 7 3aBJlaHb POTHO3YBAHHS, aCOLIAIlil, TOCIiI0BHOCTI.

CTBOpIOBaTH 1 KOPUCTYBATHCS THIIOBUMH MAaTEMaTUYHUMH MOJEISAMH JUIS JOCIiKESHHS
BUIIAJIKOBUX SIBHII Ta IPOIECIB 3a pe3yJbTaTaMH CIOCTEPEKEHb MpPU PO3B'S3aHHI 3aBJaHb
MIPOTHO3YBaHHSA, acomiailii, mocaiAoBHOCTI. CTaBUTH 3aBIaHHS, BUOMPATH 3aCO0M W METOAH
00pOOKH eKCTIEPUMEHTATBHUX JaHUX I €pEeKTUBHOTO 3aCTOCYBaHHsA. [IpaBUILHO PO3yMIiTH,
OIIIHIOBATH Ta IHTEPNPETYBATH OTPHMaHI pe3ynbTaTh nociipkeHHs. [IpexcraBisaTu
pe3yabTaTH aHaNI3y B 3pyYHOMY JJIsl CIIPUMHSATTS BUIJISA, IHTEPIPETYBATH iX BIAIMOBIIHO /10
MOCTABJICHOTO 3aB/IaHH.



7. HeilipomepexeBe MOICIIOBAaHHS 1 TIMOOKE HABYAHHS.

3HATH: Knacudikauis HEMpOHHMX Mepex. XapakTepUCTUKa MAIIMHHOTO HAaBUaHHS HEHPOHHHX
Mepex Oe3 BuMTeNs; HaBYaHHA 3 3akpimuieHHsAM. [loHATTS mepcenTpoHa Ta KapTH
Koxonena. 3actocyBanHs Mepex KoxoHeHa Ha BHpINICHHS 3aBIaHHsA Kiacudikarii 6e3
BUYUTEISA, TOOTO KIIaCcTepU3allii.

BMITH: CrBoproBaTu 1 KOPUCTYBAaTUCS TUIIOBUMU MaTeMaTUYHUMHU MOJIENIIMU HEUPOHHUX MEPEK JUIs
pO3B'si3aHHI 3aBJaHb KiacTepusaiii. CTaBUTH 3aBIaHHs, BUOUPATH 3aCO0M i METOIU OOPOOKH
EKCIIEPUMEHTAIPHUX JAaHUX M e(QEeKTUBHOIO 3acTocyBaHHs. IIpaBWibHO po3yMmiTH,
OIIIHIOBATH Ta IHTEPNPETYBATH OTPHMaHi pe3yibTaTh nociipkeHHs. [IpeacraBistu
pe3yabTaTH aHaNI3y B 3pyYHOMY JAJISl CIIPUMHATTS BUIJISLL, IHTEPIPETYBATH X BIANOBIIHO 10
MIOCTABJICHOTO 3aB/IaHHS.

6. IH:KeHepisi mporpaMHoOro 3ade3neveHHst

1. Bwusnauenns Ta mpobieMaTHKa IPOrpaMHoOi 1HKEHEPIi.

3HATH: OcHoBHI BH3HAueHHs: 1HQOpMalliliHA CUCTeMa, I[porpamMHe 3a0e3MEeYeHHs, IPOEKT,
nporpamMHa imkeHepis. OCHOBHI ocoOinuBocTi cywyacHux mpoekTiB I13. Jlunamika
KUIbKICHUX moka3HuKiB 1Hayctpii [13. Hesig’emni BuactuBocti II3 (3a crarrero
®. bpykca). OcobmuBocti iHgycTpii I13. [lpuunnu, mo npusBenu 10 BUSBICHHS MOHATTS
nporpamHoi imkeHepii. [Toustrs software crisis. Ponb cympoBOIKEHHS B JKUTTEBOMY
ki I13.

BMITU: AprymenrtyBaTu BiAMIHHOCTI iHAYCTpii [I13 B MOpiBHSAHHI 3 IHIIMMHU TaTy3sSMHU.

2. TlaTepHu 00’ €KTHO-OPIEHTOBAHOTO MPOEKTYBaHHS (ITPOrpaMyBaHHS).

3HATH: Ponp maOnoHIB NpOEKTyBaHHS B HporpamHiid iHxkeHepii. Cxema omnucy I1a0JIOHIB
npoektyBanHs. Knacudikaris mabiaoHiB MPOEKTyBaHHS.

BMITMH: 3actocoByBaTHM OCHOBHI MAaT€pHU MPOEKTYBaHHS Ui peai3alii MOAEIbHUX 3aBAaHb.
3acTOCOBYBATH OJHOYACHE IMOE€JHAHHSA AEKUIBKOX HaTEepHIB Ul peanizalii MOJEeIbHUX
3aBJlaHb.

3. XKurreBuéi 1mukn nporpamuoro 3aodesneuenHs (KL [1O) ta Mozmem KUTTEBOTO
11070:91 0%

3HATHU: BusHaueHHS >XUTTEBOTO ILMKIY MporpamMHoro 3abesmeueHHs. HopmaTuBHO-MeTOIUYHE
3abesneuenns ctBopeHHs [10. Crangapt XKL I1O. OcuosHi npouecu XKII I1O. [omomixHi
npornecu XKII T10. Opranizamiiini npouecu JKII ITO. B3aemo3s'si30k mixk mporiecamu KL
IT1O. Busnauenns 1 ckimamgoBi mozaem X[ I10. Kackanna momens XKL T1O. Itepariitna
mogenb JKI[ TTIO. Ceprudikamist 1 ominka npomneciB crBopeHHs [10. IlonsTTs 3pinocti
npoueciB ctBopeHHs [10. Moaens ouinku 3pitocti CMM.

4., Mosa UML orisam MOXIUBOCTEN
3HATHU: OcuoBui Ttunmm xgiarpam UML Tta ix npusHadeHHs. BukopucranHs niarpam s
B1I00pa’KeHHSI IPOEKTHUX PIIICHb.

BMITH: Bynysaru niarpamu 3a JOIMOMOTOIO crienianizoBanoro [13.

5. CywuacHi TeHAEHIII1 Ta MPAaKTUKX MPOrpaMHOi 1HXKEeHepli



3HATH: Manidect rHydkoi po3poOKH mporpam : cUCTeMa IIHHOCTeH Ta mnpuHIMnU. Orisg
METOJMK €KCTPEMAJIbHOTO MPOrpaMyBaHHs: €IMHA KOMaH/a, ICTOPil KOpUCTyBaya, KOPOTKI
UK, TapHEe NpOTrpaMyBaHHsS, pO3poOKa dYepe3 TeCTyBaHHs, KOJICKTUBHE BOJIOIIHHS,
Oe3mepepBHa iHTerpauis, IOMIpHUH TeMIl, BIAKPUTUH poOouumii mnpoctip, rpa B
IUTaHyBaHHS, pedaxkTopiHr, MeTadopa.

BMITH 3acTtocoByBaTH OCHOBHI NMpPAaKTUKM THYYKOi po3poOKH B Mpolieci peanizamii MOAEIbHHUX
MIPUKIIAJIIB: PePaKTOPIHT, po3poOKa uepe3 TECTYBaHHS, BUKOPUCTAHHS CUCTEM BEPCIHHOTO
KOHTPOJIIO.

7. TexnoJorii 3axucry iHpopmanii

1. 3axucT aBTOMAaTHW30BaHOI CHCTEMH: BH3HAYEHHS Ta BIACTUBOCTI. Mertonu
3a0e3nedeHHs 1HGoOpMaliifHOT Oe3MeKu: TEOpeTUYHi, OpraHizaiiiiHi, IpPaBOBi,
IHKEHEPHO-TEXHIYHI Ta TOCIyTdW MepexeBoi Oe3neku. 3arpo3u  Oe3neKd
KOMIT'FOTEpPHUX CHUCTEM.

3HATHU: BusnaueHHS TOHATTS «3axucT iH(QopMmarii», «momituka Oe3nekm». BractuBocTi
iHopmarii, mo 3axuUMIAEThCs: KOH(DIMCHIIHHICTb, IIICHICTh, JOCTYIHICTh. JlaTth
XapaKTepUCTHKY METO/iB 3a0e3nedeHHs iHdhopMaliitHoi 6e3nexku

BMITH: Hagectu npukiaay 3arpo3 0€3MeKH Ta METOIA 3aXHCTY.

2. Tlomstrs imentudikarii, aBTeHTH(iKaIli, aBTopu3amii. Meroan aBTeHTH]IKAITI
kopucTyBauiB. OcoOiaMBOCTI maponbHUX cucteM aBTeHTHdiKamii. [loHSATTS
nBOo(akTOpHOT aBTeHTHU(IKAITI].

3HATH: BusHaueHHS TOHATH «ineHTUdIKalis», «aBTeHTU(DIKalis» Ta «aBTopH3amii». Jlatu
XapaKTepUCTHKY METONIB ayTeHTH(iKalii, 3aCHOBAaHMX Ha 3HAHHI CEKPETHOi iH(opmarii
a6o iHdopMariii, acoriiioBaHoi 3 KOPUCTyBayeM, Ha BUKOPUCTAHHI YHIKaJIbHOTO MpeaMeTa
ab0 BUKOpHUCTAaHHS O1OMETPUYHMX XapaKTEPUCTUK IIOAUHHU. AJTOPUTM OJHOPA30BOTO
napoJst S/Key. TTousaTTs «aBodakropHa aBTeHTHDIKAILIS».

BMITHU: Hasectn mnpukinaam igeHTUdiKamii, aBTeHTU}IKAIii KOPUCTYyBadiB B KOMII FOTEPHOM
cucreMi. [loOynyBatu cxemy ifeHTu¢ikamii, aBTeHTH]IKALii KOPUCTYBayiB 3aJisTHUX B
VPN.

3. Kpunrorpadiuni 3acobu 3axucty iHQOpMaIlii: CHUMETPUYHI Ta aCUMETPUYHI
cucteMu muppyBaHHs CydacHI CHUMETPHUYHI aNropuTMu wmudpyBaHHsA. Pexumu
3actocyBanHsa OnokoBux mudpis: ECB, CBC, OFB, CFB. Acumerpuuni cucteMu
mndpyBanHsa. Anroputm RSA

3HATHU: MOXIMBOCTI 320€3ME€USHHS BUCOKOTO PIBHS KPUIITOCTIHKOCTI OJIOKOBUX IIU(PiB, 3HAUCHHS
pexumiB mudppyBaHHSI. APXITEKTYpH CUMETPUYHUX aNropuTMiB: Mepexa deiictens ta
SP-  wMepexi. 3HaHHA apxiTEeKTypU aCHUMETPHUYHUX KPHUIITOCUCTEM, MOXIJIUBOCTEH

aCUMETPUYHOTO MU pPyBaHHS.
BMITH: BuKOPHCTOBYBAaTH IepeBaru Ta HEAOJIKM aJrOpUTMIB IM(PYBaHHS MijJ 4ac CTBOPEHHS
3aXMIIEHOTO KaHaTy.

4. OpnocopsimoBani hash-gynkimii. BnactuBocti. Hash-pyHkiii Ha OCHOBI cxemu
Mepkens-/lamrapaa: MD5, SHA-512. Hash-¢yHkiiii, mo 0a3yroThcst Ha 0J0KOBHX
mmdpax: Whirlpool.



3HATH: BusHaueHHs rem-QyHKIII Ta BIACTUBOCTI. ATaka «IapaJoKc AHS HapoJKeHHs». Cxema
Mepxkens-Jlamrapaa. Cxema Miaryui-ITpenens. BigminnocTi rem-yHkuii cimelictea MD,
SHA Bix Whirlpool. 3actocyBanns rem-yHkmin st 3axucty iHdopmartii.

BMITH: 3actocoByBatn rem-¢pyHkmii s 30epiraHHs maponiB, i cTtBopeHHs MAC
MOB1AOMJICHHS.

5. Enextponnmii uudpouit mianuc. Cxema cTBopeHHs Ta mnepeBipku ELIL
Agroputmu ELIIL

3HATHU: Oynkuii ELHII. Cxema ctBopenns ta mnepeBipku ELIL. LudpoBuil mignuc Ha OCHOBI
mmdpy RSA.
BMITH: CrBoproBatu Ta MEPEBIpSATH MIANHC HA EJIEKTPOHHOMY JOKYMEHTI 3a JIOOMOTOIO

6i0moTtexku OpenSSL.

6. Indpacrpykrypa Bigkputux kmodiB (PKI). OcnoBui komnonenTtun PKI.
Ceprudikatu BigkpuTux kinrodiB. Knacugikaiis cepTudikariB Ta ypaBiiHHSI HUMH.

3HATHU: Busznauenns PKI, ceptudikar Bigkpuroro kitoya. [ToHaTTs: 3acBiauyBansHuii neHtp (311),
peno3uTopiii ceptudikariB, apxiB ceptudikariB. DPynkuii 3L[. Popmatu ceptudikara
BijkpuToro kimoua X.509, PGP.

BMITH: CrtBoproBatu ceptudikar 3a momomororo 6i0miorekn OpenSSL Ta mnpamoBatn 3
ceptudikatamu B OC.

/. ®opMmanbHI MOZENI PO3MEKYBaHHS MpaB AocTymy. JluckpeuidiHuii Ta MaHAATHUMA
nocTyn a0 iHpopmariii. PoasoBa Mosens qocTymy.

3HATH: BuzHaueHHS AUCKPELIMHOI MOJENI, MaHAATHOI MOJENl Ta POJbOBOI IMOJITUKH OE3MEKH.
Kpurepii 6e3nexn koxxHOi Mozeni. [lepeBaru Ta HepoMIKK MoJIenei Oe3meKH.
BMITU: Po3mexoByBaTH IpaBa A0CTyIy KopucTysauis 10 OC.

8. TexHoorii 3aXUCTy B IIKIIJTMBUX MMPOTpaM Ta Criamy.

3HATHU: Kiacudikamito mkigmuBux nporpam. OCHOBM poOOTH  aHTHBIPYCHHX IpOrpam:
CUTHATYpHUU aHaji3, eBpUCTUYHUHN aHaTi3. PexxuMu poOOTH aHTHBIPYCIB.

BMITH: BuxoHyBaTH 3aXUCT MEPCOHAIBHUX KOMI'IOTEPIB Ta KOPIIOPATUBHUX CHUCTEM BiJl BIUIMBY
IIKIIJTMBUX TIPOT'PaM Ta BIpYCiB.

9. OcHOBHI NPUHIUIK 3aXHUCTy iHGOpMAaIii TpH MIAKIOYEHI 10 Mepexi [HTepHeT.
3axucT iH(}popMallii 32 JOMOMOTOI0 MIKMEPEKHUX EKPaHIB.

3HATHU: Odyukuii mixMepexxeBux exkpadiB (ME). OcobnuBocti (ynkuionyBans ME Ha pi3zHHX
piBHsax mojem OSI|: makeTHudd (GiIIBTp, ILI03 CEAHCOBOTO PIBHSA, NMPHKJIATHUHN I3,
IITI03 eKCIIepTHOTrO piBHA. CXeMH MEPEKHOT0 3aXUCTy 3 ypaxyBanHsM ME.

BMITH: HanamroyBatn ME mis kopriopatuBHOI Mepexi Ha mpukiazi iptables ta nanamryBanus
Firewall Ha poyrepi.
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