_ MIHICTEPCTBO OCBITU I HAYKU VKPAIHMA
OJECBKNU HALIIOHAJIbHVM YHIBEPCUTET IMEHI 1. I. MEYHUKOBA
Kadernpa maremaTnanoro 3a0e3nedeH s KOMIT IOTEPHUX CUCTEM

“3ATBEPIKVIO”

e
HpopeK %@Bo‘n@g\a\ronq 6oTH
°4 @»x
“’“° / wﬂ \ "1/43 20 .
'x ¥ // / ','7

POBOYA ITPOTPAMA HABYAJILHOI IUCIIATLITHA

BB06 3axucm inghopmauii ¢ Komn’romepHux mepesrcax

(Ha3Ba HaBYAIBHOI JUCHUILTIHU)

PiBeHb BHIIOT OCBITH: Iepwuii (baxanaspcokiiii)
l"amy3p 3HaHB: 12 — Ingopmayiiini mexronozii
CnemiajibHICTb 123 — Komn romepnua indcenepis

(xop i Ha3Ba celiaTbHOCTI(Tel)

OcsgitHRO-TIpOdeciiina/HaykoBa nporpama: __ Kown romepra iHowcenepis

(1232 OIII/OHIT)

OHY —-2023



Poboua mporpama HaBuaubHOI NUCHMILTIHE «3axucT iH(OpMarii B KOMI'IOTEPHHX
Mepexax» — Oneca:OHY, 2023. - 11 c.

Pospobuukn: IlIninapesa .M., k.¢i3.-maTeM. Hayk, noueHT Kadeapu M3KC

PoGoua mporpama 3aTeeppkeHa Ha 3acinaHHi KadeIpu MaTeMaTHIHOTO 3a0e3NeYeHHs KOMIT FOTEPHUX
CHCTEM

ITporokom Ne 1 Bim. “ 29 ” ceprnasg__ 2023 p. —
3aBinyBau Kadenpu // ( Epreniit MAJIAXOB )
2~ Twitnuc) (Im’s TIPI3BUILIE)

[Moromxeno i3 rapanTom OITTT/OHII

(A/{/%{/ (JIropmruia BOJIOIIIYK)

(Im’s TTPI3BHUILE)

CxpaneHo HaBuanbHO-MeTOAHuHOK KoMmiciero (HMK) 3 IT dakxyasrery MOIT

IIporoxon Ne 1  Bim “ 317 cepns__2023p.
: /
Tonosa HMK Sery (_Amia PAUMHCBKA )
(mianuc) /7 (Im’s TIPI3BULLIE)

IlepernanyTo Ta 3aTBepIKeHO Ha 3aciJaHHI KadeapH

Ilpotoxon Ne  mBim. “ ”? 20 1.

3aBimyBau kadeapu ( )
(miamic) (Im’s TIPI3BHULLE)

ITepernsanyTo Ta 3aTBepIKEeHO HA 3acigaHHi Kadenpu

ITpotoxom Ne  Bim. g 20 p.

3aBigyBad Kadenapu

(mianuc) (Im’s TIPI3BUILIE)



Onuc HABYAJIBLHOI AUCIUILIIHA

["amy3b 3HaHB,

XapakTepucTrka

HaiimenyBaHHsI CIIEL1aJIbHICTD, HABYAJILHOI THCIHILTIHH
[MOKAa3HUKIB CHGHiaHiB.‘E‘lHiH,.piBeHL denna opma | saouna popma
BUIIO1 OCBITHA Haeuanns Haeuanns
3aranpHa  KUIBKICTB: ["any3b 3HaHb Hopmarupha / 3a BUGopom
KpeauTiB — 3 12 — Iadbopmariigi (BH3/cTynenra)
TEXHOJIOT1]
roauH — 90 Pik niocomoexu:
CremaipHICTh 4-i1 ‘ 5-i1
3MICTOBUX MOJYJIIB —2 123 — Komm’1otepHa Cemecmp
IHKeHepIs 7-t | 9-it
Jlekuii
PiBeHb BHUIIOT OCBITH: 18 ro. | 6 ro.
epuwii (Oaxanaspcoxuii) Ilpakmuuni, ceminapcoki
TOJI. TOJI.
Jlabopamopni
36ron. | 6 ron.
Camocmiiina poboma
36 ron. | 78 Tron.

y 1.4. IH/I3*: 20 rox

dopma miACyMKOBOTO
KOHTPOJTIO:
ICIIAT

* _ 33 HASIBHOCTI




2. MeTa AUCHHUILTIHA

Jucrumurina mpu3HadeHa uisi popMyBaHHS 3HAHB MPO KOMIUIEKCHUW TMIiAXOJ 3aXHCTY
1H(opMallii KOprmopaTUBHUX 1HPOPMAIIHHUX CUCTEM.

Memoto € BUBYEHHS OCHOBHHMX 3aCO0IB Ta METO/IIB 3aXUCTy iH(pOpMaIlii B KOMIT'FOTEPHUX
Mepexax .

OcHnoenumu 3a0auamu OUCUUNTIHU:

— 03HAaHOMJICHHS 3 OCHOBAMHM TEOPii 3aXUCTY 1H(POpMallii B KOMI'TOTEPHUX MEpPExkKax;
— BHUBUYCHHS MPOTOKOJIIB 3aXUILEHUX KaHAJIB;

— BUBYCHHS MPOrPaMHUX 1 amapaTHUX 3ac001B 3aXUCTy 1HPopMaIlii B KOMI'FOTEPHUX
Mepexax;

— MiATOTOBKA 7O BUKOHAHHS JIUIUIOMHHUX TIIPOEKTIB, TEMaTHKa SKHX TIOB’s3aHa 3
6e3mekoro iHpopMmarrii.

[Ipomiec BUBYEHHS NHUCHIWIUTIHA CHOPSIMOBAHWK Ha (OpPMYyBaHHS €JIEMEHTIB HACTYITHHX
KOMIIETEHTHOCTEH .

a) 3aranpHux (3K): -

0) crieniabHUX (HaXxOBUX:

KC4. 30amuicmo 3a6e3neuysamu 3axucm ingpopmayii, uwjo 00pooOIEMbCA 8 KOMN TOMEPHUX
ma Kibep@izuuHux cucmemax ma mepexncax 3 Memor peanizayii 6CmMaHo81eHoi noaimuKu
iHhopmayitinoi be3nexu.

KC35. 30amuicmo suxopucmogysamu 3acobu i cucmemu agmomamusayii npoeKmy8ants 00
PO3POONEHH KOMNOHEHMI8 KOMN IOMepHUx cucmem ma mepedxc, I[nmepnem 0ooamkis,
Kibephizuunux cucmem mouwjo.

KC10. 30amuicmo 30iticniosamu opeanizayito pob6ouux Micyvp, iXHE MexHIYHe OCHAWJEHHS,
PO3SMIWEHHS. KOMN ' TOMEPHO20 YCMAMK)Y8AHHS, GUKOPUCMAHHA OP2AHIZAYIIHUX, MEXHIYHUX,
AI2OPUMMIYHUX MA THUWUX MemOo0i8 i 3ac00i8 3axucmy iHgopmayii.

IIporpamHi pe3yabTaTH HABYAHHS:

IIP1. 3namu i po3ymimu HAYKOBI NOJIONCEHHs, WO NeHamb 8 OCHOB8I (DYHKYIOHYBAHMS
KOMN tomepHux 3acobis, cucmem ma mepedic.

IIP2. Mamu Hasuuku nposedeHHs eKCnepumMeHmis, 30UpaHHs OAHUX Mda MOOEN8AHHS 8
KOMN 1OMepHUX CUCIeMax.

IIP6. Bmimu 3acmocosysamu 3HauHs 05 i0enmugikayii, hopmyntosanus i po3e6 sa3y6aHHs.
MEeXHIYHUX 3a0ay CneyianbHOCmi, BUKOPUCMOBYIOUU MEMOOU, WO € HAUDIIbUL NPUOAMHUMU
0J151 00CACHEeHHS NOCMABNeHUX Yilell.

IIP9. Bmimu 3acmocosysamu 3HAHHA MEXHIYHUX XAPAKMEPUCMUK, KOHCMPYKMUBHUX
ocobusocmell, NpUSHA4eHHs | Npasusl eKCHnayamayii npocpamHo-mexHiyHux 3acodie
KOMN TOMEPHUX CUCmeM Ma Mepedxic 05 BUPIULeHHs MEeXHIYHUX 3a0a4 CneyidibHOCMI.
IIP10. Bmimu pospobramu npocpamHe 3abe3neuenHs 01 80Y00BAHUX I PO3NOOLIEHUX
3acmocy8anb, MOOIIbHUX 1 2IOPUOHUX CUCTNEM, PO3PAX08Y8aAmMU, eKCNILyamysamu, munose
07151 cneyianbHocmi 00J1AOHAHHS.

1IP11. Bmimu 30iticntosamu nowyx inghopmayii 6 piznux oxcepenax 0Jisi po38 i3aHHs 3a0ay
KOMN 1OMepHOI iHdtceHepii.

1IP12. Buimu egpexmueno npayrosamu K iHOUBIOYAIbHO, MAK i ) CKIA0I KOMAHOU.

IIP13. Bmimu ioenmugbixyeamu, xkiacugixysamu ma onucysamu pobomy KOMN rOmepHux
cucmem ma ix KOMNOHEHMI.



IIP19. 30amuicms adanmyeamuce 00 HOBUX CUMYayill, 0OTPYHMOBY8AMU, NPUUMAMU MA
peanizogysamu y Meicax KOMnemeHnyii piuleHHs.

1IP20. Yceioomnoeamu neoOXiOHICMb HABUAHHA BNPOOOBIHC YCbO20 IHCUMMSL 3 Memoio
noenubienHs Habymux ma 3000ymms HO8UX axo8ux 3HAHb, YOOCKOHANEHHS KPeamugHO20
MUCTIEHHS.

IIP21. Axicno euxonyeamu pobomy ma 0ocsieamu NOCMABIeHOI Memu 3 OOMPUMAHHAM
8UMO2 NPOogheciliHoi emuKu.

OuikyBani pe3yJbTaTH HaBYaHHsl. Y pe3y/ibTaTli BUBYEHHS HABUYAIbHOI JUCHUILUIIHU
CTYAEHT II0OBUHEH

3HAMU. OCHOBHI NOHAMMI | Memoou 3axucmy iHgopmayii 8 KoMn 1OmepHUx mepesxicax,
MOOe 3axucmy mepesici, Kpinmozpagiuni npomoxou 3axucmy ingpopmayii, npoepamti ma
anapamui 3acoou 3axucmy iHghopmayii 6 KOMN IOMeEPHUX MePeNHCaXx.

éMmimu: po3poonamu noaimuxy Oe3neku Mepedxci, GUKOHY8AMU 3aXUCH  Mepedici,
3acmocogyrouu CyyacHi iHcmpymenmu 6e3nexu.

3. 3MicT HAaBYAJBHOI JUCIHILIIHA

3micToBHMIi Moayas 1. SAXUCT IHOOPMAIII B KOMIT'IOTEPHUX MEPEXKAX
Tema 1. Knaccidikaiiis MepexeBUX aTak 1 MeTOAM NpOoTUAll arakam. ETanu MmepekeBoi aTaku.
3arpo3u Ta BpPa3MBOCTI JPOTOBUX KOPHOpAaTHUBHUX Mepex. Crmocobu 3abe3nedeHHs
iH(popmMmariiinoi 6e3neku (YactkoBuii 1 komruiekcHui miaxin). LInsxu BupimenHs npoodiem
3axuCTy 1H(DOopMallii B Mepexax. JJociaimKkeHHss MepexkeBOoi Tomoaorii. MeTtoau ckaHyBaHHS
MOPTIB.

Jiteparypa: [1, 2, 3, 4, 5].

Tema 2. 3axucT KOMI'FOTEPHOT MEPEXK1 3 BUKOPUCTAHHAM MIXKMEpPEXKEBUX eKpaHiB. [ToHATTS
opannmayepa (ME). ®@ynkiii ME. [ToniTnka MixkMepekeBOro ekpaHyBaHHs. ApXITEKTypa
OpannMayepa. OCHOBHI CXeMU TiAKIOueHHs Opannmayepa. [Ipobrmemu  Oesnexu
OpanaMayepa.

Jlireparypa: [3, 4, 5, 6].

Tema 3. AnanTuBHa Oe3reka Mepexki: TEXHOJIOTIT BUSBICHHS aTak, TEXHOJIOTIT yIIpaBIiHHS
pusukamMu. KOMIOHEHTH MOJENl aJanTUBHOIO YIPABIIHHS O€3MeKOl0: aJanTHUBHUN 1
KEPYIOUH.

Jlitepatypa: [3, 4, 5, 6, 7].

Tema 4. Texnonoris anamizy 3axuiieHocTi. PiBai mozaem OSI, Ha SKUX (YHKIIOHYIOTh
CKkaHepu Oe3neku. MexaHI3MH poOOTHM CKaHEpiB O€3MeKu: CKaHyBaHHS 1 30HAYBAaHHS.
Meroau, 1o peanizyloTh MEXaHI3MU CKaHyBaHHS: MepeBipka. Cxema MpoBEJAEHHS aHaTI3y
3axuiieHocTi (cuctemu Internet Scanner).

Jliteparypa: [3, 4, 5, 6, 8].

Tema 5. Cucremu BusBienns atak (IDS). Knacudikaris cucrem BusiBienas atak [DS.
KommonenTu ta apxitekrypa IDS. CurnatypHuii anais i BUsiBlieHHs: aHoMastii. Po3noineni

CHCTEMH BUSIBIICHHS aTak. Meroau pearyBanns. Cucrema BUSABJIEHHS aTak Snort.
Jlireparypa: [3, 4,5, 6,7, 8]

3microBamii moayas 2. OPTTAHI3ALIA BIPTYAJIBHUX IPUBATHUX MEPEX T1a
BE3ITEKA WI-FI



Tema 6. Opranizaiis BipryanbHuX npuBatHux Mepex (VPN). 3amadi, siki BUPINIYIOTHCS
VPN. TynnenipoBanie VPN. Bapiantu noOynoBu BIpTyaJIbHUX 3aXUIICHUX KaHAIB.
Knacudikauis VPN 3a piBaem mozeni OSI. Knacudikariss VPN 3 apXiTekTypu T€XHIYHOTO
pIlIEHHA: BHYTpIIIHBO KoprmopaTuBHi Mepexki VPN, VPN 3 BigmaneHuM A0CTyIoMm,
MmixkopriopatuBHi Mepexi VPN. Knacudikamis VPN 3a cioco6oM TexHIUHOT peani3alii.
Jliteparypa: [3,4, 5,6, 7, 8]

Tema 7. Metonu opranizariii 3axucty mepexi WI-FI. Ataku na WI-FI mepexy. [IpoTokonu
saxucty WEP, WPA, WPA2.

Jlitepatypa: [ 4, 5, 6, 7].

Tema 8. Cepeepu ayrentudikamii : RADIUS, TACACS+, DIAMETR.

Jliteparypa: [3, 4, 5, 6, 8].

4, CTpyKTypa HABYAJILHOI T CHUILTIHI
Ha3Bu tem KinekicTs rogua
Jlenna dbopma 3aouHa dhopma
Yceporo | yTomyumcm | Ycboro y TOMY YHCIII
1 | n/c|nab | cp n |n/c|nab | cp
1 2 314|516 7 8 | 910 |11

3microBuii MoayJib 1. 3axucr indopmaiii B KOMII'OTEPHUX Mepexax.
Tema 1. Knaccidikarris
MEpEeXKEBUX aTaK 1 METO/IU
npotuaii atakam. Criocooun 6 2 2 | 2 11 1 10
3a0e3neYeHHs
1H(DopMmaIiiHoi 6e3neKu
Tema 2. 3axuct
KOMIT'FOTEPHOI MEpEXi 3 6 2 2 | 9 13 1 2 10
BUKOPHUCTAaHHSM
MIKMEpEKEBUX EKPaHiB.
Tema 3. ApgantuBHa
Oe3rneka Mepexi.
Tema 4. Texnosoris 9

8 2 4 12| 105 |05 10

: : 8 4 2| 115 |05 1 |10
aHaJ13y 3aXHIIEHOCTI.
Tema 5. Cucremu
BusiBJieHHs atak (IDS). 8 2 4172 1 1 10
Pa3oM 3a 3micTOBMM 36 10 16 110! 57 4 3 |50
MoayJem 1
3micToBuii MoayJib 2. Opranizauisi BIpTyaJbHUX NPMBATHUX MeEpex Ta 0e3nexKa

wi-fi.

Tema 1. Opranizaris
BIpTyaJIbHUX TTPUBATHUX 11 3 6 | 2 12 1 1 (10
Mepex (VPN).
Tema 2. Metoau
oprasizartii 3aXUCTYy 10 2 6 | 2| 115 | 05 1 |10
mepexi WI-FI.




Tema 3. Cepsepu
ayrentudikauii: RADIUS, | 13 3 8 12| 95 |05 1 |8
TACACS+, DIAMETR.
Pa3om 3a 3micTOBUM 34 8 20 | 6 33 2 3 |28
MOayJIeM 2
[H/3 20 20
¥Ycboro roaiuH 90 18 36 |36 90 6 6 |78
®opma koHTpor0: KO —KOHTpOJIbHE ONUTYBAaHHSA (ITIOTOYHE)
I3 —inuBiTyasibHE 3aBJAHHS (JOMAIIIHE)
KP — xoHTposibHa poboTa
KM — KOHTPOJIb MOAYJISl 32 TECTOBOIO CUCTEMOIO
5. TeMu ceMiHApCHKHX 3aHATH
CemMiHapChKi 3aHATTS HE Mepe0aydeHi.
6. Temu npakTUYHUX 3aHATH
[IpakTU4HI 3aHATTS HE Nepe0aveHi.
1. Temmn 1adopaTOpHUX 3aHATH
No KinpkicTh
Hasa temu
3/m TOJINH
1 HanamryBanns mepexxkeBux cepsici B mporpami Packet Tracer. 9
Cepsep DHCP, WEB,FTP
9 [IpuxoByBaHHS BHYTPIIIHIO CTPYKTYPY JIOKATBLHOT MEPEXKI 3a 4
nornoMororo NAT 1 oOMexeHHs JOCTyIy JI0 MEPEKI.
3 | Ciucku ynpasninus goctynom ACL 6
4 Cisco ASA 5505. Firewall Appliance. ITo6ynoBa 3axucty KM 4
Firewall.
5 | [lobGynoBa neminiTapu3oBaHoOi 30HU 4
6 | [To6ynoBa VPN 3a nomomororo CiscoASA. 4
7/ | IIpotokon AAA 4
8 | 3axuct mepexi WI-FI 4
0 [Tpotoxon SYSLOG I NTP 4
Pa3zom 36
8. Camocriiina podora
No KinpkicTh
Hasa temu
3/ TOJIUH
1 | Ananiz 6e3neku mepexi 3a fonomororo cHidhepy Wireshark [1]. 4
Texnomnoris ananizy 3axuuieHocti.PiBHi Mmozeni OSI, Ha sikux
2 | QyHKIIIOHYIOTh CKaHepH Oe3rneku. MexaHi3Mu poOOTH CKaHEpPiB 4

Oe3neKu: CKaHyBaHHsI 1 30H1yBaHHs. MeToiu, 1110 peani3yioTh




MEXaHI3MHU CKaHyBaHHS: nepeBipka.Cxema MpoBeIeHHs aHai3y
3axunieHocTi (cuctemu Internet Scanner) [1].

Cucremu BusBieHHsa atak. (IDS).Meronu anamizy mepexeBoi
iHpopmanii. Knacudikamis cucrem BusiBneHHs arak I[DS: 3a
CIIocoOOM pearyBaHHs, 3a CIIOCOOOM BUSIBJICHHS aTaku (BUSBJICHHS
3 | 37I0BXXMBaHb 1 BUSABJICHHSI aHOMaJTii), 3a crioco0oM 300py 1Hpopmarrii 4
npo araky (Ha piBHI Mepexi (network-based), Ha piBH1 xocTa (host-
based), Ha piBHl ngoxatky (application-based). Kommonentu Ta
apxitektrypa IDS.II3 SNORT [1]

4 | Po3spooka ACCESS LIST [1]. 4
Pa3zom 0e3 TH/I3 16
TH/3 20
Ycboro 36

Jlo caMoCTiiiHOT poOOTU BIAHOCUTHCA:
[1] — miaroroBka 10 JeKIlii, 1a00OPATOPHUX 3aHSITh.

8.1. ImauBigyajibHe HaBYAJbLHO-IAOCIiHE 3aBAAHHS
(po3paxyHnkoBo-rpadiuna podora)

PospaxynkoBo-rpadiuna poboTa mojsrae B HajdamTyBaHHI 3aXMCTy KOMIT IOTEPHOI MEpexi
MPEAMETHOI 00JIaCTI MPOEKTY OpraHi3alii/miJIprueMCTBa Ta aHANI3y O€3MEKH JaHOI MEPEexI.
KomMmm’rotepHa Mepeka CHpOEKTOBAaHA Ta HaJAalITOBAHA B CEPEIOBUIIl BI3yaJbHOTO
MOJIETIIOBaHHS MEPEK.

CTyleHT NOBUHEH:

— po3pobuTtu noxituky 6e3neku KM opranizaiii/ mianpueMcTsa;

— BUKOHATHU TPUXOBYBAaHHS BHYTPINIHBOT CTPYKTYPH JIOKAaJbHOI MEpPEXi Ta OOMEKEHHS
JOCTYILy 10 Mepexi 3 [HTepHeTy;

— BUKOHATH OOMEXXEHHSI IOCTYITY JIETITUMHUX KOopucTyBauiB KM;

— BUKOHATH 3aXUCT 0€31pOTOBOI MEpEKi;

— BUOpaTH aHTUBIPYCHY Iporpamy, firewall, cucremy BHUsBIEHHS aTak Ha CEpBEPU Ta BY3JIU
Mepexi;

— BUKOHATH aHaJli3 0€3MeKHU KOMI'IOTEPHOI MEPEXKi.

9. MeToau HABYAHHSA
Jlek11ii 3 BUKOPUCTAHHSIM MYJIbTUMEIIMHOTO MIPE3eHTAIIMHOTO MaTepiaty.
10. MeToau KOHTPOJIIO

[Tig yac 3axMcTy iIHIMBITYaIbHOTO 3aBAaHHS CTY/JCHT MOBUHEH:

— PO3’SICHUTH CTBOPEHY MOJIITUKY O€3MEKN MEPEXKI;

— IPOJEMOHCTPYBATH Ta PO3’ICHUTH METOIH 3aXUCTy MEPEKI.

ITin yac miACyMKOBOTO KOHTPOJI CTYJIEHT I[OBMHEH BIANOBICTM Ha 2 3alUTAaHHS
eK3aMeHaTopa 3 MePeIliKy, HaBeJleHOMY y 1. 11.

KpuTepii oniHIOBaHHSA HA MIICYMKOBOMY MOAYJIbHOMY KOHTPOJII:

1. Bianosijib MOBMHHA OYTH MOBHOIO 1 KOPOTKOIO. BOHA HEe MOBMHHA MaTH B 001 Martepia,
110 HE BITHOCUTHCS 10 CYTTI TUTAHHS.



2. YiTtko (popMynOoBaTH TBEPIKEHHS, BIPABHO 3aCTOCOBYBATH HEOOXiAHI (opMmynu 1
3HAHHS OCHOBHHX MTUTaHb IPOTPAMH.

3. Bignosiai, 1m0 MarOTh MOMHUJIKOBI TBEPIKEHHS OLIHIOIOTHCS BUXOIIYM 3 OJIM3BKOCTI
BIJIMTOBIJIi IO MPABUIIHHOT.

4. Tlpomycku B OOTpyHTYBaHHI TBEPIXKEHb BPaXOBYIOTHCS 1 I1€ PU3BOINUTH JI0 3MEHIIICHHS
KUTBKOCTI OasiB.

5. Mauti He1OM1KM, HETOYHOCTI MPU BUKJIAJICHH] MaTepiady, 3SMEHITYIOTh KIJIbKICTh OaJIiB.
6. HesnanHs 1 HEpO3YMIHHSI OCHOBHOI 1/1€1 TEOPETUYHOTO MUTAaHHS ab0 3a71a4i TPU3BOIUTH
110 3HATTS 10 90 % Oaiis.

7. Slkuio BiAMOBIAL HA MUTAHHS BIJICYTHS TO BUCTABJISETHCS HYJIb OaliB.

11. ITuTanHs AJs TiACYyMKOBOTr0 KOHTPOJIIO

. [losicHITB 3arayibHI IOHATTS 3aXUCTY 1HGOPMAILii.

. Onucaru aTaku Ha KOMIT IOTEPHI MEPEKI.

. Onucatu po6oTy ciyxk6u DNS.

. Onucaru po6oty ciyxx6u DHCP.

. Onucaru gk HanamroByeTbest kiaieHT DHCP.

. BkaxiTp po3rainryBanHs manku 3 koutreHToM Web By3ia 1 FTP cepsepa.

. Onucatu BCi MOKJIIMBI cxemMu poOoTu ciayxkou NAT.

. [losicHiTh siki mpuBaTH1 [P agpecu BUKOpUCTOBYIOThCSA Cityk00t0 NAT B KOKHOMY Ki1aci

azapec.

9. [TepeniuiTe mepeBaru i Hemomiku ciayk0u NAT. Ilepepaxyiite eTanu HACTPOWKHU CITyKOU
NAT.

10. Omucatu ocHOBHI mpooOsiemMu B po6oTi cepBepa NAT

11. Onucaru siki napaMeTpu KOHTPOJIOE PO3IIUPEH] CITUCKH TOCTYITY?

12. HaBeniTh mpukiag KOMaHAM, PO3IUILHOIO Mepenady MakeTiB BiJl XOCTa Ha Bce BeO-
cepsepa.

13. OnmcaTy OCHOBHI THUITH CITUCKIB JOCTYITY.

14. Onucaru dynkmii Firewall.

15. Oco6muBocTi ¢pyukmionyBanas ME Firewall na pizaux piBusax moxaeni OSI.

16. Ha3BiTh OCHOBHI CXEMHU TIAKIIOUYEHHS MDKMEPEKEBHX  ekpaHiB.  OnumiiTh
(YHKIIOHYBaHHS CXEMH 3 3aKpUTOIO MIAMEPEKOI0, IO 3aXHUIIAETHCS, 1 3 BIIKPUTOIO
M1JIMEPEIKOI0, 1110 HE 3aXUIIAETHCS.

17. TTosSCHITH MOHATTSI CUCTEMHU BUSIBJIICHHS aTakK.

18. Onucaty MeToIM BUSBJICHHS aTak.

19. Onmcaru IPS, IDS, HIDS, NIDS.

20. [osicuiTh mousTTs Virtual Private Network.

21. Onucaru Ha sikux ypoBHsix moneni OSI mpairoe VPN.

CONO O1Th W —

12.  Po3noain 6aJiB, AKi OTPUMYKOTH CTYJIEHTH

[ToTouHuUi Ta NEPIOJUYHUIN KOHTPOIb [TincymkoBuii | Cyma
. " 1 i KOHTPOJIb OaiB
3mictoBuil Moayib Nel 3MiCTOBH i PI'P TP
Moayib Ne 2 (icout)
Ti| T2 | 31| T5 | T6 | T7] 18




s 5[ 5] 5] 5 | 5 [5][5] 20 | 40 | 100 |
T1, T2 ... — TemMu 3MICTOBUX MOJTYJIiB

MIxana ominoBanusa: HanmioHajabHa Ta ECTS

3aFaHLH?, Omiuka ECTS Hamonansaa mkaima
cyma OaJtiB
90 — 100 | A — «BIAMIHHO» 5 «BIAMIHHO»
85—89 | B — «ayxe nobpe» «3a
75— 84 | C — «mobpe» 4 «no6pe» K
70 — 74 | D — «3a10BUILHO» »

3 «3a10BLIBHOY
60 — 69 | E — «gomyctumo» A

F — «HEe3a10B1IbHO 3 MOKITUBICTIO TIOBTOPHOTO

35—59 «HE
CKJIAIaHH» ) .

; ; 2 «HE3aJ0BUIBHOY» | 3ail

034 FX — «He3a10B11bHO 3 000B’ I3KOBUM o

MTOBTOPHUM KYpPCOM)

13. Hap4yajbHO-MeTOAUYHE 320e3MeYCHHS

KoHcriekT Jexmiii y eneKTpoHHOMY (opMaTi; METOJWYHI BKa31BKU [IJIi BUKOHAHHS
1abopaTOpHUX poOIT; HOPMATHBHI IOKYMEHTH; MPE3CHTAIIITHI MaTepialiu.

14. PexomeHmoBaHa JiTepaTypa

OcHoBHa
1. HJ T3I 1.6-004-2013 3axuct indopmarii Ha 00’ekTax iHGOPMAIIHHOT TiSIHHOCTI.
[lonoxeHHsT PO KaTeropitoBaHHs OO0’€KTIB, A€ LMPKYJIO€ 1H(QopMalis 3 0OMeKeHUM
JOCTYTIOM, III0 CTAHOBUTH JIEP>KaBHY TAEMHHIIIO.
2. HJ T3I 1.6-005-2013 3axuct iHdopmailii Ha 00’exTax 1HGOPMAIIHHOI MiSUTBHOCTI.
[TonoxeHHss PO KaTeropitoBaHHs OO0 €KTIB, A€ MHUPKYIO€ 1HQopMaIlisa 3 0OMEKECHUM
JIOCTYIIOM, 1110 HE CTAHOBUTH JIEPKABHOT TAEMHHUIII.
3. [IpoexTyBaHHS KOMIUIEKCHUX cUcTeM 3axucty iHdopmarii / Iligpyunuk / B. O.
Xopormiko, I. M. I1asnos, 1O. f. bo6ano, B. b. lyaukesuy, 1. P. Onipcekuii, JI. T. [Tapxy1ie.
JIpBiB : BumaBuuntso JIbBiBChKOI momiTexHiku, 2020. 320 c.
4. 3axuct iHGopMalii B KOMITIOTEPHUX CHUCTEMax Ta Mepexax : HaBy. 1ocid. /
C.I'.Cemenos, A.O.ITonopoxnsk, O..banenko, C.FO.I'aBpunenko — X.: HTY «XIlII», 2014.—
251 c.
S. KibepOesneka: cyuyacHi TexHoJorii 3axucty. HaBuanbHuil MOCIOHUK ISl CTYACHTIB
BUIMX HaBualibHUX 3akiaaiB. / C. E. Ocranosg, C. I1. €sceen, O.I". Kopoib. — JIbBiB: «HoBui
Cgit- 2000», 2020 . — 678 c.

JlonarkoBa
6. KowmrmiekcHi cuctemu 3axucty iHGopmMariii : HaBuaabHu#M ocionuk / Spemuyk 1O. €.,
ITaBnoecwkuii I1. B., Kataes B. C., Cintorin B. B.] — Binauig : BHTY, 2018. — 118 c.
7. KowmriekcHi cuctemu 3axucty iH(opmartii: IpoeKTyBaHHS, BIPOBAHKEHHS, CYTPOBI/I.

30ipuuk nekiiit [Enextponnuit pecypc] / I'pebennikoB B.B. // 2015 - Pexxum moctymy:
http://www.cryptohistory.ru/for students/ 03-KSZ
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8. Bypsiuok B. JI. Indopmaniiinuii Ta kibeprnpocTopu: npoOiemMu Oe3MeKu, METOIU Ta
3acobu 6opoteou : mociOonuk / B. JI. Bypsuok, C. B. Tomrona, B. B. Cemko Ta in. — K. :
HAYT-KHY, 2016. - 178 c.

15.  EaextponHi indpopmamniiini pecypcu

1. Cisco Networking Academy Kypcu:Cybersecurity Essentials, Cisco Cyber Ops —
Pexxum nocrymy: http://www.cisco.com/web/learning/netacad/index.html
2. Whireshark Pexxum noctymy: https://www.wireshark.org/
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