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1. Onuc HaBYAJBHOI JUCHHUILIIHHA

['any3b 3HaHB, XapakTepucTrka
HaitmenyBaHHs CreniaiabHICTb, HaBYAJILHOI TUCIHUAILIIIHA
MOKa3HUKIB crieriajizaiisi, piBeHb Ouna (1enna) popma
BHUIIO1 OCBITH HABYAHHSA
3aranpHa KUIbKICTh ["any3b 3HaHb 006086 ’sa3K06a ucyuniina
KpenuTiB — 4 12 — nayku indopmartiiai Pik niozomoexu:
roauH — 120 TEXHOJIOT11 3-i
3MICTOBUX MOJYJIIB - 2 Cemecmp
CreniaapHICTD: 6-i1
122 — Komm’toTepHi HayKu Jexuii
36 ron.
PiBeHb BUIIO1 OCBITH: Ipakmuuni,
[epmwmii (OakaiaBpChKU) CceMinapcoKi
0 ron.
Jlabopamopui
36 ron.
Camocmiitna poooma
48 ron.
dopMa miICyMKOBOI0
KOHTPOJIIO:
eK3aMeH




2. MeTa Ta 3aBJaHHA HABYAJLHOI JUCIHUILTIHA

MeTo10 BUKTaJaHHS TUCIUILTIHU € — OpMYyBaHHS TEOPETUUHHUX 3HAHD 100
MOJKJIMBUX HeOE3IeK, 3arpo3 1 CTymeHs pU3HKy BTpaT iHdopMmallii, a Takox
MPAKTUIHUX HABUYOK IMOAO 3a0e3MEeUeHHs 3aXUCTy 1H(opMallii Ta mporpaMHOTO
3a0e3neyeHHs. O3HaWOMIIGHHS 13 Cy4YaCHHUMH TMIAXOAaMH OO 30€peKeHHS Ta
3axXUCTy iH(opMaIlii, 31 CKJIaJJOM 1 3MICTOM TE€XHOJIOTTYHUX MPOLEAYP, MPOTOKOIIB
1 onepariii kpunrorpadii, KpUnToaHamizy, creranorpadii, 110 BUKOPUCTOBYIOThCS
JIUISL BUPIIICHHS MPOOJIEM TOTITHKKA OC3IEeKH Ta 3aXUCTy 1HPOpMAIIHHUX pecypciB.
3aBaaHHA:

- BHUBYCHHS 1 MOMIMOJICHHS HAa OCHOBI Cy4acHUX 1H(QOpMAIIHHUX TEXHOJIOT1H
TEOPETUYHUX 3HAHb Ta MPAKTUYHUX HABUKIB y Taly3i iHdopMariiHoi
Oes3rneku Ta KpunTorpadiuHUX METO/IIB 3aXUCTy 1H(popMaIIii;

- chopmyBaTh BMIHHS 3 PO3POOKM Ta BIOPOBAKEHHS TEXHOJOTIN
KOMIT FOTEPHOTO 3axHCTy iHdopMalii, 3a0e3nedyeHHsi LUIICHOCTI JaHuX,
KOH(D1IEHLIMHOCTI, KOHTPOJIIO Nepeaadl iHpopMmalii;

- OBOJIOJIHHA METOAAaMHM 11eHTH(iKallii, ayTeHTUu(diKkauli, Kpunrorpadii;

- HaOyTTs MPaKTUYHOTO JOCBIAYy 3 MOJITUKM Ta MEHEIKMEHTY B Traiysl
TEXHOJIOT1H 3aXUCTy Ta Oe3neku iHdopMarlii.

[Ipouiec BUBYEHHS AMCHUIUIIHK CHPSIMOBAaHUN Ha (POPMYBAHHS €JIEMEHTIB
HACTYITHUX KOMIIETEHTHOCTEM.

InTerpajibHa KOMIETEHTHICTD:

3MaTHICT, PO3B’SA3yBaTH CKJIAJHI CHEIlali3oBaHl 3ajadl Ta MpaKTHYHI
mpo0semMu y raigy3i KOMIT IOTEpHUX HayK a0o y mpolieci HaBYaHHs, 1110 repeadadae
3aCTOCYBaHHS TEOpid Ta METOAIB 1HGOPMAIIHUX TEXHOJOTIN 1 XapaKTEePU3y€EThCs
KOMIUICKCHICTIO Ta HCBU3HAYCHICTIO YMOB.

3araJibHi KOMIIETEHTHOCTI:

3K1. 3aatHicTh 10 aOCTPaKTHOTO MUCIICHHS, aHAII3Y Ta CUHTE3Y.

3K2. 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYaLISIX.

3K3. 3uanHs Ta po3yMiHHS NPEIMETHOT 00J1aCTI Ta po3yMiHHS NpodeciitHOi
ISUTBHOCTI.

3K12. 3naTHICTh OLIIHIOBATH Ta 3a0€3MeUyBaTH SIKICTh BUKOHYBAHUX POOIT.
CrneniajbHi ((paxoBi) KOMIIETEHTHOCTI:

CK14. 3patHicTh 3aCTOCOBYBaTH METOAM Ta 3aco0u 3a0e3NeueHHs
1H(popmariiiHoi 0e3meKu, po3poOsATH M eKCIUTyaTyBaTH CIIeIiaibHE MpOrpamMHe
3a0e3MeUeHHs]  3axUCTy  1HGOpMAIifHUX  pecypciB  00’€KTIB  KPUTHUYHOT
1H(DopMmaIiiHo1 1HGPACTPYKTYpH

B pesynbraTi BUBYEHHS HABYAJIBHOI JUCIUIUIIHU 3100yBad BUIIOi OCBITH
MMOBUHEH 3HATH:

- o0'ekTH TIporpaMHOro 3a0e3IeueHHs, Ha sSKi MOJJIMBI aTakKkd Ta METOIU
3/11MICHEHHSI HECAaHKI[IOHOBAHOT'O JOCTYMY /10 1H(OopMaIIii;

- [OpuHUUNU (QYHKIIOHYBaHHS BOYJOBaHMX 3acCO0IB 3aXHUCTy KOMITHOTEPHHUX
cucteM (BIOS) Ta umsixu npoTtuaii cnpodam ix B3JIOMY;

- [pUHUUNU (DYHKIIOHYBaHHS CHCTEM 3axHUCTy, IMPU3HAYEHHS IPHUBLIEIB,
30epiraHHs MapoyiB Ta aBTeHTU(IKalli KOPUCTYBadiB B OINepaliiHUX
cucreMax WINDOWS Tta LINUX, wMerogu 3 HECAHKIIOHOBAHOIO



MPOHUKHEHHSI 70 iH(dOopMallii, NMpUBJIACHEHHS NPUBILICIB aJMiHICTpaTopa
TOIIO;

- METOAM HECAHKIIOHOBAHOTO 3WOMYy Ta HaBMHCHOTO ITOIIKOKEHHS
1H(popMallii Ta 3aco0u MPOTUAIT 1iM cripolam;

- MeTOoJY MOOYI0BU 3aXHCTYy OKPEMUX MPOTPAMHUX MPOIYKTIB;

- OCHOBHI IPHUHOMH 1 TIPOTpaMHi 3aco0U IS aHAJI3y Ta MU3aceMOJIFOBAHHS
MPOrpaMHUX TPOAYKTIB 3 METOI iX MOJANBIIOT0 HECAHKI[IOHOBAHOTO
BUKOPUCTAHHS, METOAM 3aXUCTY BiJl JU3aCeMOTIOBaHHS.

BmiTn:

- BHUKOHATH aHali3 OEe3MEeKHM KOMITIOTEPHOI CHUCTEMH Ta YCYHYTH MO>KJIUBI
[UISIXYA HECAHKI[IOHOBAHOTO JIOCTYIIY;

- 3IIACHUTH OpraHi3alliiiHl Ta MpOorpaMHi 3aXOJu IIOAO0 IIJIBHIINCHHS PIBHS
Oe3neku 30epiranHs iHpopMariii;

- BHWKOHYBaTH aaMIHICTpPyBaHHS TPaB JOCTYITy JO KOMIT IOTEPHOI CHCTEMH 3
METOIO TIEPEIIKOIA TPU3HAYCHHS HEBHUITPABIAHUX TIPHUBIJICIB;

- BHUKOHYBAaTH IOCTIHHWUN MOHITOPHHT 3 TOIIYKY MPOTPAMHHUX 3aKJIaJOK Ta
KaHaJIIB BUTOKY 1H(OpMallii;

- BHUKOPHCTOBYBAaTH OCHOBHI NMPUHOMM Ta IMPOrpaMHi 3acO0M AJisi NEPEBIPKH
HAJIIMHOCTI 3aXUCTY 1H(OpMaILIii Ta CTIHKOCTI HOTro 11010 XaKePChKUX aTak.

1o 3a0e3neuyoTh HACTYIIHI MPOrPaMHi pe3y/IbTATH HABYAHHS

IIP2. BUkopuCTOBYBaTH Cy4YaCHUII MaTeMaTUYHUM anapatr HENEPEPBHOIO Ta
JMCKPETHOTO aHalli3y, JIHIHHOI anreOpu, aHAITUYHOI TeoMeTpii, B mpodeciitHin
JISUTBHOCTI 711 pO3B’sI3aHHS 3a/1ad TEOPETUYHOTO Ta MPUKIIAIHOIO XapakTepy B
polieci MPOESKTYBaHHS Ta peaizallii 00’ ekTiB iHhopMaTH3aIli.

ITP3. BukopuctoByBaTH 3HaHHS 3aKOHOMIPHOCTEW BHUIIQJKOBUX SIBUII, iX
BJIACTUBOCTEH Ta OMEpALliil HaJl HUMH, MOJIEJ€il BUMIaJKOBUX MPOIIECIB Ta Cy4aCHUX
MPOTPAMHMX CEPEIOBHUIIL JIJIsi PO3B’SI3yBaHHS 3a/1ad CTATUCTUYHOI OOPOOKHU JaHUX 1
1no0OyZ0BH MPOTHO3HUX MOJEIIEH.

ITP4. BukopuctoByBaTH METOAH OOYUCIIOBAIBLHOTO 1IHTEJIEKTY, MAIIMHHOTO
HAaBYAHHS, HEUPOMEPEXKEBOI Ta HEUITKOI OOpOOKM JaHWUX, TEHETUYHOTO Ta
€BOJIIOLIMHOTO MpOrpaMyBaHHA I  PpO3B’SI3aHHA  3aJad  PO3Mi3HABaHHS,
IPOTHO3YBaHHA, Kilacudikalli,ifeHTudikamii 00’ €KTiB KepyBaHHS TOILO.

ITPS. IIpoekTyBaTu, po3pOOJSITH Ta aHATI3yBaTH aJTOPUTMHU PO3B’SI3aHHS
O0OUYHCITIOBAILHUX Ta JIOTIYHUX 3aJlad, OIIHIOBATH €(PEKTHBHICTh Ta CKJIAJHICTH
QITOPUTMIB HA OCHOBI 3aCcTOCYyBaHHS (OpPMATBHUX MOJEIEH aJIrOpUTMIB Ta
00YHMCITIOBAaHUX (DYHKIIIM.

ITP8. BukopucTOBYBaTH METOJOJIOTII0 CHCTEMHOTO aHali3y 00’ €KTiB,
OpolEeciB 1 CUCTEM JJs 3ajJady aHaji3y, M[pPOTHO3YyBaHHsS, YIPABIIHHA Ta
INPOEKTYBaHHS JMHAMIYHMX TPOLECIB B MAKPOEKOHOMIYHMX, TEXHIYHHUX,
TEXHOJIOTTYHUX 1 (PIHAHCOBUX 00’ €KTaX.

ITP9. Po3pobiisiTi miporpaMHi MOAENI MPEAMETHUX CEpPEeIOBUIL, BUOUPATH
napajgurMy MnporpamyBaHHsI 3 TO3MIIN 3pYYHOCTI Ta SIKOCTI 3aCTOCYBAHHS JIJIsi
peaizaliii METOJIIB Ta aITOPUTMIB PO3B’3aHHS 33/1a4 B Tally31 KOMIT IOTEPHUX HAYK.



IIP10. BuxopucToBYyBaTH I1HCTPYMEHTAJIbHI 3acOO0M pPO3POOKH KIIIEHT-
CEPBEPHHX 3aCTOCYBaHb, MIPOCKTYBATH KOHIICNITYaJIbHI, JIOT14HI Ta (Pi3udHI Moemi
0a3 maHuX, pO3pOOJIATH Ta ONTHMI3YBaTH 3aIUTH JI0 HAX, CTBOPIOBATH PO3MOILICH]
0a3u aHuX, CXOBHILA Ta BITPUHU JAaHUX, 0a3U 3HAHb, y TOMY YHUCII Ha XMapHUX
cepBicax, 13 3aCTOCYBaHHSIM MOB BEO-TIpOrpaMyBaHHSI.

ITP12. 3acTocoByBaTy METOJU Ta AITOPUTMHU OOUHUCITIOBAILHOTO 1HTEICKTY
Ta 1HTENEKTYyaJIbHOTO aHali3y JaHUX B 3aJadax Kiacu@ikailii, mMporHO3yBaHHS,
KJIACTEPHOTO  aHaji3y, TOIIYKY acOLIaTUBHUX TMPaBWI 3 BUKOPUCTAHHIM
MPOTPaMHMX IHCTPYMEHTIB MIATPUMKH OaraTOBUMIPHOIO aHAJII3y JTaHUX HA

ocHOBI TexHoJoriit DataMining, TextMining, WebMining.

IIP17. BukoHyBaTh oOprasizaimito KOMIT'IOTEPHUX TapajeibHUX Ta
PO3MOAIEHUX OOYMCIIEHb, 3aCTOCOBYBATH YHMCEJbHI METOAM Ta AJTOPUTMHU IS
napajielbHUX CTPYKTYpP, MOBH IapajiesIbHOr0 MPOrpamMyBaHHS MpU po3poOin Ta
eKCIUTyaTallii mapajesibHOro Ta pO3MOA1IEHOTO IPOrPaMHOIo 3a0€3MeUeHHS.

3. 3MicT HABYAJBHOI AUCIUTILIIHHA
3MICTOBUM MOJVJIb 1.
OCHOBMU TEXHOJIOTI'Ti BAXHUCTY IH(I)OPMAI_IIi

Tema 1. 3axuct indopmauii Ta iforo ocHoBHi 3aBnanHs. Kiacudikaiis 3arpo3
st iHopmMarii Ta iX JpKepen. 3adadi CUCTEMHU  KOMIT IOTEpHOI  O€3MeKH.
Knacudikaris 3aco0iB nmpotuaii 3arpozam Oesnexku. [Hpopmaliis 3 oOMexKeHUM
noctynoM. CTpyKTypa MOJITHKY O0e3MeKu Ta il OCHOBHI yacTUHU. CTPyKTypa 1 3MICT
poiTI0 3aXUCTY.

Tema 2. IlousarTrsa indgopmaniiinoi 6e3nexu. OCHOBHI CKJIaIOBI 1H(OpMAIIHHOT
Oe3nexku. BaxxnmuBicTh 1 CKkIIagHICTh podsiemu iHPopMaliiHoi 6e3neku. [Ipuunan
ICHYBaHHSI ~KOMI'FOTEPHUX  3JIOAIIB. 3aKOHOAABYMM, aAMIHICTpaTUBHUM 1
nporeaypHuit piBHi. Krnacudikaiiss MeTomiB Ta 3aco0iB 3aXHUCTy MOPOrpaMHOTO
3a0€e3MeUeHHs.

Tema 3. Mexani3mu i mosiTuku po3mexxkyBaHHs mpas aoctrymy. CtaHmapta y
rajgy3l OLIHKMA 3aXHUIIEHOCTI KOMIT IOTepHUX cucTeM. DyHKI[IOHAIBbHI BUMOTHU
oe3nexku. Bumoru noBipu (rapantis Oe3neku). PiBHI OLIHKK A0BipH "3araibHuX
kputepiiB". Kputepii oLiHKY 3aXUIeHOCT] 1HpOopMallil y KOMIT FOTEPHUX CUCTEMAX
B1JI HECAaHKITIOHOBAHOTO JIOCTYITY.

Tema 4. OcHOBHI NpPOrpaMHO-TexHiYHi 3axoau iHPopMamiiiHOI Oe3meKHu.
OCHOBHI TOHATTA MPOTPAMHO-TEXHIYHOTO piBHA 1H(OpMAIIHHOT Oe3meKu.
Oco6muBOCTI cy4acHUX 1H(GOPMAIIHUX CHCTEM, SIKI € BaXJIMBUMHU 3 TOYKH 30pPY
oe3mneku. ApxiTektypHa Oe3neka. CepBicu Oe3meKwu.

Tema 5. Metoaum Ta mpucTpoi 3a0e3meyeHHsi 3axucty i Oe3meku. OCHOBHI
NPUHIMON 3aXUCTy 1HQoOpMalii Mpu MIAKIOYEHl A0 Mepexi [HTepHer. 3axuct
iH(popmMarllii Ha MepexkHoMy piBHI. IIporokonu 3a0e3medeHHs UITICHOCTI Ta
ABTEHTUYHOCTI JAHUX.

Tema 6. MopeJi 3axucty indopmanii. AHani3 yMOB (yHKI[IOHYBaHHS Ta 3arpo3
iH(popMaIlli B KOMII'IOTEPHUX CHCTEMax Ta Mepexkax. Mojieni 3arpo3 y cy4yacHUX
KOMII FOTEpPHUX Mepexkax Ta cuctemax. [loOymoBa Mojelni MOpyIIHUKA Y Cy4acHUX



KOMII'FOTEPHUX Mepexax Ta cuctemax. Opranizalis Ta 3aco0M 3aXHUCTy IaM STl B
EOM.

Tema 7. IlapoJi i MexaHi3Mu KOHTpOJI0 3a aocrynoM. QDopmanbHi MOl
noctymy. JIuckpemiiHWiA Ta MaHIATHUW jAocTyn 1o iHdopmarii. Anami3
3aXUIIEHOCT] ONEPALIHHUX CHCTEM.

3MICTOBUM MOJYJIb 2.
KPUIITOT'PA®IYHI OCHOBH 3AXUCTY IHOOPMAIIII

Tema 8. llIudpyBanus nanux. CUMETpUYHI, aCUMETPUYHI Ta KOMOIHOBaHI
kpunrocucteMud. OCHOBHI BUMOTH Ta Kiacu(ikallis Cy4acHUX KpPUIITOCHUCTEM.
Citka X.®eiicTens, 1i mepeBaru Ta HeJ0JIKU. MaTeMaTH4H1 OCHOBH aCUMETPUYHOT
Kkpunrorpadii.

Tema 9. Aaropurmu 3 cekperHuMm kiaroueMm. DES (Data Encryption Standard) —
ctangapT mudpyBanHs nanux. OcHoBHl Moaudikamii DES. brnokosi mmdpu.
Cy4acHi N0TOKOBI U(pH, iX epeBaru Ta HeJTOMIKH.

Tema 10. Aaropurmu 3 BiakKpuTum Kiaw4deMm. Anroput™m SSA. Anroputm Einb-
["amains. KpuntocTifikicTh Ta BHUIKICTh pOOOTH aaTOPUTMIB.

Tema 11. IIporokosm ayrenTu(ikaunii. XenryBajibHi aITOPUTMH, 1X TPU3HAYEHHS,
BUMOTH J10 HUX. Koumi3iiiHO-CTiiKI (pyHKIIIT XenryBaHHs. AJTOpuTMU cimerictBa MD
204,

Tema 12. Hudposi minnucu. [lousrts npo nuudposuit mianuc (Ha npukiaai RSA).
Bumoru g0 mudposoro mianucy. Ctangaptu nudposoro mianucy. AnroputM ELIT
JACTY 4145 270.

Tema 13. OcHoBHI BUIu aTak, NpUHIUNU Kpunroanagizy. Krnacudikais atak
Ha Kpunroaroput™u. JudepeHiiansHuit Kpuntoananis. JIHIMHWIA KpUITOAHATI3.

Tema 14. Hanpsimu po3BUTKY cydacHoi kpunrorpadii. AcuMeTpuyHi
QITOPUTMU HA OCHOBI ENINTUYHUX KPUBUX. MaTeMaTuuHi MOJENl HENTHIHHUX
BY3JlIB 3aMIH Yy TepMiHax OyieBoi anreOpu. AJTOpUTMH Ha TEHEpaTopax
BUIAJIKOBUX Ta IICEBIOBUIIAKOBUX MocaigoBHOcTe. KpunrtorpadiyHo CTiiKi
reHEepaToOpH MCEBJAOBUITAIKOBUX MOCHIIOBHOCTEN.

Tema 15. MexaHi3Mi Ta NPOTOKOJM KepyBaHHA KJW4YaMu iHdopMauiiiHoOl
cucremu. JKutreBuil wMKI KpunrorpadiuHoro kiroya besneka KepyBaHHS
kitouamMu. KoMmoHeHTH 1 cepBicH 1HOPACTPYKTYpH BIAKPUTHX Kit04iB. CTaHIapTH
1 ceruikarii PKI. Ynpasninusa ceptudikaramu.

4. CTpyKTypa HABYAJbHOI AucHuIuIiHu « TexHnouorii 3axucrty indopmanii»
KinbkicTh roaun

Ouna (nenna) gpopma

Ha3sBa Tem Ycboro Yy TOMY YHCJIi
Jlek. | IIp. Jla6. | CP
1 2 3 4 S 6




3micToBuii Moayab 1. OCHOBH TexXHOJIOTII 3axucTy iH(popmanii

Tema 1. 3axuct iHdopmarmii Ta 4 2 2

HOT0 OCHOBHI 3aBJJaHHS.

Tema 2. TlonsaTrts iHGOpMaIIHOL 4 ) 2

Oe3IeKu.

Tema 3. MexaHi3Mu 1 TIOJITHKH 8 2 4 2

PO3MEXKYBaHHS IIPaB JIOCTYIY.

Tema 4. OcHOBHI TPOTpPaMHO-

TEeXHIYHI 3axoau iHdopMalriitHol 8 2 4 2

Oe3IeKu.

Tema 5. Merogu Ta HPUCTPOI 10 4 4 2

3a0€3MeUYCHHSI 3aXUCTY 1 OE3MEKH.

Tema 6. Mozemni 3aXUCTY 4 2 2

iH(opMmaiii.

Tema 7. Tlapom 1 MeXaHi3MHu 8 2 4 2

KOHTPOJIIO 32 JIOCTYIIOM.

Pa3om 3a 3micToBuUM MoayJsieMm 1 46 16 16 14
3micToBuit Moay.b 2. KpunrorpadgiyHi 0CHOBH 3axucTty iHgopmaunii

Tewma 8. [lludgpyBanus naHux. 8 4 4

Tema 9. Anroput™Mu 3 CEKpETHHM 12 2 6 4

KJIFOUEM.

Tema 10. Anroputmu 3 BIZKpUTUM 6 2 4

KJIFOUEM.

Tema 11. ITpoTokomnu 6 2 4

ayTeHTudikaiii.

Tewma 12. I{udposi nianucu. 8 2 4 2

Tema 13. OcHOBHI BHIU aTak, 12 4 6 2

IPUHITMIN KPUNITOAHAII3Y.

Tema 14.  Hanpsmu  pO3BUTKY 4 2 2

cydyacHoi kpunrorpadii.

Tema 15. MexaHi3Mu Ta IPOTOKOIU

KepyBaHHS KITFOUaMH 10 2 4 4

1H(hOpMaIITHOT CUCTEMH.

Pa3om 3a 3micToBUM MoOayJeM 2 66 20 20 26

THA3 8 8

Yceboro rogun 120 36 36 48

5. Temu cemiHApCHKHX 3aHATH
CemiHapChKI 3aHATTS HE Mepe0aueH] HaBuYaJIbHUM IIJIaHOM.




6. TemMu npakTHYHMX 3aHATH
[TpakTHuHi 3aHATTA HE nepeadadeHi HaBUYAIbHUM IIAHOM.
7. Temu 1200paTOPHUX POOIT

Ha3zBa Temu

KinepkicTh
TOMWH

3axuct indopmaunii B onepaniiiHux cucremax Windows ta
Linux.

VYcranoBka naposibHOro 3axucty BIOS. IlaponsHuii 3axuct
omepariifHoi cucteMu. HanamryBanus Opanamayepa.
Hanaromxenns 6e3neku creka npotokoiiB TCP/IP. Jlokanpaa
MOJITHKA O0e3meKu. AyIUT KepyBaHHS OOJIKOBUMH 3alTUCaAMH.
AynuT noaii BXOAy B CUCTEMY. AYJIUT IOCTYIy IO CIIyKOU
KaTaJjoriB. AyJUT BUKOPUCTAHHS NMIPUBLICIB. AYJIUT B1JICTEKEHHS
POIECiB. AYJIUT CUCTEMHUX MOJTiM.

3axuct ingopmanii y mepexax Microsoft Windows.

3acBOITH MPUHIIMIIY 1 TEXHOJIOT1IO 3aXUCTY 1HGOpMaIlli y
onepauiiiHiil cucremi Microsoft Windows. Haganns npas pisHumM
KaTeropisiM KOpUCTYBauiB, TOCTYIy 10 AUCKIB, KaTaJloriB, (haiiB,
BUKOPHCTaHHA 3araJIbHUX PECYPCIB B JOKAIbHIN MEPEXKI Ta
KOHTPOJIb 3a iX BUKOpUcTaHHAM. [lomryk iHpopmalii npo
nopyuieHHs 6e3neku iHpopMmatii. BusHaueHHs1 crioco0iB 3710My.
HanpairoBanHsi MeTO/11B Ta 3ac001B 3aXUCTY 1HGOPMAI.

3axuct ingopmanii B onepauiitniii cucremi Windows.

3acBOITH MPUHIIUIN W €JIEMEHTH TEXHOJIOT1i KibepOe3neku B
onepariitHii cucremi Windows. O3HallOMUTHUCH 3 PIBHSIMH 3aXUCTY
KOMIT'IOTepa, MOXKJIMBICTIO HAJaHHS MPaB PI3HUM KaTeropisim
KOPHCTYBauiB, BCTAHOBJICHHSI, 3MiHa, 30€piraHHs MapoJTiB,
BCTAHOBJICHHS iX TTapaMeTpiB, OJOKYBaHHSIM MPUHMaHHS
1H(popmalii Ta podOTH Mporpam NpUXOBYBaHHs (AIIB Ta
KatayoriB. Pe3epBHE KOMIIOBaHHS JaHUX

CrtBopeHH i 30epiraHHs HAAIMHUX MAPOJIIB.

Bu3zHauuTu 3aranbHi BAMOTH JI0 HaIIMHOTO MapoJito. 30epiranHs
naponiB. IlomiTuka cTBopeHHs HaaiiHOTO TTapoito. OHnaitH
IHCTPYMEHTH CTBOPEHHS TApOJIiB.

IIndpyBaHHs 32 JONOMOI0K0 AJITOPUTMIB 3 CEKPETHUM Ta
BIIKpUTHM KJII0YEM.

OTpumaHHS TECOPETUIHUX TA MPAKTUYHUX HABUIOK POOOTH 3
mporpaMHUMU 3acobamu mudpyBanHs nanux. Komm'torepHa
nporpama Pretty Good Privacy). I'enepaiiii i po3noais KJiro4iB.
Kitroui 15t mmdpyBaHHs i, MOB'A3aH1 3 HUMH, KITFOUl IS
JAemuppyBaHHs.

Enexrponnuii uudgposui nignuc.




EnextponHo-1udpoBuii miAnuc Ha OCHOBI anroputMmy RSA.
Buxopuctannsim kpunronpoBaiiiepis .Net 1 cTBOpeHHS 1
nepeBipKu U(PPOBOTO MiAMHUCY.

Oprani3auisi aTak Ha apXiBHU 3 NaPOJbHUM 3aXHCTOM METOI0M
«rpyooi cuiim».

Metoau 31amy naposis. ATaky Ha CUCTEMY apOJIBHOTO 3aXUCTy
ZIp apXiBiB.

JocaigkeHHs IKOCTI KJII04Y0BUX (paiiitiB.

Kputepii croxacTuaHoi sIKOCTI Kiro4oBuX (aiiis. [ligpaxyBanHs
iH(opMariitHoi eHTpomii Ta mepeBipka (ailily Ha BIAMOBIIHICTh
KpUTEPIsIM CTOXAaCTUYHOI SKOCTI (3TiAHO 710 BapiaHTy).

Pazom
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8. Camocriiina podoTa

Ha3Ba TemMu/nmuTaHHs AJ1s NiArOTOBKHU, 3aBAaHHSA

KiekicTe
TOIUH

3akoHoaaBCcTBO B c(epi iHGopmaniiiHol Oe3nmeKH.

OcHoBHI n0JI0KeHHS 1H(pOopMarliiiHOi Oe3neku aepxasu. Cucrtema
HOPMATHBHO-IIPABOBOI'O Ta OPraHi13alliHOrO YIPABIIHHS
1H(popMarliiiHoo O0e3nekor0. BuzHaueHHs: 00’ €KTiB Ta Cy0’€KTIB
1H(hOpMaIIHOI ISUIBHOCTI, 10 T1UISITaI0Th 3aXUCTY.

Komn’oTepHi 37104uHH Ta 32c00M IX 3an00iranHs.

Buau koM’ 10TepHUX 3JI0YMHIB Ta BIAMOBIIAIBHICTD 3 1X
3nicHeHHs. OCOOIMBOCTI pO3CIiyBaHHS KOMIT FOTEPHUX
3J104MHIB. 3aXUCT 1HGOpMAIlil B aBTOMaTH30BAHUX CUCTEMAX.

OCHOBHI MeTOAM KPUNITOAHAJIZY.
IcTopis kpunroananizy. Knacuunnii kpunroananis. CydacHi
METOAM PO3KPUTTS aJITOPUTMIB U PYBaHHS.

Knacudikauisa BipyciB 3a IIKIVIMBICTIO, MEXaHI3MOM
NMOIIMPEHHS Ta 0COOJTUBOCTAMH AJITOPUTMIB.

Busnauenns Bipycy. [cTopuyHi 1aHi po KOMI'TOTEPH1 BIPYCH.
AnroputmMu pobotu BipyciB. MexaHi3MH pO3MHOXKEHHS BIPYCIB.

Jeckpunrop Bipycy.
CxutazioBi Jeckpunropa Bipycy. JlekoayBaHHS JECKPUIITODPY.

IHomyk BipyciB 3a CHTHATYpaMH.
Bu3zHaueHHs CUTHATYpH BIpyCy Ta BUMOTHY 710 HUX. Buau
curdaryp. lllTamu Bipycis.

Creranorpadis.

Buxopucranns rpapiyHuX, 3ByKOBUX Ta TEKCTOBUX (DailsIiB 15t
NPUXOBaHOI nepenayl iHopmartii. ['amy3i 3acTocyBaHHs
creranorpadii. [IpakTuuni acnexTy moOyA0BH CTETAHOCUCTEM.

AJITOPUTM ONTHUMAJILHOTO CTUCHeHHS iHGopmanii Xaddpmana.
[TobynoBa nepeBa konyBanusa Xaddmana (H-nepeBo). Hemomiku
KJIaCUYHOTO anroputMy Xaddmana. AnanTuBHE CTUCHEHHS.
3acTocyBaHHS METOJy CTUCHEHHS JIaHUX MeTosioM Xaddmana.




MomnoangasirtHi i 6araroajgaBiTHIi KpUNTOCHCTEMMU.
Tpanumiitai ictopuddi mmdpu. AuTHBHI MOHOANI(aBITHI A PH
ninctanoBku (mmdpu Lle3aps). ABTOKIFOYOBHIA mHdp
nincranoBku. [ludp migcranosku [lnetidepa.

10.

Mopyasipi mmppu.

AcUMETpUYHI aIrOpUTMH MU PYyBaHHS 1HPOPMAIIIHHUX MTOTOKIB.
[TigBUIIIEHHS BUIKOIIT AaCUMETPUYHUX KPUTITOCUCTEM 32
JIOTIOMOTO10 OTepaliii MOAYISIPHOTO MHOXEHHS Ta
CKCIIOHEHITIFOBAHHSI.

11.

IIndpu Bixkenepa.
Cmucoxk Bixxenepa. Eranu 3actocyBanus mudpy Bixkenepa.
MeTonu 3HaXOHKCHHSI IOBKWHHU KITFOUIB.

12.

HIngpu Ilneindeiiepa, Xina, 01HOPa30BOro 0JI0KHOTY.
birpamu. Anroputm 3actocyBaHHs MU(piB.

13.

Citka ®eiicTens.
Hudys3is 1 koHdy3is (pO3CitOBaHHS 1 HepEeMIITyBaHHA). AJITOPUTM
nemudpyBaHHS.

14.

KanaabHe | HackpizHe IIU(PYBaHHA JaHUX B MepeKax
nepeaavi 1aHux.

Cnocobu nepeaaui 3ammdposanux ganux. [Hudpysanns
€JIEKTPOHHOTO JUCTYBaHHs. CTaHAAPTH HACKPI3HOTO
mdpyBanHsa. Konnenuis kanaibHoro mudpysanssa. Hegomiku
KaHaJIbHOTO ImudpyBaHHsa. Po3noain KirodiB.

15.

Kpunrocucremu, mo 0a3yr0TbCcs HA 3a7a4i PO PIOK3aK.
®dopMyoBaHHA 3a/1a4l prok3aka. [lijpaxyHOK BapiaHTIB
nepebopy. AJIropUTM pO3B’sI3aHHS 337aul «CYIep3pOCTar0u0ro»
prok3aka. AJITOpUTMH MU(GPYBAHHS «PIOK3AYHUX)
KPUIITOCUCTEM.

16.

CkiaaaHicTb 00uncienb. I'imore3za P=NP Ta crilikicTh
KPHIITOCHCTEM.

BusnaueHHs1 KpUNITOCTIMKOCTI. BUMiptoBaHHSI KPUTITOCTIHKOCTI.
OCHOBHI IPUHIIMIN KPUOTOJIOTII. KiIacu(iKalisi KpUITOCUCTEM.

17,

OaHocTopoHHi pyHKII.
['inote3a npo iCHyBaHHS OJTHOCTOPOHHIX (PYHKI1/ Ta CTIAKICTb
KPUIITOCUCTEM.

18.

IlceBnoBUNIAAKOBI reHepPaTOPH B cuUcTeMAaX iH(oOpMAaLiHHOT
0e3neKu.

Kpunirorpadiuno CTiiiKi reHepaTopH MCeBAOBUMAIKOBUX YUCEI.
CraHgapT arOpUTMIB TeHeparlii MoCIiJOBHOCTEH BUTIAAKOBUX
yucesn. ATaku Ha TeHEPaTOPH TICEBIOBUIIAIKOBUX YHCEIL.

19.

IIpotoko, mo 0a3yerbcs Ha i3oMop@izmi rpadis.
AyTeHTHpiKkaLis.

[Tigxoau A0 BUKOpUCTAaHHS Teopii rpadiB B 0071aCT1 3aXUCTY
iH(dopmarrii. BukopucrtanHus Teopii rpadi sl OMKUCY CXEMH




1H(pOpMaLIHHUX MTOTOKIB B 1H(OPMALIIHHINA CUCTEMI.
MonentoBaHHs, aHATI3 Ta 3aCTOCYBaHHs rpadiB aTax.

20. | KepyBaHHs KJIIOYaMH.

XKutreBuil nukin kpuntorpadiuHoro kioda. MeToaun KepyBaHHS
kimoyamu. besneka kepyBanns kimouamu. [IpoTokonu 2
3a0e3MeueHHs Oe3MeKn KII0YiB. JKUTTeBuit MK cepTudikatis 1
KJTIOYIB.

InguBinyanbHe HaykoBoO-nocaigHe 3apaanns (IH/3):
JlonoBiib Ta MyIbTUME1IHA TIPE3EHTAILIS 32 TEMAMMU:

[Indp nmiacranoBku (kBaapar [lomiis).

Konysanns tekcty B k-3naunomy nudpoBomy angdasiTi.
Haknanenns ramu (IIceBAOBUIIAIKOBI IOCIIIOBHOCTI). 8
XOR — koxyBaHHS.

CTOBITYMKOBA TPAHCTIO3HITIA.

[TopiBHSIHHA KpunTorpadiuHux 3aco0iB pI3HUX MPOTOKOJIB
MOOUTBHUX TIJIATEXKIB.

ook wnE
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Kpurepii oniHroBaHHSI BUKOHAHHA CAMOCTIIHOI po00oTH

1. CTpykTypa — KOpPOTKI MOBiAOMIJICHHS O(OPMIIOIOThCSA Ha Tmamepi (2-3
CTOPIHKH) 200 y BUTJISAJII KOPOTKOI MPE3EHTAlli 13 BUKOPUCTAHHSIM 3aCTOCYHKIB JJIsI
CTBOpPEHHs Ipe3eHTauiid. J[pykoBanuii Tekct —14 kernp, iHTepBain 1,5, Times New
Roman. Bumororo 10 mnpe3eHTamii €  SACKpaBiCTh, 1H(OPMATHBHICTS,
npe3eHTadeNnbHICTh (5-7 ciaalaiB aJisi KOPOTKOTO MOBIAOMICHHS). Vi mamepianu
Maroms Cynpo8oONCY8AMUCH NEPENIKOM BUKOPUCMAHUX THPOPMAYIIHUX Odceper.

2. Kpurepii 11t OLIHIOBaHHS:

— CBO€YACHICTh BUKOHAHHS,

— JTIOOPOYECHICTh Ta KOPEKTHICTh Yy MPEJCTaBICHI TEKCTIB, MpE3eHTAIll Ta
nocwiianb (y pasi I0BEJIEHOTO TuIariaty 6aiu 3a poOoTy aHyIIOIOTHC);

— TIOBHOTA, TPAMOTHICTb 1 KOPEKTHICTh PO3KPUTTS OCHOBHUX IMOJIOKEHb;

— TBOPYMH M1X1/ 0 TIOCTAHOBKH 1 peaizarlii 3aBJaHHs;

— BIJIMOBITHICTH (DOPMATIBHUM KPUTEPISIM (CTPYKTYpa, TIOCIIITIOBHICTD,

JIOT14HICTh, MOBHA I'PaMOTHICTb, SIKICTh 0(DOPMJIICHHS TOIIIO).

— BMIHHSI 3aCTOCOBYBATH T€OPETHYHI 3HAHHS JJISI PIIIICHHS TPAKTUYHUX

3aBJ/IaHb.

3. Kpurepii mono BukoHanHs Ta ouiHtoBanHs IH/3. Odopmnene TH/3
PO3MIIITYETHCS B OYJIb-IKOMY «XMapHOMY CEpPEIOBHIII» i3 JOCTYIIOM BHUKJIajada
(ampeca TmOTOMKYyeThcs 3 BUKIamadem). Kpurepii momo odopmiIeHHS Ta
OI[IHIOBAHHSI CMIBMAIAIOTh 13 KPUTEPISIMU OI[IHIOBAHHSI CAMOCTIHHOI poOOTH.

TeMa 1HIUBIAYaTbHOTO HAYKOBO-JOCIIAHOTO 3aBJaHHS Ta TEPMIHU MOTO
MOJIaHHS Y3TOJKYIOThCS 3 BUKJIaJaueM. 3aXUCT 3aBJlaHHs B1OYBa€THCS HE Mi3HIIIE
MOYaTKy €K3aMeHallliHO] cecii.

9. MeToau HABYAHHSA
1. Meroau oprani3aiiii Ta 311iCHEHHS HaBYaJIbHO-ITI3HABAILHO1 T1SIbHOCTI:




a) 3a JpKepenoMm iHGopmallli — clioBecH1 (MOSCHEHHS, pPO3MOBiabL, Oecina),
HAOYHI (CITOCTEPEIKECHHS, IEMOHCTPAIIis), TPAKTUYIHI (MOJICTIOBAHHS ).

0) 3a JOTIKOIO TIepe/iadi 1 CipuiiMaHHs HaBYaIbHOT iH(popMarii (1HAyKTHUBHI,
NeAyKTUBHI, aHATITHYHI, CHAHTCTUYH] );

B) 3a CTYNEHEM CaMOCTIHHOCTI MHUCJIECHHS (PETNpOIyKTUBHI, MOUIYKOBI,
JTOCIT1THHUIIBKI);

r') 3a CTyI€HEM KEepyBaHHS HABYAIBHOIO JISUTHHICTIO (TT1J] KEPIBHUIITBOM
BHKJIaJa4ya, caMOCTiiiHa poO0Ta CTYJCHTIB).

2. MeTtonu CTUMYJIOBAaHHS 1HTEpECY /10 HAaBUYAHHS 1 MOTHUBAIlll HABYAJIbHO-
Mi3HABAJIBHOI JISJILHOCTI: HaBYAJIbHI JUCKYCIi, CTBOPEHHS CUTYyaIlii Mi3HaBaJbHOI
HOBU3HHM, IHTEPAKTUBHI BIIPaBU Ta 3aB/IaHHS.

[Tin yac BUBUEHHSI HABYAJIbHOI JUCIUIUIIHM BUKOPUCTOBYIOTh Taki (opMu
pobotu — unekuisA, JaboparopHa po0OoTa, caMoOCTiiHa poOoTa, 1HAUBITyaJbHE
HAyKOBO-/IOCITi/IHE 3aB/IaHHSI.

[lix 4Yac npoBeneHHsS JEKLIM BHKOPUCTOBYIOTHCA HACTYNHI METOIU
HABYAHHS: MOSCHIOBAIBHO-UJIIOCTPATUBHUNA METOM, 1H(QOpMaLIiHO-pPELENTUBHUM;
PENpPOAYKTUBHUIA MeToA (penpoAyKuis - BIATBOPEHHS); METOJ MpPOOJIEMHOIO
BUKJIQJTy; YaCTKOBO-TIONITYKOBUH METO/I.

[lin vac maboOpaTOpPHHUX 3aHATh BUKOPUCTOBYIOTHCS HACTYIHI METOIU
HAaBYAHHS YaCTKOBO-TIOIITYKOBUM, a00 €BPUCTHUUHHMI METOJ; JOCIHIIHUIILKUMI, NpU
3aXMCTI JIaDOpaTOpPHUX pOOIT Ta IHIMBIAYyaIbHUX 3aBJaHb BUKOPUCTOBYETHCS
JTACKYCIHHUM METO/I.

10. ®opmMH KOHTPOJIIO TA METOAH OLliHIOBAHHA

[ToTouHuii KOHTPOJIb 3MIMCHIOETHCS 3a pe3yJbTaTaMH BUKOHAHHS 2
KOHTPOJBHUX POOIT 3a 3MICTOBUMHU MOMIYJISIMH, 3aXUCTy 1HJIMBIIYaIbHOTO
3aBiaHHs. OIIHIOETCA TaKOXX AKTUBHICTh CTYJEHTa B IMPOLECI 3aHATh: YCHE
OMUTYBaHHSI Ha JIEKIIil, HAMMMCAHHS 3BITIB J0 JIa0OpaTOpHUX POOIT, IX 3aXUCT,
pO3B’s3aHHS NPAKTUYHUX 3a4a4. [[iICyMKOBUI KOHTPOJb - €K3aMEH.

[Ipu omiHtoBaHHI B 0anax piBHS 3aCBOEHHSI MaTepialy BUKOPUCTOBYIOTHCS
3arajibHi KpUTEpii OI[IHIOBAHHS HABUAJILHUX JOCSATHEHD 3700yBauiB BUILOT OCBITH:

Kpurepii ouiHioBaHHs BUKOHAHHA CaAMOCTIIHOI po00TH
PesynbraTy iHIMBIAYaIbHOTO 3aBJAaHHS MPEACTABIAIOTHCS Ha mamepi (2-3
CTOpIHKH) ab0 y BUTJIsiAl qomoBiail (7-10 XB), 10 CyMPOBOIKYETHCS MMPE3CHTAIIIEI0
(5-7 cnaiinis).
KputepisiMu OIiHIOBAaHHS €: TIOBHOTA MPECTABICHOTO MaTepiaiy, SKICTh JOTOBIII
Ta MPE3eHTallli, BIIMOBIIeH HA 3aMMTAHHS BUKJIaJa4a Ta OJJHOKYPCHUKIB.
Kpurepii oliHloBaHH BUKOHAHHS JIA00PaTOPHUX POOIT
CTyAeHT MOBHHEH BHMKOHATH BCl JabopaTopHi poOoTH. 3a BUKOHAHHS
po3paxyHKiB Ta o(opMJIeHHS POOOTH 3TiIHO BUMOI METOJWYHUX BKa3iBOK 0
JabopaTopHUX POOIT HapaxoBYyeThcs 7 OajiB 3a KOXKHY pobotry. Ilpu 3axucrti
po0OTH, 3a KOXHY MpPaBUIIbHY BIANOBiIb Ha 3amMUTaHHS AojaeThcs 1 Oan. 3a
HEIpaBWJIbHY BIANOBib, 200 ii BiJCYTHICTh OalM HE AOJAl0Thcs. MakcumasnbHa
KUJIBKICTB OalliB 3a JJabopaTopHy poOOTY He MoBUHHA nepeBuiryBatu 10 6ainis. [Ipu



BHUCTaBJICHHI IT1JICYMKOBOT OILIIHKK OEpEThCs cCepeIHs apupMeTUIHa OIliHKA 3a BCIMa
71a00paTOpHUMH POOOTAMM.
KpwuTepii oniHOBaHHS MiICYMKOBOI0 KOHTPOJIIO

[TincyMKOBHiA CceMeCTpOBHUI KOHTPOJb (€K3aMeH) MpPOBOJUTHCA B YCHIH
dopwmi. Exzamenariiinuii 61J1eT MICTUTh JIBa TEOPETUIHUX MTUTAHHS, KOXKHE 3 SIKUX
OIHIOETHCS OKpeMo 3a 20 6aTbHOIO MIKAJIOH0.

KpuTepii o1iHIOBaHHS TEOPETUUHOTO MUTAHHS:
— TIOBHA PO3ropHyTa BiAmoBiab — 20 0ais;
— TIOBHA, ajie He PO3ropHyTa BIAMOBIAL — 17 OaniB;
— T1IOBHA, aje HE PO3rOpHYTa BIANOBI/Ib, SKa MICTUTh HE3HAYHY MOMMIIKY YU
cyrnepeyHicTh — 15 6aiB, 3a KOKHY HACTYITHY HE3HAYHY TOMUJIKY UM CYIIEPEUHICTh
3HIMa€eThbCs 1 Oan;
— HEINOBHA BIJIOBI/b, IKa HE MICTUTh KPUTUYHUX NOMMJIOK YU CYNEPEYHOCTEN —
10 Gamis,
32 KOKHY HACTYIHY HE3HAUHY MOMMJIKY UM CYIIEPEUHICTh 3HIMA€eThes 1 Oau;
— BIJNOBIAb, IO MICTUTh KPUTUYHY MOMMJIIKY YU HETOYHICTh, 00 BiJCYTHICTbH
BIJIIOB11 OLIHIOETHCS B 0 OaiB.

KinekicTe 6aniB, 1mo 3100yBay OTpUMaB Ha ICIUTI, € CYMOIO OaltiB, 110 OyJn
OTpUMaHI1 3a KO>KHE 3aBJaHHs 3 €K3aMEHAIIHOTO O1IeTy.

KiHneBa o1iHKa BUCTaBISAETHCA 32 CYMOIO 0ajIiB IOTOYHOTO Ta MiACYMKOBOTO
KOHTPOJIIO 3a IIKAJIO0, 10 HaBeAeHa Hibk4e (1.12).

11. IIuTaHHs AJA NIATOTOBKH JJIS1 IOTOYHOI'0 TA MiACYMKOBOI0
KOHTPOJIIO.

[ToniTuka 6e3nexu. OCHOBHI MOHSTTS Ta NPUHIIUITH.

CtpykTypa MOMITUKK O€3MEKH Ta 1i OCHOBHI YaCTUHHU.

KutreBuii UK pO3POOKH CUCTEM OE3TEKH.

Cucrema 6e3nexu. OCHOBHI IMTOHATTS MPO 1HPOpMAIIito.

[TonsTTs IO 1HPOPMAITiFO 3 0OMEKEHUM JOCTYIIOM.

OCHOBHI IMOHSTTS MO0 CUCTEMH O€3IeKH BiAmoBiIHO 10 "OpaHkeBOi KHUTH".

Kpurepii €Bponeicbkoro CTaHmapTy y Traily3l OI[IHKM 3aXHUIIEHOCTI

KOMIT FOTEPHUX CUCTEM.

8. OcHOBHI MOHATTS YKPaiHCBKOTO CTaHAAPTY y Taly3i OIIHKM 3aXHUIIEHOCTI
koM rotepuux cucteM — HJI T3I 2.5-004-99 Vkpainu.

9. Mexani3mu 6e3neku 1HPOPMALIIITHUX CUCTEM.

10. OcHOBHI NPUHUMINK 3aXHCTy I1H(OpMalli NpPU NIAKIIOYEHHI 0 Mepexi
[nTepHer.

11. 3axuct iHpopmamii B  iHPOPMALIMHMX CHCTEMaxX 3a JOMNOMOTOIO
MIKMEPEKEBUX EKPAHIB.

12. OcHOBHI peXUMU BUKOPUCTAHHS MEPEKHUX MTPOTOKOJIB.

13. 3abe3nedyeHHs KOH(IACHIIIMHOCTI, IIIJTIICHOCTI Ta aBTEHTUYHOCTI JaHuX B IP-
MepexKax.

14. 3abes3neueHHs Oe3nmeku AaHUX B 1HGOPMAIIHUX CHUCTEMax 3a JOMOMOTOI0
Log-cepBepa.

NogakowodE



15.

16.
17,

18.
19.
20.
21,
22,
23.
24,
25,
26.
217,
28.
29.
30.
31.

32,
33.

34,
35.

36.
37.

38.
39.

40.
41.

42.

43.

3abe3neueHHs Oe3neKku JaHuX B 1H(QOpMAIIHUX CHCTEMax 3a JIOMOMOIOKO
Proxy-cepgepa.

3a0e3neyeHHs eeKTPOHHOT MOIITH 32 JOTIOMOT0I0 aHTHBIPYCHUX MPOTPaM.
OcCHOBHI BHMOTH, $SKIi BHCYBalOThCS J0 OOYHCIIOBAIHPHUX MEPEK Ta
1H(hOpMaLIIHHUX CUCTEM.

Monens peamizamii 3arpo3 iHQoOpMaIiiiHUX pecypciB B 1H(OpMaLIHHUX
CHUCTEMaXx.

Mogeni mopylmiHMKa B Cy4acCHUX TJIOOQIbHUX (JIOKAJbHUX) MeEpekax Ta
1H(popMaIiitHUX cucTeMax.

Opranizariis 3axucTy mam’saTi B cydacHux [1K.

Mopgeni 6e3neku, 1110 3aCTOCOBYIOThCS TpH o0y 10B1 3axucty B CYB/I.
dopmanbHI MOJIEl JOCTymy 10 1H¢opmarlii. Juckperniiauii Ta MaHIaTHUI
JOCTYI 10 JTaHUX B iHGOPMAIIITHUX CUCTEMAX.

OCHOBHM 3aXUIIEHOCT] CYy4aCHUX OMEPALIHHUX CUCTEM.

[Tincuctema 3axucty B OC Windows. OCHOBHI OCIIYTH Ta MEXaHI3MU 3aXUCTY.
[Tincuctema 3axucty B OC Linux. OCHOBHI nepeBaru i HeAOJIKH.
Kiacudikartiist cyyacHUX KpUITOCUCTEM Ta OCHOBHI BUMOTH JI0 HHUX.
KoMG6iHOBaHi KpHITOCHCTEMH. [X epeBaru Ta HeloMiKHy.

OcCHOBHI MaTeMaTH4HI orepalii Mo0/10 TOO0YJ0BU KPUITOCUCTEM.
MaremMatiyHa MOJENh CEKpeTHOi cucTeMu. (OCHOBHI BUMOTH  IIOJO
3a0€3Me4YeHHs] KPUNTOCTIMKOCTI 1HPOPMAIIITHUX CUCTEM.

OCHOBHI BUMOTH HIOJI0 KPUITOCTIMKOCTI CEKPETHOTO (0COOMCTOr0) KIito4a y
CUMETPUYHUX Ta ACUMETPUYHUX KPUIITOCUCTEMAX.

OcnogHi oneparii mudpysanus y DES (DataEncryptionStandard) — crangapri
mdpyBanns nanux CIIIA.

Ocnosui moaudikarii mudpy DES (3DES, DESX). [lepeBaru Ta HeAOTIKH.
OCHOBHI pexuMU POOOTH OJIOKOBO-CUMETPUYHHUX MHU(GPIB HA OCHOBI
BUKOPHUCTaHHA asroputmy DES.

CyvacHi NOTOKOBI mK(ppH, iX MepeBaru Ta HeAOTIKH.

AJTOPUTM aCUMETPUYHOTO MH(PpYyBaHHS JaHUX RSA, HOro KpunToCTIMKICTh
Ta MBUAKICTh POOOTH.

OcHoBHi onepaiiii anroputmy Enb-I"amaris, iioro 0e3mneka Ta KpUNTOCTIHKICTb.
[IpoTtokonu 3a0e3nedyeHHs] aBTEHTUYHOCT] JaHUX 3a JOMOMOIOI0 ajJrOpUTMIB
RSA.

OcHOBHI BUMOTH 100 KPUNITOCTIHKOCTI ACUMETPUYHUX KPUITTOCHUCTEM.
CremiasibHi MeXaHI3MH O€3MeKH Ha OCHOBI BUKOPHUCTAHHS ACUMETPUYHHX
aNTOPUTMIB MU(PPYBAHHS TaHUX B iIH(YOPMAIIIHHUX CHUCTEMaX.

[ToHATTS PO XeNTyBaJbHI aNTOPUTMHU, IX IPU3HAYEHHS, BUMOTH /10 HUX.
Anroputmu GOpMyBaHHS KOJIB-XCUTyBaHHS 3a JOTOMOTOI0 OE3KIIOYOBUX
Xem-(pyHKI[H.

Komu mimicHocti manux (MDC-koau). CriocoOu BUKOPHUCTAHHS y CYYaCHHUX
iH(popMaIIHUX cUCTeMaX.

Konau aBrentuunocti ganux (MAC-koau). Cioco6u ix moOya0BH.
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OcCHOBHI TIOHATTS YHIBEepCaJbHUX KJaciB XellyBaHHS naHux. I[loOymoa
KAaCKaJIHUX CXEM XEIIyBaHHS Ha OCHOBI BHUKOPHUCTaHHS Xeml-(pyHKIIH Ha
YVHIBEpCATbHUX KJIacax.

45. TloHsATTS M(PPOBOTO MiAMUCY, BUMOTH A0 HHOTO.
46. Knacudikaris cxem 1udppoBoro mianucy. OCHOBHI aNTOPUTMHU (CTaHIAPTH)
ELIT.
47. Omeparii cxemu nudpoBoro miAMKCY Ha OCHOBI anroputMmy Enb-I'amans
(ctanmapt DSA).
48. TIpoTokonu KOJEKTUBHOTO MiANKCY Ha ocHOBI mpoTokoy ECPR.
49. OCHOBHI OHATTS T€OP1i KpUNTOAHATIZY.
50. Knacudikariis atak Ha KpUITOAJITOPUTMH.
51. OcHoBHI NOHATTA AU(EpeHITIaTbHOI0 KPUITOAHATI3Y.
52. OCHOBHI HOHSTTS JIIHIHHOTO KPUIITOAHATI3Y.
53. CyTtHicTh aTaku nemudpyBaHHs iTEpaIliIMU.
54. CyTHICTb aTaK Ha CHIJILHUN MOJTYJIb.
55. CyTHICTb aTaky Ha €JIEKTPOHHUMU ITiJIIHUC.
56. CyTHICTbh aTaKu Ha OCHOBI 0OpaHoOro Tekcty (chosen-text attack).
57. CyTHICTB aTaku Ha OCHOB1 0OpaHoro mudporekcty (chosenciphertext attack).
58. HoBi acumeTpuyHi anropuTMH Ha OCHOBI ETMINTHYHUX KpuBUX. OCHOBHI
repeBaru Ta HeIOJIKH.
59. MaremaTuuHi MoJIeJi HETIHIMHUX BY3J11B 3aMiH (S-box). OCHOBHI MaTeMaTUYH1
orepallii nmpu ix mooy/10Bi.
60. T'enepyBaHHS BHUIAJKOBUX Ta TICEBIOBUIIAIKOBUX TMOCIIJOBHOCTEH III0JI0
BUKOPHUCTAHHS B ME€XaHi3Max Oe3neKku 1HPOopMaIliiHUX CUCTEM.
61. CyuacHi anropuTMHu MOOYIOBH KacKagHUX Xenl-QyHKIIA Ha YHIBEpCATIbHUX
KJ1acax.
62. OcHOBHI  TOJOXXEHHS  KepyBaHHA  KimouamMu.  JKUTT€BUH UK
KpUINTOTpadiuHOTO KIH0Ya.
63. besneka kepyBaHHs Kitodamu. [IpoTokon 3a0e3nedeHHs 0€3MeKH KITFOUiB.
12. Po3noaia 0aJjiiB, AKi OTPUMYIOTH 3100yBayi
IloTo4Hmii Ta nepioAUYHNIE KOHTPOJIb
Ingusin Mizcymk
YalIbHE | opyij
caMoCTlixonrpon | Cyma
3micToBuii Moxyan 1 3micToBHi MOTYIB 2 HHE b 0ajiB
3aBlaH | (ex3ame
HA H)
T1[T2[T3[T4[T5[T6|T7[KP[JIP [ T8 [ T9 [T10[T11[T12[T13[T14[T15]KP [JIP
1j1]afaja]1]af7[10[2 2 1122 a]1]8]10] O | 40 | 10
T1...T15 — temun, KP — xonTponbHa poboTta, JIP — maGoparopHi pobotu

KoHTponbHa poboTa 3a 3MICTOBUM MOJYJIEM 3IHCHIOETHCS Y (OpMi MHCHMOBHX
TECTOBUX 3aBJaHb IICJIS BHBYECHHS Marepialy KOXKHOTO 3MICTOBOTO MOJIYJIS.
TecToBi MUCHMOBI 3aBJIaHHS JIJISI MOAYJIBLHUX KOHTPOJIBHUX POOIT CKIAIAIOTHCS 3 7



(3micToBuit mMomyns 1) abo

8 (3MmicToBUl MOAYJb 2) TECTOBUX 3aBJaHb 1

BIJIMOBIIAI0OTh 3MICTY HaBUaJbHOTO MaTepiady MOIyJsA. 3a KOXKHY MpaBUIbHY
BIJIMTOBI/Ib HA OJTHE TECTOBE 3aBJIaHHS CTYACHT OTpuUMYy€ 1 Oai.

Po3noaia 6aJiiB 32 BUAaMM HAaBYAJIbHOI pO0OTH

Buau HaB4aspHOT poboTH

banu 3a oxne 3ansaTTsa [KigbkicTs| CyMapHa KUIBKICTD

(3aBmanHHs) 3aHATH OaiB
3micToBUN MO 1
[ToToYHMIT KOHTPOJIb Ha JCKIIISIX 1 7 7
BukoHaHHS 1 3aXHUCT 10
: 10 4
mabopaTOpHUX POOIT (cepenHs)
KoHTposibHa poboTa 7 1 7
Ycboro 3a 3MiCTOBUM 0-24
moayJem 1
3MICTOBHIA MOJYIIb 2
[ToTOYHMIT KOHTPOJIb Ha JICKITISX 1 8 8
BuKoHaHHS 1 3aXHCT 10
. 10 4
1abopaTOpPHUX POOIT (cepenHs)
KonTpoipHa poboTa 8 1 8
Ycboro 3a 3MiCTOBUM 0-26
MoayJieM 2
Buxonanns ta 3axuct [H/3 0-10
[TincymMKoBUil KOHTPOJIb 0-40
(ex3ameH)
IlincymxoBa cyma 6aJiB 0-100

MIxana oninoBanuga: HanioHaabHa Ta ECTS

Omninka 32 HAiOHAJLHOI IKAJI0I0
Cyma 6aJtiB 3a Bci BUIH JUISL €K3aMEHY,
HABYAJIbHOI KypCOBOT'O
AisLJILHOCTI Omuinka €KTC IIPOEKTY TUTS 3aITIKY
(poborty),
PAKTHKU
90 -100 A BIIMIHHO
85-89 B
7584 C no0pe 3apaxoBaHO
70-74 D )
50-69 £ 3aJI0BLIIHHO
35-59 FX
134 = HE3aJJ0BLIILHO HE 3apaxOBaHO




OriHka 3a

HAaIllOHAJIEHOIO . .
IIKAJIOIO Ta TeopeTnyHa maAroToBKa [IpakTyHa MAroToBKa
BiZICOTOK Bix
MaKCUMAaJIbHO
i KiIbKOCTI 3100yBay ocBiTH
oaJiiB
BIIMIHHO y TIOBHOMY 00Cs31 BOJIOJII€ HABYAIBHUM | TJIHOOKO Ta BCeOIYHO
(90-100% Bin Marepiajiom, BiJELHo, caMOCTiﬁgo Ta | PpO3KpHUBaE CYTHICTh
MaKcHManpHoi| APTYMEHTOBAHO HOTO BHKIIA/Iae Mijl Hac MPAKTUYHUX/ PO3PAXYHKOBHX
CUIBKOCTI YCHMX — BUCTYHiB  Ta — NACBMOBHX | 3aBJaHb,  BUKOPHCTOBYIOUH
6anis) BiJITIOBIJICH; ‘rjm601<o Ta BCEOIYHO | TpU [BOMY HOPMATHBHY,
PO3KpUBAE 3MICT TEOPETUUHUX MUTaHb, | OOOB’A3KOBY Ta JOJATKOBY
BUKOPHUCTOBYIOUH npu bOMY | JITepaTypy; MOKe
HOpPMAaTUBHY, 000B’A3KOBY Ta | apryMEHTOBAaHO obparu
J0JIATKOBY JiTeparypy; poOuTH | parmioHaTHHHIA crocio
CaMOCTIHHI1 BUCHOBKH, BUSIBJSIE | BUKOHAHHA  3aBJaHHA U
MPUYMHHO-HACIITKOB1 3B’SI3KM; | OI[IHUTH pEe3yabTaTH BIACHOI
CaMOCTIMHO  3HAXOIUTh  JOJATKOBY | HPAKTUYHOL JISUTBHOCTI;
iHpopMalilo Ta BUKOPUCTOBYE ii JUIsi | BHKOHYE TBOPYI 3aBIAaHHS Ta
peamizaiii IOCTaBJIEHUX TMeEpe] HHUM IHIIDE HOBI LUIIXHA  iX
3aBlaHb. 3100yBad 31aTeH BUIUIATH | BUKOHAHHS, BUTBHO
CYTTEBI  O3HaKM  BHMBYEHOIO 32 | BHKOPHCTOBYE HaOyTI
JIOTIOMOTOI0 OTIepaIliii CHHTE3Y, aHali3y, | TEOPeTHYHI  3HAHHSI  TIpH
BUSIBJIATU NPUYMHHO-HACTIIKOB] | aHami3i MPAKTUYHOTO
3B’3KM, (OpMyBaTd BHCHOBKM 1 | Marepiaiy; MpOsBISE TBOPUYHIA
y3arajibHEHHS, BUIBHO  ONEpyBaTH | NiAXiA 10 BUKOHAHHS
(akTamu Ta BiZIOMOCTSIMH. 1H/IMBITyaTbHAX Ta
KOJIGKTUBHUX 3aBIaHb IpHU
CaMOoCTIHHINA pOOOTI.
nobpe JOCTaTHBO TOBHO BOJIOJII€ HABYAJIBHUM | TPaBUIBHO BUPILIUB
(75-89% Bin MaTepiaJ'IOM,. 00IPYHTOBaHO ‘ﬁoro OUIBLLIICTh PO3PaxXyHKOBHX
MakcuManbHoi| BAKIAAE Mif Hac yCHUX BUCTYMIB Ta /TecToBUX 3aB2Hb 32 3pa3KOM;
KITEKOCTi MTUCHMOBHUX BIJNIOBiNEH, | Mae CTIHKI HaBUYKA
Ganis) BUKOPHUCTOBYIOUH npu IbOMY | BHMKOHAHHS 3aBJIaHHS
HOPMaTUBHY Ta 000B’3KOBY
JiTeparypy; NpH MPEeICTaBICHHI AESKUX
ONUTaHb HE  BHCTAda€  JOCTAaTHHOI
IMMOMHU Ta apryMeHTallli, 3aCTOCOBYE
3HaHHS JUIS PO3B’SI3aHHS CTaHIAPTHHUX
CUTYaIlil; CaMOCTIHHO aHaizYye,
y3arajibHIO€ 1 CUCTEMaTU3y€e HaBUAIbHY
iHpopMallito, ane JO0MYCKaIOThCS TNpHU
LIbOMY OKpEM1 HECYTT€BI HETOYHOCTI Ta
HE3HAYHI TOMUJIKH.
3aJI0BUTBHO | BOJIOAIE HABYAJIbHUM MaTepiaJloM Ha | MOXKe BUKOPHUCTOBYBATH
(60-74% Bin PenpoyKTUBHOMY piBHI a00 BiI[TBOPIO€ 3HAHHS B CTaHIaPTHAX
MaKCHManERoi | TEBHY aCTHHY HaB"—IaJ'IBHOF(’) Matepiay | CHTYalifX, Mae eleMEHTapHi,
KITBKOCTI 3 €JIeMEHTaMH JIOTIYHUX 3B’A3KiB, 3HAC | HECTIHKi HABMYKH BHKOHAHHS
Ganis) OCHOBHI TTOHATTS HaBYAIILHOTO |  3aB/IAHHS. [TpaBuibpHO
MaTepially, Ma€ YCKJIAQIHEHHS MiJl yac | BHUPILIMB MOJIOBUHY
BUJIUIEHHS CYTTEBUX O3HAaK BUBYCHOTO; | PO3PaxXyHKOBUX/TECTOBUX
mii 4Yac  BHUSBIGHHA  NPUYMHHO- | 3aBAaHb.  3700yBau  Mae
HACJI1JIKOBUX 3B’SI3KiB 1 QOpPMYNIOBaHHS | YCKJIaJHEHHS b} yac




BHCHOBKIB. BUJIUIGHHS CYTTEBUX O3HAK
BHUBYCHOTO; TTi]1 YaC BUSBJICHHS
MPUYUHHO-HACITIKOBHUX

3B’S3KIB 1 (hOpMyJTIOBaHHS

BHCHOBKIB.
HE3a/IOBUIBHO | BOJIOJIE€  HABYAJIBHUM  MaTepiajoMm HEIOCTAaTHHO pO3KpHUBae
3 MOKIHBicTIo| TOBEPXOBO U dparmenrtapuo  (6e3 CYTHICTh MIPAKTHIHUX
TIOBTOPHOTO apryMeHranii Ta  OOTpyHTYBaHHS); 3aBJaHb, JONYCKAIOUW IIpHU
CKJIaJlaHHs 0E3CHCTEeMHO BHOKPEMIIIOE BHUIIQIKOBI IbOMY CYTTEBI HETOYHOCTI,
(35-59% Bin O3HAKM BMBUEHOrO; He BMi€ poOMTH | HPABWILHO BHUPILIMB OKPEMI
M.aKCHMaJ'IBHOI Haifnpoctimi  omepamii  aHamisy i | PO3PaxyHKOBI/TeCTOBI
KUIBKOCTI CUHTE3Y; poburtu y3arajJbHEHHs, 3aBJlaHHA 33 JI0IIOMOI'010
Oanis) BHUCHOBKH; i yac BIAIOBIA1 BUKJIaJia4a, BiJICYTHI
JIOMYCKAIOTHCS CYTTEBI TOMUIIKH copmoBaHi YMIHHA ~ Ta
HABUYKH.
HE3aJIOBUILHO | HE BOJIOZIE HABYAJIbHIM MaTepiajioM BUKOHYE  JIUIIE  EJIIEMEHTH
3 3aBJIaHHsI, TIOTPEeOye MOCTIHHOT
000B’A3KOBHM JIOIIOMOTH BHKJIagada
MOBTOPHUM
BUBYEHHIM
MUACIHAILTIHA
(0-34% Bin
MaKCUMaJIbHO1
KIJIBKOCTI
OaiiB)

13. HaByajbHO-MeTOANYHE 3a0€e3MeYeHHA

HaBuanpHo-MeTOqMYHE 3a0e3nedeHHs: podoya mporpama HaBYalbHOI
JUCLUIUTIHY; CUJIa0yC, KOHCIEKTH JIEKI[iN; Mpe3eHTallii; MeTOAUYHI BKa31BKHU 0
BUKOHAHHS Ja0OpaTOpHUX POOIT, MEPBUHHUM 1HCTPYKTAXK 3 TEXHIKH O€3IeKH,
MOPSA0K BUKOHAHHS JTA00PATOPHUX POOIT:

14. PexomeH10BaHa JiiTeparypa
OcHoBHA

1. TapuaBcekmii FO. A. Texnomorii 3axucty iHdopmarii: miapyuauk / FHO.A.
Tapuascekuii. — Kuis: KIII im. Iropst Cikopcrskoro, 2018. 162 c.

2. Ocranos C. E Texnomnorii 3axucty iHpopmartii: HaBY. nociOnuk / C. E. Octanos,
C. II. €gcees, O. I'. Koposb. — Xapkis: Bug. XHEY, 2013. 476 c.

3. 3axwucT iH(popmallii B aBTOMAaTU30BaHUX CUCTEMAX YIPaBIIHHA: HaBY. MOCIOHUK
/ Yxnan. 1.A. IlinekeBuy, H.M. JloO6anuukoBa, K.B. Mononeupka. — XXKutomup:
Bun-so XV im. 1. @panka, 2015. 226 c.

4. CemenoB C.I'. 3axuct iHpopmallii B KOMIT IOTEPHUX CHUCTEMax Ta MEpEeKax:
HaBu. 1oci6. / C.I'.Cemenos, A.O.Ilogopoxusk, O.1.banenko, C.FO.I"'aBpuiieHko —
X.: HTY «XIIl», 2014. 251 c.



5. MarematuuHi OCHOBM KpumnTorpadii: KOHCHEKT JeKiih / yknagadi: B. A.
dinpmTincskui, A. B. bepexnnii. — Cymu: CyMchkuii JIep>kaBHUN YHIBEPCHUTET,
2011. 138 c.

6. Kysnernos O. O. 3axuct indopmarii B iHHOpMaLIHHAX CUCTEMAaX: HaBY. MOCiO.
/ 0.0. Ky3uenos, C.I1. €sceen, O.I'. Koponb. — Xapkis: XHEY, 2011. 510 c.
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1. HA T3I 2.5-004-99. Kpwutepii oOIIHKK 3axuiieHocTi iH(opMalii B
KOMIT'IOTEpPHUX CHCTeMaxX BiJi HECAHKI[IOHOBAaHOro JocTymy. — YuHHUN 3
28.04.1999. — K.: ICTC3I Cb Ykpainu, 1999. 53 c.

2. HJ T3I 1.1-002-99. 3aranpHi MOJOXKEHHS IIOA0 3aXHCTy iH(opmarlii B
KOMIT'IOTEpPHUX CHCTeMaxX BiJi HECAHKI[IOHOBAaHOro JocTymy. — YuHHUN 3
28.04.1999. — K.: ICTC3I Cb Ykpainu, 1999. 14 c.

3. JACTY 4145-2002. Indopmariitni texnosorii. Kpunrorpadiuauii 3axuct
iH(popmarlii. EnekTtpoHHU nHPPOBHI MIANUC, IO IPYHTYETHCA HA EIINTHYHUX
kpuBnx. @opmyBaHHs Ta nepeBipsHHs. K.: [lepxkcrannapt Ykpainu, 2003.

4. JACTY 7564:2014. Indopmauiitni TexHosorii. Kpunrorpadiunmii 3axuct
iH(popmarii. @ynkuis xemryBanHs. — Yunnauid 3 29.12.2014 p. — IIAT «lHcTUTyT
1H(pOopMaIITHUX TeXHOJIOT1i» MIHEKOHOMPO3BUTKY YKpainu, 2016. 228 c.

5. JACTY 7624:2014. Indopmauiiti TexHosorii. Kpunrorpadiunuii 3axuct
iHdopmarlli. AJTOPUTM CUMETPUYHOTIO OJIOKOBOTO TMepeTBOpeHHs. — YuHHUN 3
29.12.2014 p. IIAT «IucturyT iHPOpMaLIHHUX TEXHOJIOT1» MiHEKOHOMPO3BUTKY
VYkpainu, 2016. 228 c.

15. EnextponHi ingopmauiiini pecypcu

1. https://mon.gov.ua/ — odinifiHuii caiit MiHicTEepCTBa OCBITH 1 HaAyKH YKpaiHu;
2. http://nbuv.gov.ua/ - Caiitr HamionaneHoi 0i0mioreku Ykpainu imeni B. 1.

Bepnancekoro;
3. http://www.dnpb.gov.ua/ - Caiit [lepxaBHOT HayKOBO-IeAaroriqHoi Oi0II0TeKH
VYkpainu imeHi B.O. CyxoMIMHCBKOTO;
http://onu.edu.ua/- Caiit 6i0miorexku OHY imeni 1.1. MeuynukoBa;
http://odnb.odessa.ua/ - Caiitr OnechKkoi HalliOHATLHOT HAYKOBOT 010J1i0TEKH;
http://korolenko.kharkov.com/ - Caiit XapkiBCbKOi JepKaBHOI HAYKOBOI
6i0moteku imeni B.I". Koponenka.
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