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AHOTANIA KYPCY
Ilpeomem eueuennsn oucuunainu «TexHonorii 3axucty iH(pOpMaIli» € OCHOBU
Cy4acHOTO 3axucTy iHQopMallii y KOMIT'IOTEPHHX CHCTEMaxX, MOJITHKA Oe3MeKH,
KpUTEPIi 3aXHUIICHOCTI KOMIT'IOTEPHUX CHUCTEM, OCHOBU KPHUIITOTPa(igyHOTO 3aXHUCTY
iH(dopmartii, 3axuct iHGopMaIlii BiJ HECAaHKIIIOHOBAHOTO JOCTYITY.
Ilpepekeizumu i nocmpexeizumu Kypcy: BUBYEHHS AucHUILUIIHM «TexHomorii
3axXucTy 1HQopMalii» 0a3yeTbcsl Ha 3HAHHIX CTYJEHTaMH KYpPCiB «AJITOpUTMI3alis
Ta MporpaMmyBaHHsm», «J{uckpeTHa MaTeMaTuka», «Opradizamis 0a3 JaHUX Ta 3HAHBY.
3HaHHA, 3700yTi CTyJE€HTaAaMH, MOXYTh OyTH BUKOPHUCTAHMMU TPHU TOJATBIIOMY
BUBUEHHI Jucuuiiiin «Komm’rotepni mepexi», «lIpoekTyBanHs iHGOpMALIITHUX
CUCTEM», a TAKOXK IIPH HAMKMCAHHI KBl (PIKAIMHUX Ta MariCTepChbKuX pooiT.
Mema Kypcy - bopMyBaHHS TEOPETUUHUX 3HAHb LI0JI0 MOKJIMBHUX HEOE3IEK, 3arpo3
1 CTymeHs pu3uKy BTpaT iHGopMaIli, a TakoX TMPAKTUUYHUX HABUYOK I0J0
3a0e3neYeHHS 3aXICTy iH(dopmarrii Ta mporpamHoro 3adesneueHHs. O3HaAHOMIICHHS
13 CyHacHIMH nigxonaMu 10 30epeXeHHs Ta 3aXUCTy iH(popMalii, 31 CKIaIOM 1
3MICTOM TEXHOJOTIYHHUX MpOUEAYyp, HPOTOKOIIB 1 omepauii Kpunrorpadii,
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KpUIITOAHAJI3y, cTeraHorpadii, 1o BHUKOPUCTOBYIOTHCS JJISI BUPIIICHHS MpobJieM
MOJTITHKYU OE3IMEKH Ta 3aXHUCTy 1HHOPMAIIHHUX pecypciB.

3a60aHHA OUCUUNJIIHU.

- BHUBUYCHHS 1 MOTJIMOJEHHS HAa OCHOBI CydacHUX 1H(OPMALIMHUX TEXHOJOTIH
TEOPETUYHUX 3HAaHb Ta MPAKTUUYHUX HABHUKIB Yy Taimy3i iH(opmamiifHOoi Oe3nexku Ta
KpunTorpadiuHuX METOMAIB 3aXUCTy 1H(POpPMAIIT;

- miaroropka  (axiBiiB 3  poO3poOKM Ta  BOPOBAHKEHHS  TEXHOJIOTIN
KOMIT FOTEPHOTO  3axucTy  iHQopmarlii, 3a0e3leueHHs  IUIICHOCTI  JaHUX,
KOH(]1AEHIIIHHOCT1, KOHTPOJIIO Mepeiayl iHpopmariii;

- OBOJIOJIIHHS MeToAaMu 1eHTudikarii, ayrentudikarii, kpunrorpadii;

- HaOyTTS MPAKTUYHOT'O JOCBIYy 3 TOJITHKA Ta MEHEKMEHTY B Taly3l
TEXHOJIOT1H 3aXHUCTy Ta Oe3neku iHdopMariii.

Ouikyeani pezynomamu

[Ipomec BHUBYCHHS JUCIUIUIIHU CHOPSIMOBAaHWK Ha (OPMYBaHHS HACTYITHUX
KOMIIETEHTHOCTEH:

IK. InTerpanbHa KOMIETEHTHICTh: 3JaTHICTh PO3B’SI3yBaTHU CKJIAJHI CIELIai30BaHI
3aayl Ta MpakTU4YHI NpoOJeMu Yy raidy3l KOMIT IOTEpHUX HaykK abo y mpoueci
HaBYaHHA, 10 Mepeadavyae 3acTOCYBaHHSA TeEOpld Ta METOAIB 1H(OpMaIIiHUX
TEXHOJIOT1H 1 XapaKTepU3YEThCS KOMIUIEKCHICTIO Ta HEBU3HAYEHICTIO YMOB..
3azanvHi KOMnemeHmHoOCmi:

3K1. 3natHicTh 10 aOCTPAKTHOTO MHUCJICHHS, aHAJII3y Ta CUHTE3Y.

3K?2. 31aTHICTh 3aCTOCOBYBATH 3HAHHA Y MPAKTUYHHUX CUTYAIIsX.

3K3. 3naHHs Ta pO3yMIHHS NPEAMETHOI 007acTi Ta po3yMmiHHA NpodeciitHOoi
IISJTBHOCTI.

3K12. 31aTHICTH OIIHIOBATH Ta 3a0€3MeUyBaTH SIKICTh BUKOHYBAaHUX POOIT.
Cneuianwni (paxoei) komnemenmmuocmi:

CK14. 3patHicTh 3aCTOCOBYBaTHM METOAM Ta 3aco0M 3a0e3neueHHs 1HPOpMaliiHOi
Oe3nexku, po3po0sATH W eKCIUTyaTyBaTdU CIeliajibHEe MporpamMHe 3a0e3meyueHHs
3axucty  1H(MOpMaUmiHUX  pecypciB  O0’€KTIB  KPUTHYHOI  1H(POpPMALIHOI
1H(PaCTPYKTYpH.

B pe3yabTaTri BUBYEHHSI HABYAJbHOI JUCHMILUIIHM 3100yBa4 BHILNOI OCBITH
NMOBHUHEH 3HATH:

- 00'€eKTH TIpOorpaMHOI0 3a0€3MEeUCHHs, Ha SKI MOXIJIMBI aTakKk Ta METOIU
3MIMCHEHHS HECAHKI[IOHOBAHOTO JIOCTYMY 10 1H(pOpMAIIii;

- OPUHLIMIK (YHKIIOHYBaHHS BOYAOBaHHX 3ac00iB 3aXHCTy KOMI'FOTEPHUX
cucteM (BIOS) Ta nmmsxu mpoTuii cnpobam iX B3JIOMY;

- NPUHIUTY  (DYHKITIOHYBaHHS CHUCTEM 3aXHCTy, IPU3HAYEHHS MPUBLIETB,
30epiraHHsl TapojiB Ta aBTeHTU(IKaIli KOPUCTYBayiB B OINEpaIliiHUAX CHCTEMax
WINDOWS Ta LINUX, MeTroau 3 HECAaHKI[IOHOBAaHOTO TIPOHUKHEHHS 710 1H(pOpMaIlii,
MPUBJIACHEHHS IPUBLIEIB aMIHICTpaTOpa TOLIO;

- METOJY HECAHKI[IOHOBAHOTO 3’HOMYy Ta HaBMHCHOTO  TOIIKOKCHHS
iH(popMarlii Ta 3aco0u NPOTUALT LIUM cIpodam;

. METO/IM MOOYIOBU 3aXUCTY OKPEMHUX IIPOrPAMHUX MPOIYKTIB;
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- OCHOBHI MPUHOMH 1 MPOrpamHi 3acoOu sl aHai3y Ta JAU3aceMOJIFOBaHHS
MPOrpaMHUX MPOIYKTIB 3 METOIO iX MOJAJIBIIOT0 HECAHKIIIOHOBAHOTO BUKOPUCTAHHSI,
METO/H 3aXKCTY BiJl JU3aCeMOTIOBaHHS.

BmiTn:

- BUKOHATH aHaJII3 0€3MEKU KOMITIOTEPHOI CHCTEMHU Ta YCYHYTH MOJKIIMBI IIJISTXH
HECaHKI[I0HOBAHOTO JIOCTYIIY;

- 3MIACHUTH OpraHi3aliifHi Ta TPOrpaMHi 3aXOAu IIOAO MIABHUINECHHS DPIBHS
Oes3neku 30epiranHs iH(opMalrii;

- BUKOHYBAaTH aJIMIHICTPYBaHHS MpaB JOCTYMY 10 KOMIT IOTEPHOI CHUCTEMH 3
METOI0 TIEPEIIKOIM MTPU3HAYEHHSI HEBUIIPAB/IAHUX TTPUBLICIB;

- BUKOHYBAaTH TMOCTIMHUNA MOHITOPUHI 3 TMOILIYKY MPOrPAMHUX 3aKIaIOK Ta
KaHaJIiB BUTOKY 1H(GOpMaIlii;

- BUKOPHUCTOBYBaTH OCHOBHI IPUHOMH Ta MHpOrpamMHl 3aco0u Uisl HEepeBIpKU
HAJIMHOCTI 3aXUCTy 1H(QOpMaIli Ta CTIHKOCTI HOT0 MO0 XaKePChKUX aTakK.

OIIUC KYPCY

Dopmu i memoou HABUAHHA

Kypc 6yne Buknaaennii y ¢opwmi sekiiit (36 roz.) Ta maboparopuux 3ausath (36 roxu.),
oprasizariii camocTiiiHoi po6otu cTyaeHTiB (48 rox.).

[linroToBKka 3100yBayiB 3IIACHIOETHCS B MeEXkKaxX JIEKIIHHOTO KypcCy, TaKoX
nepeadaveHo Mepestik J0JaTKOBUX MUTaHb, SIKI BUHOCATHCS Ha CaMOCTIMHY poOOTY.
[IpakThyHl HABUYKH CTYACHTH OTPUMYIOTh TIPpU BHUKOHAHHI JIaDOpaTOPHOTO
MPaKTUKYMY Y CIielialli3oBaHii adoparopii.

[lin yvac BUKIAMaHHS AMCIMIUIIHA 3aCTOCOBYIOTHCS HACTYMHI METOAM HAaBYaHHS:
CJIOBECH1 (JIeKIlisf, TOSICHEHHS), HaouHi (Jekiig-izyamizaiis). CTyIeHTH MaroTh
3MOTy OTPUMATH KOHCYJbTallli (04YH1, TUCTAHIIINHI, 3MIlIaHOT (OPMU B 3aJIEKHOCTI
B1J1 (hopmaTy MpoBEAECHHS 3aHATh Ta rpadiKy HABYAIBHOTO MPOLECY ).

3micm HA6UANbHOT OUCUUNIIHU

3micToBHMI MOayJb 1. OCHOBH TeXHOJIOTII 3aXUCTY iH(popmamii
Tema 1. 3axuct iHpopMalii Ta HOrO0 OCHOBHI 3aBJaHHS.

Tewma 2. [TonsaTTs 1HQOpMaLIiHOT OE3MEKH.

Tema 3. MexaHi3MH 1 OJTITUKA PO3MEKYBAHHS NIPaB AOCTYIY.

Tewma 4. OcHOBHI MPOTPaMHO-TEXHIYHI 3aX0AH 1HPOPMAIIIHOT Oe3MeKu.
Tema 5. Meroau Ta mpUCTpOi 3a0€3MEUCHHS 3aXHUCTY 1 OE3IMEKH.

Tema 6. Mopeni 3axucty iHboOpMariii.

Tewma 7. [Taposi 1 MexaH13MH KOHTPOJIIO 32 JOCTYIIOM.

3micToBHM MoayJb 2. KpuntorpagiuHi ocHoBH 3axucTy iH(popMmailtii.
Tewma 8. [lIudpyBanns nanux.

Tema 9. AITOPUTMH 3 CEKPETHUM KITFOUEM.

Tema 10. AIropuT™Mu 3 BIAKPUTUM KITFOUEM.

Tema 11. IIporokonu ayTeHTUDIKALI].

Tewma 12. [udposi nignucu.

Tema 13. OcHOBHI BUAM aTaK, MPUHIIMIKN KPUIITOAHAI3Y.
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Tema 14. HanpsiMmu po3BUTKY cydacHO1 Kpumnrorpadii.
Tema 15. MexaHi3mu Ta IpOTOKOJU KEPYBaHHA KIIF0UaMU 1HPOPMAIIITHOT CUCTEMH. .

Ilepenix pexomenoosanoi nimepamypu

Ochoena
1. Tapuascekuit FO. A. Texnonorii 3axucty indopmarii: migpydnuk / FO.A.
Tapuascekuii. — Kuis: KIII im. Iropst Cikopcrkoro, 2018. 162 c.
2. OcranoB C. E  Texnomnorii 3axucty iHbopmaiii: HaBy. nocionuk / C. E.
Ocranos, C. I1. €Bcees, O. I'. Koponb. — Xapkis: Bug. XHEY, 2013. 476 c.
3. 3axuct iHopMallii B aBTOMATH30BAaHUX CHUCTEMax yMPABIIHHS: HaBu.

nocionuk / VYxkiman. I.A. Ilinekesnu, H.M. JloOanumkoBa, K.B. Moionenpka. —
Kuromup: Bung-so KV im. [. dpanka, 2015. 226 c.

4, CemenoB C.I'. 3axuct iHbopmallii B KOMIT IOTEPHUX CHCTEMax Ta MeEpekax:
Hapu. nocid. / C.I'.Cemenon, A.O.Ilonopoxusik, O.l.banenko, C.KO.I'aBpuiienko —
X.: HTY «XIlIl», 2014. 251 c.

S. MareMaTtiyHi OCHOBHM Kpumnrorpagii: KOHCHEKT JeKuid / ykmagaui: B. A.
OunbiuTiHcbkud, A. B. bepexunuil. — Cymu: CyMCbKUi NIepKaBHUN YHIBEPCHUTET,
2011. 138 c.

6. Kysnenos O. O. 3axuct iH(popmariii B iHpopMaliiHuX CUCTEMAX: HAaBY. MOCIO.
/ 0.0. Ky3uenos, C.I1. €scees, O.I'. Koposs. — Xapkis: XHEY, 2011. 510 c..

OLIIHIOBAHHSI

IoToOYHHUIT KOHTPOJb 31ICHIOETHCS 3a pe3ybTaTaMU BUKOHAHHS 2 KOHTPOJIbHHUX
poOIT 3a 3MICTOBHUMH MOMAYJISIMHU, 3aXHUCTY 1HAMBIAYaTbHOTO 3aBIaHHA. OIiHIOETHCS
TaKOXX AaKTUBHICTh CTYJ€HTAa B TIPOIIECI 3aHATh: YCHE ONWUTYBAaHHS Ha JIEKIIii,
HaIMCaHHA 3BITIB JI0 JIAOOpATOPHUX POOIT, 1X 3aXHUCT, PO3B’SI3aHHS MPAKTUIHUX
3aaad. [li1CyMKOBHIT KOHTPOJIb - 1CIIUT.

Kpurepii ofiHloBaHH BUKOHAHHS CaMOCTiiHHOI po0oTH

Pesynbraty iHAMBIAyaTbHOTO 3aBJAaHHS MPEACTABIAIOTHCA y BUTIIsIAL AomnoBial (7-10
XB), 1110 CYIIPOBOJIKYEThCS Mpe3eHTALl€r0 (5-7 cnaiiiiB).

KpurepisiMu o1iHIOBaHHS €: MIOBHOTA MPEICTABIEHOTO MaTepiaiy, SKICTh JOMOBI/II Ta
Mpe3eHTallli, BIAMOBIAeH Ha 3alUTaHHS BUKJIaJlaya Ta OJJHOKYPCHUKIB.

Kpurepii oliHloBaHH BUKOHAHHS JIA00PaTOPHUX POOIT

Cry/neHT MOBUHEH BUKOHATHU BCi JIaOOpaTOpHI poOOTU. 3a BUKOHAHHS PO3PaxyHKIB Ta
oopMIIEHHSI pOOOTH 3TiTHO BUMOT METOJUYHHMX BKa3iBOK 10 JabopaTOpHUX poOiT
HapaxoBYeThCS 8 OaiiB 3a KOKHY poOoTy. Ilpu 3axucti poboTH, 32 KOKHY MPaBUIbHY
BIJITIOBI/Ib Ha 3alUTaHHS TOJA€ThCs 2 Oanu. 3a HEMOBHY BiJIMOBIiJlb, BIAMOBIAb, IO
MICTUTh HECYTTEBI MOMUJIKUA JOAaeThesi 1 Oan. 3a HempaBWIbHY BIAMOBIAL, a00 ii
BIJICYTHICTh Oanmu HE J0Jal0Thcs. MakcuMalibHa KUIBKICTh OajiB 3a J1abopaTopHY
po0OOTYy He OBHMHHA NiepeBullyBat 15 Oani. [Ipu BUCTaBIICHHI T1JICYMKOBOI OIlIHKH
OepeThes cepeHs apudmeTryHa OIliHKa 3a BCiMa J1Ja00paTOPHUMH pOOOTaMHU.
Kpurepii oiHloBaHHA NiJICYMKOBOI0 KOHTPOJII0



[limcyMKoBU CeMeCTpOBUM KOHTPOJh (iCIIUT) MPOBOJIUTHCS B YCHIA ¢opmi.
Ex3amenaniiinuii Ou1eT MICTUTh JBa TEOPETHUUHUX TMHUTAHHA, KOXHE 3 SKHX
OLIHIOETHCS OKpeMo 3a 20 6abHOIO IIKAJIOIO.

KpuTepii omiHIOBaHHS TEOPETHYHOTO MUTAHHSA:

— TIOBHA PO3TrOopHYTa BiMOBiAL — 20 6aniB;

— TIOBHA, aJie He PO3rOpHYyTa BiAMOBIAb — 17 GaiB;

— TIOBHA, aj€ HE PO3TOpHYTa BIJMOBiAb, KA MICTUTh HE3HAUYHY TOMUIIKY YH
cymnepeyHicTh — 15 0aniB, 3a KOKHY HACTYIIHY HE3HAYHY MOMUJIKY YU CYNEPEUHICTh
3HIMaeThbesa 1 0ai;

— HEIOBHA BI/IMOBI/b, IKa HE MICTUTh KPUTUYHUX IMMOMMJIOK 4H cyriepeunocterd — 10
Oaiis,

3a KO’KHY HACTYINHY HE3HAUYHY TTOMUJIKY YU CYNEepPEYHICTh 3HIMaeThes 1 Oa;

— BIJIMOBi/b, 10 MICTUTh KPUTHYHY TTOMUJIKY M HETOYHICTh, a00 BIJICYTHICTh
BIAIIOB1/1 OIIHIOETHCS B 0 OasiB.

KinpkicTe OainiB, mo 3400yBad OTpUMaB Ha ICOUTI, € CyMOr0 OaiB, 1m0 Oyiu
OTPUMaHI1 3a KO>KHE 3aBJaHHS 3 €K3aMEHALIITHOrO OLIeTy.

KinneBa oOlliHKa BHUCTABJISETHCS 3a CYMOIO OalliB MOTOYHOTO Ta MiJCYMKOBOTO
KOHTPOJTIO.

MMOJITUKA KYPCY

Honimuxka w000 Oeonaiinie ma nepeckiadanHa: 3axXucT 3BITIB 3 J1abopaTop-HUX
pOOIT 3MIMCHIOETHCS HACTYIMHOTO THUYXKHS J0 MOYAaTKy BUKOHAHHS HACTYIHOI POOOTH.
3BITH Ta 1HII BUU KOHTPOJIIO, SIK1 3/Jal0ThCS 3 TOPYIICHHSM TEPMiHIB 0€3 MOBAKHHUX
MPUYMH, OIIHIOIOTHCS Ha HIWKYY OIMIHKY (75% Big MOXIMBOI MaKCHUMAaIbHOI
KUIbKOCT1 OaniB 3a BuJ AisutbHOCTI). [lepecknamanHs MonymiB BilOyBaeThCcs 3a
HAsSIBHOCTI MOBAXXHUX MPUYUH (HATPUKIIA]L: JTIKAPHSIHUNA JTUCT).

Hlonimuka woo0o axademiunoi o0odpouecnocmi: BianoBiIHO A0 J1HOYOTO
3aKOHOJIaBCTBA YKpaiHM IIOAO aKaJeMiuHoi AoOpoyecHocTi. CnucyBaHHs OyIb SAKOi
dbopMH migYac KOHTPOJIBHMX poOIT abo Tmuariar y I1HAWBIAyaJIbHUX 3aBJAaHHSX
3a00pOHEH1 Ta TATHYTH 32 COOOI0 MOBTOPHE CKJIaJaHHs KOHTPOJIBHOTO 3aX0/Ty.
Ilonimuka w000 eidgidysanns ma 3ani3Hens.. BiaBinyBaHHS JIeKIIA Ta
71a00paTOPHUX 3aHATH € 000B’I3KOBHM KOMIIOHEHTOM ITOTOYHOT'O KOHTPOJTIO, 32 SKHM
HapaxoBYIOTbCs Oanu. 3a 00 €KTMBHUX MPUYUH (XBOpoOa Ta T.i.) HABYAHHS MOXE
B110yBaTHUCS B TUCTAHIIAHIN (POpMI 32 MTOTOKEHHSM 13 BUKJIaAa4eM KypCy.
Mobinvni npucmpoi: BukopucTanHs eJIeKTPOHHUX MPUCTPOIB BIIOYBAETHCS 32
3r0JIM Ta BlIOMAa BHKJIaJada.

Ilosedinka 6 ayoumopii:  OOOB'S3KOBUM € JOTPUMaHHS TEXHIKU O€3MeKu B
KOMIT'IOTepHUX Jlaboparopisix. CTyJeHTH MOBUHHI NMpUIIMaTH aKTUBHY Yy4acTb B
00roBOpEHHI HABYAJILHOTO MaTepialy 03HAHOMUBIIUCH 3 HUM HAIepPe 0 THI.



