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2. MeTa Ta 3aBJaHHA HABYAJILHOI JMCHUILIIHA
MeTo0 BUKIAIaHHS TUCIUIUIIHU € — (OPMYBaHHS TEOPETHUYHHMX 3HAHBb OO
MOJKJIMBUX HeOE3IeK, 3arpo3 1 CTyNeHs pU3HKYy BTpaT iHQopMalli, a TaKoxXK
NPaKTUUYHUX HABUYOK MIOAO 3a0e3MedeHHs 3aXHcTy iH(opmallii Ta mporpaMHOro
3a0e3neyeHHs. O3HaWOMIIGHHS 13 Cy4YaCHHUMH TMIAXOAaMH A0 30€peKeHHS Ta
3axXUCTy iH(opMaIlii, 31 CKJIaJJOM 1 3MICTOM TEXHOJIOTTUHUX MPOIEAYP, MPOTOKOIIB
1 onepariii kpunrorpadii, KpUnToanamizy, creranorpadii, 1110 BUKOPUCTOBYIOThCS
JUUISL BUPIIICHHS MPOOJIEM TOTITHKKA OC3IEeKH Ta 3aXUCTy 1HPOpMaIIHHUX pecypciB.
3aBaaHHA:
- BUBUYEHHS 1 TOTIMOJICHHA Ha OCHOBI Cy4yacHUX 1H()OpPMALIHUX TEXHOJIOT1N
TEOPETUUHUX 3HAHb Ta MPAKTUUYHHMX HABUKIB y Tally3i iHopMalliitHoi Oe3NeKu Ta
KpuntorpadiyHuX METOIIB 3aXUCTy 1H(OpMaIlIii;
- chopMyBaTH BMIHHA 3 pO3pOOKM Ta BIOPOBAIKEHHS TEXHOJIOTIH
KOMIT'FOTEPHOTO  3axucTy 1HdopmMalii, 3a0e3medyeHHs IUIICHOCTI  JIaHMX,
KOH(1IEHLIIHOCTI, KOHTPOJIIO Nepeaadl iHpopMmariii;
- OBOJIO/IIHHS METOJIlaMU 1ieHTudiKaIii, ayrentudikaiii, kpunrorpadii;
- HAOyTTAd NPAKTUYHOTO JOCBIAY 3 MOJITUKA Ta MEHEHKMEHTY B Taiysi
TEXHOJIOT1# 3aXuCcTy Ta O6e3neku iHpopMailii.
[Iporiec BUBYEHHSA JUCUUIUIIHUA CHPSAMOBaHUNW Ha (OPMYBaHHS €JIEMEHTIB
HACTYITHUX KOMIIETEeHTHOCTEM.
InTerpajibHa KOMIIETEHTHICTh:
3/1aTHICTh PO3B’SI3yBaTH CKJIAJ/IHI CHEIiali30BaHi 3a7a4i Ta MpaKkTU4YH1 MpooieMu y
rajxy3l KOMIT IOTEpHHX Hayk a00 Yy TMpoleci HaBYaHHs, IO Mepeadadae
3aCTOCYBaHHS TEOpii Ta METOAIB 1HPOPMALIIMHUX TEXHOJOTIN 1 XapaKTEPU3y€EThCS
KOMIUIEKCHICTIO Ta HEBU3HAUYEHICTIO YMOB.
3araJibHi KOMIIETEHTHOCTI:
3K1. 3gaTHICTh 10 aOCTPAaKTHOTO MHUCJICHHS, aHaJl13y Ta CUHTE3Y.
3K2. 31aTHICTh 3aCTOCOBYBATH 3HAHHA Y MPAKTUYHUX CUTYAIISX.
3K3. 3HaHHS Ta pO3yMiHHS MNPEAMETHOI 00JacTI Ta PO3yMiHHS MpodeciiHOoT
TISUTBHOCTI.
3K12. 31aTHICTH OLIIHIOBATH Ta 3a0€3MeuyBaTH SKICTh BUKOHYBAHUX POOIT.
CrneniajabHi ((paxoBi) KOMIIETEHTHOCTI:
CK14. 31aTHICTh 3aCTOCOBYBATH METOJIU Ta 3ac00M 3a0e3nedeHHs iHhopMaIinHol
Oe3rneku, po3poONSITH W EKCITyaTyBaTH CIHeElllajJbHe MpOrpaMHe 3a0e3TMeUeHHS
3axucTy 1HGOpMAIIHHUX pecypciB  O0’€KTIB  KPUTHUYHOI  iH(OpMaIiitHol
1H(paCTPYKTypHu
B pe3ynbTaTi BUBUCHHS HAaBUAJIbHOI TUCIUIUIIHU 37100yBay BUIIO1 OCBITU MOBUHEH
3HATH:
- 00'eKTH TIpOrpaMHOro 3a0e3IeUeHHs, Ha sSKI MOJKJIMBI aTakKkd Ta METOIU
3MIICHEHHS] HECAHKI[IOHOBAHOTO JIOCTYMY J0 1H(pOpMallii;
- OPUHIMNN (QYHKI[IOHYBaHHS BOYIOBAaHUX 3acO0IB 3aXUCTy KOMII'FOTEPHUX
cuctem (BIOS) Ta mmsxu mpoTtuaii cipo6am ix B3JIOMY;
- OpUHIMON (YHKLUIOHYBAHHS CHCTEM 3aXHCTy, NpPU3HAYEHHS MPUBLIEIB,
30epiraHHs MapoJiiB Ta aBTeHTHU(IKaIli KOPUCTYBadiB B OIMEPAIIHHUX CHUCTEMax



WINDOWS Tta LINUX, MeTtonu 3 HECaHKI[IOHOBAHOTO MIPOHMKHEHHS 0
1H(popMallii, TPUBIACHEHHS MPUBLIEIB aAMIHICTpAaTOpa TOMIO;

- METOAM HECAHKI[IOHOBAHOTO 3WOMY Ta HAaBMHUCHOTO TOLIKOJKEHHS
iHpopMarlii Ta 3aco0u MPOTHU I LIM CIIpodam;

- METO/IM MOOYTOBU 3aXUCTY OKPEMUX MIPOrPAMHUX MPOJIYKTIB;

- OCHOBHI NMPUHOMH 1 MPOTpaMHI 3acO0M I aHATI3y Ta JAU3aCEMOTIOBaHHS
OpPOrpaMHUX MPOAYKTIB 3 METOI 1X MOJAjJbIIOr0 HECAHKI[IOHOBAHOTO
BUKOPHUCTAHHS, METO/IM 3aXUCTY BiJ AU3aCEMOIIOBAHHS.

BwmiTn:

- BUKOHATH aHai3 OE3MEeKN KOMITIOTEPHOI CHCTEMU Ta YCYHYTH MOXJIHBI
IIUISIXA HECAHKI[IOHOBAHOTO JIOCTYITY;

- 3MIMCHUTUA OpraHi3alliifHi Ta MporpamMHi 3axoJH IOJ0 MiABUIIECHHS PIBHS
Oe3meku 30epiranHs iHGopMarii;

- BUKOHYBAaTH aJMIHICTPYBAHHS IpaB JOCTYMY J0 KOMIT IOTEPHOI CUCTEMU 3
METOI0 TIEPENIKOIA MMPU3HAYCHHS HEBUIPABIAHUX MIPUBLICIB;

- BUKOHYBAaTH TIOCTIHHMI MOHITOPHHT 3 TIOIIYKY MPOTPAMHHUX 3aKIaJ0K Ta
KaHaJliB BUTOKY 1H(OpMaIlii;

- BUKOPUCTOBYBAaTH OCHOBHI INPUIOMH Ta MPOTrPaMHI 3aCO0M Ui NEPEBIPKU
HaJIIMHOCTI 3aXUCTY 1H(OpMaILIii Ta CTIHKOCTI HOT0 11010 XaKePChKUX aTak.

[I{o 3a0e3neuytoTh HACTYIHI MPOrpaMHi pe3yJbTaTH HABYAHHSI:

IIP2. BuxopucroByBaTHM CydacHUM MAaT€MaTUYHUM arapar HENEPEPBHOTO Ta
JUCKPETHOTO aHalli3y, JIHIAHOI anreOpu, aHAITUYHOI reoMeTpii, B mpodeciitHii
JISUITBHOCT1 JIJI PO3B’SI3aHHS 3a/1ad TEOPETUYHOTO Ta MPUKIIAIHOIO XapaKTepy B
Ipolieci MPOEKTyBaHHS Ta peaizallii 00’ ekTiB iH(hopmaTH3alii.

IIP3. BukopucroByBaTH 3HaHHS 3aKOHOMIPDHOCTEH BHITQJIKOBUX SIBHII, 1X
BJIACTMBOCTEH Ta omepalii HaJg HUMH, MOJCJICH BHUIAIKOBHX IIPOIECIB Ta
CydYacCHUX IMPOTPAaMHUX CEpPEIOBHUILl JJIsI PO3B’SI3yBaHHS 3aJay CTaTUCTUYHOI
00poOKH JTaHUX 1 TOOYI0BH MPOTHO3HUX MOJICIIEH.

ITP4. BuxopucTtoByBaTH METOAM OOYHCIIOBAJILHOTO I1HTEJIEKTY, MAaIIUHHOIO
HAaBUYaHHS, HEWPOMEpPEXKEBOi Ta HEYITKOI OOpOOKM JaHMX, TEHETHMYHOTO Ta
€BOJIIOLIITHOTO  MporpaMyBaHHS JiJii  PO3B’sA3aHHS  3aJa4  PO3MI3HABAHHS,
MPOTHO3YBaHHs, Kiacudikanli,ifeHTudikamii 00’ €KTiB KepyBaHHS TOLIO.

IIP5. IlpoextyBatH, poO3pOoOdSATH Ta aHAII3yBaTH aJITOPUTMH PO3B’SI3aHHS
OOUHCITIOBAILHUX Ta JIOTIYHUX 3ajlay, OIIHIOBAaTH €(EKTHUBHICTh Ta CKJIAJIHICTh
QITOPUTMIB HA OCHOBI 3acTOCYyBaHHS (OpMalIbHUX MOJENEeN aJropuTMiB Ta
00YHUCIIOBAHUX (DYHKIIIH.

ITP8. BukopucTtoByBaTH METOOJOTIF0 CUCTEMHOTO aHalli3y 00’€KTiB, MPOIIECIB 1
CUCTEM [IJIsl 3aja4 aHajlidy, MPOTHO3YBAaHHS, YIMPABIIHHSA Ta MPOCKTYBAHHS
JUHAMIYHUX TIPOIECIB B MAaKPOCKOHOMIYHHX, TEXHIYHHMX, TEXHOJOTIYHUX 1
¢diHaHCOBUX 00’ €KTaX.

IIP9. Po3pobisatu mnporpaMHi MOJENI MPEAMETHUX CEPEIOBHUIL, BUOUpPATH
napagurMy NporpamyBaHHS 3 MO3UIIN 3PY4YHOCTI Ta SKOCTI 3aCTOCYBaHHS IS
peanizaiii METOIIB Ta aJIrOPUTMIB PO3B’SI3aHHS 3a/lad B Tally3l KOMIT IOTEPHHUX
HayK.



ITP10. BuxkopucTtoByBaTH 1HCTPYMEHTAJIbHI 3aCO0M PO3POOKH KIIIEHT-CEPBEPHUX
3aCTOCYBaHb, MPOEKTYBATH KOHLENTYalbH1, JOT14HI Ta (i3uyHl Mojenl 6a3 JaHuX,
pPO3pOOIATH Ta ONTHUMI3YBAaTH 3allUTA JI0 HUX, CTBOPIOBATH PO3IMOAUICHI 0a3u
JaHUX, CXOBHWINA Ta BITPUHHM JaHUX, Oa3u 3HaHb, Yy TOMY YHCIl Ha XMapHHUX
cepBicax, 13 3aCTOCYBAaHHSIM MOB BEO-TIpOrpaMyBaHHSI.

ITP12. 3actocoByBaTH METOAM Ta AJTOPUTMU OOYHCITIOBAIBHOTO IHTENIEKTY Ta
IHTENIEKTYaJIbHOTO aHali3y MJaHMX B 3ajadax kiacudikaiii, MporHO3yBaHHS,
KJIACTEPHOTO  aHaji3y, TOIIYKY acOLIaTUBHUX TMPaBWI 3 BUKOPUCTAHHIM
MPOTPaMHMX IHCTPYMEHTIB MIATPUMKH OaraTOBUMIPHOTO aHAJII3y JTaHUX Ha

ocHoBi Texuousorii DataMining, TextMining, WebMining.

IIP17. BukoHyBaTu oprasizaiilo KOMI IOTEPHUX MapajieJbHUX Ta PO3MOALICHUX
O00YHCIIeHb, 3aCTOCOBYBATH YHMCEIbHI METOAM Ta AJITOPUTMHU JUIsl HapajedbHUX
CTPYKTYp, MOBU TapaJIeIbHOTO MPOrpaMyBaHHS MpU po3poOlll Ta EeKCILTyaTailii
napajneabHOTO Ta PO3NOIIICHOTO IPOrPAMHOTO 3a0€3eUCHHS.

3. 3micT Hana.Jg)Ho'l' TUCHHUILIIHA
3MICTOBI/I"I/I MOJAVYJIb 1.
OCHOBMU TEXHOJIOI'TI BAXUCTY IH(I)OPMAIIIi

Tema 1. 3axuct indopmanii Ta iioro ocHoBHi 3aBaanns. Kiacugikamis 3arpo3
st iHopmMarii Ta iX Jpkepen. 3ajadi  CUCTEMH KOMIT IOTEPHOI  Oe3MeKHu.
Knacudikaris 3aco0iB nmpotuaii 3arpozam Oesnexku. [Hpopmaliis 3 oOMeKeHUM
noctynoM. CTpykTypa MOJITUKM Oe3neKu Ta ii OCHOBHI yacTUHHU. CTpyKTypa 1
3MICT MPOQLITIO 3aXUCTY.

Tema 2. Ilousatra indgopmaniiinoi 6e3mexn. OCHOBHI CKJIa0B1 1HPOPMALIHHOT
oe3neku. BaxxmuBicTh 1 CKIIIHICTh TipoOsiemMu iHpopMaliiHoi 6e3neku. [puunau
ICHYBaHHSI KOMI'FOTEPHUX  3JIOAIIB. 3aKOHOAABYMM, aAMIHICTpaTUBHUM 1
nponeAypHuit piBHi. Knacudikariiss meTomiB Ta 3aco0iB 3aXHCTy MHPOrpaMHOIO
3a0€e3MeUeHHs.

Tema 3. MexaHi3mu i moaiTuku po3meskyBaHHs npaB aocryny. Cranmapru y
rajiy3l OILIHKM 3aXMILIEHOCTI KOMITI IOTEPHUX cHUCTeM. DYHKIIOHAIbHI BHMOTH
oe3nexku. Bumoru noBipu (rapantis O0e3neku). PiBHI OLIHKK A0OBipH "3araabHuX
kputepiiB". Kputepii oliHKM 3aXUIeHoCT] 1HpopMallil y KOMI' FOTEPHUX CUCTEMAX
B1JI HECAaHKITIOHOBAHOTO JOCTYITY.

Tema 4. OcHOBHI mnporpamMHoO-TexHiYHi 3axoau iHdopMauiiiHol Oe3meKu.
OCHOBHI TOHATTA MPOTPAMHO-TEXHIYHOTO pIiBHSI 1H(OpMaIiiHOT Oe3meKu.
Oco6muBOCTI cy4acHUX 1H(GOPMAIIHUX CHCTEM, SIKI € BAXJIMBUMU 3 TOYKU 30pY
oe3mneku. ApxiTektypHa Oe3neka. CepBicu Oe3meKHu.

Tema 5. Metoagu Ta mpucTpoi 3a6e3medyeHHst 3axucTy i Oe3mexkm. OCHOBHI
NPUHIMON 3axXUCTy 1HQoOpMalii Mpu MIAKIOYEHl A0 Mepexi [HrepHer. 3axuct
iH(dopmMarlllii Ha MepexkHoMy piBHI. IIpoTokonu 3a0e3nedeHHs IUTICHOCTI Ta
ABTEHTUYHOCTI JAHUX.

Tema 6. MoaeJi 3axucty iHdopmaii. AHai3 yMOB (yHKIIOHYBaHHS Ta 3arpo3
iH(popMaIlli B KOMIT'IOTEPHUX CHCTEMax Ta Mepexkax. MoJenl 3arpo3 y cy4yacHUX
KOMIT IOTEpHUX Mepekax Ta cuctemax. [loOynoBa Mojelni MOpyUIHUKA Y Cy4aCHUX



KOMIT FOTEpPHUX Mepekax Ta cuctemax. Oprasizailisi Ta 3acO0HM 3aXUCTy MaM’ STl B
EOM.

Tema 7. Ilapoji i MexaHi3Mu KoOHTpoJ0 3a goctynomM. DopmanbHi Mozeni
noctymy. JIMCkpemiiHWA Ta MaHIATHUW JgocTyn 10 iHdopmarii. Amnam3
3aXUIIEHOCTI ONEPALIHHUX CHCTEM.

3MICTOBHUI MOJYJIb 2.
KPUIITOT'PA®IYHI OCHOBH 3AXUCTY IHOOPMAIIII

Tema 8. IIudpyBanns nganux. CHUMETpUYHI, ACUMETPUYHI Ta KOMOIHOBaHI
kpunrocucteMud. OCHOBHI BUMOTH Ta Kiacu(ikalis Cy4acHHX KPUIITOCUCTEM.
Citka X.®eiicTens, 1 nepeBaru Ta HeAoJdiKi. MaTemMaTH4Hi OCHOBU aCUMETPUYHOI
Kkpunrorpadii.

Tema 9. Anropurmu 3 cekpernum kaouem. DES (Data Encryption Standard) —
ctangapT mmdpyBanHs nanux. OcHoBHI Mmoaudikamnii DES. brnokosi mmdpu.
Cy4acHi N0TOKOBI U(pH, IX epeBaru Ta HeJTOMIKU.

Tema 10. AaropuTmu 3 BigkpuTuMm Kaouyem. Anroput™ SSA. Anroputm Enb-
["amains. KpuntocTiiKicTh Ta MIBUAKICTE POOOTH aJITOPUTMIB.

Tema 11. IIporokosm ayreHTHdikamii. XemyBaJbHI  aNropuTMH, iX
MPU3HAYEHHs, BUMOTH 70 HUX. KOmi31iMHO-CTINKI (QyHKIIT XellyBaHHs. AJITOPUTMHU
cimerictea MD 204.

Tema 12. Iudposi migmucu. I[loHsarrs npo uudposuil mianuc (Ha HpUKIAIL
RSA). Bumorun po mudpoBoro mianucy. CraHmaaptd UUPPOBOTO MiAMKCY.
Anroputm ELIT JICTY 4145 270.

Tema 13. OcHOBHI BUIH aTak, NPUHOMNK KpunroaHamizy. Knacudikaris arak
Ha Kpunroaroput™u. JudepeHiiansHuit Kpuntoananis. JIHIMHWIA KpUITTOAHATI3.
Tema 14. HanpsmMu Ppo3BUTKY cy4yacHoi kpumnrorpagii. Acumerpuyi
QITOPUTMH HA OCHOBI ENINTHYHUX KpHUBUX. MaTeMaTH4HI MOAENI HENIHIHHUX
BY3JlIB 3aMIH Yy TepMiHax OyieBoi anreOpu. AJTOpUTMH Ha TEHEpaTopax
BUIAJIKOBUX Ta IICEBIOBUIIAJKOBUX MocaigoBHOcTed. KpunrtorpadiyHo CTiiKi
reHEepaToOpH MCEBJAOBUITAIKOBUX MOCHITIOBHOCTEH.

Tema 15. MexaHi3MH Ta NPOTOKOJHM KePYBaHHAl KJIKYAMHU iH(OpMaNiiHOI
cucremu. JKutteBuil 1Mkn KpunrorpadiuHoro kiroya besneka KepyBaHHS
kitouamu. KoMroHeHTH 1 cepBicH 1HOPACTPYKTYpH BIAKPUTHX KiI04iB. CTaHIapTH
1 cnertuikarii PKI. Ynpasninus ceptudikaramu.

4. CTpyKTypa HaBYaJILHOI JucuuILIiHU « TexHosorii 3axucrty indopmamii»
KinpkicTh roaun

Ouna (nenna) gopma

Ha3zBa Tem Ycboro y TOMY YMCJIi
Jlek. | Ip. Jla6. | CP
1 2 3 4 5 6




3microBuiit MoayJb 1. OCHOBH TeXHOJIOTII 3axXUcTy iHGopmaii

Tema 1. 3axuct iHdopmamii Ta 4 2 2

HOTO OCHOBHI 3aBJaHHS.

Tema 2. Tlonsattsa iHdopMmariitHol 4 ) 2

Oe3IeKu.

Tema 3. MexaHi3Mu 1 TOJITHKA 8 2 4 2

PO3MEXyBaHHS TIPaB JOCTYIY.

Tema4. OcHOBHI TporpamHO-

TEeXHIYHI 3axoju iHdopMaliitHO1 8 2 4 2

Oe3IeKu.

Tema 5. Meroqu Ta HPUCTPOI 10 4 4 2

3a0e3neUYeHHs 3aXUCTY 1 Oe3MeKHu.

Tema 6. Mozeni 3aXUCTY 4 2 2

1H(hopMmaIii.

Tema 7. Tlapom 1 MexaHI3MH 8 2 4 2

KOHTPOJTIO 32 JIOCTYIIOM.

Pa3om 3a 3micToBuUM moayaem 1 46 16 16 14
3micToBuii MoayJib 2. Kpunrorpadgiyni ocHoBH 3axucty iHgopmauii

Tewma 8. [lIudppyBanHs naHux. 8 4 4

Tema 9. ANTOpUTMH 3 CEKPETHHM 12 2 6 4

KITFOUYEM.

Tema 10. Anroputmu 3 BIIKpUTUM 6 2 4

KITFOUYEM.

Tema 11. ITpoTokonu 6 2 4

ayTeHTudikaiii.

Tema 12. [udposi mignucu. 8 2 4 2

Tema 13. OcHOBHI BUIM aTak, 12 4 6 2

IPUHITUIN KPUNITOAHAIII3Y.

Tema 14. Hampsamu  pO3BUTKY 4 2 2

cydyacHOi kpunrorpadii.

Tema 15. Mexanizmu Ta

MPOTOKOJIM KEpPYBaHHS KIFOUYaMU 10 2 4 4

1H(hOpMaIITHOT CUCTEMH.

Pa3om 3a 3micToBUM MoayJsiem 2 66 20 20 26

TH/3 8 8

Ycboro roguH 120 36 36 48

5. Temu ceMiHAPCHKHX 3aHATH
CemiHapChKi 3aHATTA HE MependaueHi HaBYAIbHUM TIJIAHOM.




6. TeMHn NpakTUYHUX 3aAHATH
[IpaxTruHi 3aHATTS HE Tepe0adeHI HaBUATLHUM TIJIAHOM.
7. Temu 1abopaTopHuX poodiT

Ha3zBa temu

KinepkicTh
TOIUH

3axucr indopmanii B onepauiitanx cucremax Windows ta
Linux.

VYcranoBka naposibHOro 3axucty BIOS. IlaponsHuii 3axuct
omepariifHoi cuctemMu. HanamryBanus Opanamayepa.
Hanaromxenns 6e3neku creka npotokoiiB TCP/IP. Jlokanpaa
MOJITHKA O0e3meKu. AyIUT KepyBaHHS OOJIKOBUMH 3alTUCaAMH.
AyauT nojii BXoy B CUCTEMY. AYAHUT IOCTYIY J0 CIy>KOu
KaTaJjoriB. AyJUT BUKOPUCTAHHS MIPUBLICIB. AYJIUT B1ICTEKEHHS
POIIECiB. AYJIUT CUCTEMHUX TOJIIM.

3axucr ingopmanii y mepexax Microsoft Windows.

3acBOITH MPUHIIMIY 1 TEXHOJIOT1IO 3aXUCTY 1HhOpMaIlii y
onepauiiiHiil cucremi Microsoft Windows. Haganus npas pi3HuM
KaTeropisiM KOpUCTYBauiB, TOCTYIy 10 AUCKIB, KaTaJloriB, (haiiB,
BUKOPHCTaHHA 3araJIbHUX PECYPCIB B JOKAIbHIN MEPEXKI Ta
KOHTPOJIb 3a iX BUKopuctanHaMm. [lomyk iHdopmariii nmpo
nopyuieHHs 6e3neku iHpopmaiii. BusHaueHHs criocoOiB 3710My.
HanpairoBanHst MeTo/11B Ta 3ac001B 3aXUCTy 1HGOPMAITIi.

3axucr indopmauii B onepauiitHii cucremi Windows.

3acBOITH MPUHIIUIK U €JIEMEHTH TEXHOJIOT1i KibepOe3nexku B
onepariitHii cucremi Windows. O3HalOMUTHUCH 3 PIBHSIMH 3aXHUCTY
KOMIT'FOTepa, MOXKJIMBICTIO HA/IaHHS TIPaB PI3HUM KaTeropisim
KOPHCTYBauiB, BCTAHOBJICHHSI, 3MiHa, 30€piraHHs MapoJTiB,
BCTAHOBJICHHS iX TTapaMeTpiB, OJOKyBaHHSIM MTPUHMaHHS
1H(popmalii Ta podOTH Tporpam NpUXOBYBaHHs (AIIB Ta
KataJoriB. Pe3epBHE KOMIIOBaHHS JTAHUX

CTBOpeHHs i 30epiraHHs HAAIMHUX MAPOJIIB.

Bu3HaunTH 3arajibHi BAMOTH JI0 HAJIIMHOTO MapoJito. 30epiraHHs
napoJiiB. [lomTrka CTBOpEeHHS HaIIHOTO Mapoiito. OHIaiH
IHCTPYMEHTH CTBOPEHHS TTApOJIiB.

HIndpyBanHs 32 10NIOMOIr0I0 AJTOPUTMIB 3 CEKPETHUM Ta
BIAKPUTHM KJIIOYEM.

OTprMaHHS TEOPETUYHUX Ta MPAKTUYHUX HABUYOK pOOOTH 3
porpaMHUMU 3acobamu mmdpyBanns nanux. Komm'torepHa
nporpama Pretty Good Privacy). I'enepaiiii i po3nois KJIro4iB.
Kitroui 115t mm@pyBaHHs i, MOB'A3aH1 3 HUMH, KITIOUl IS
JIemu(ppyBaHHs.

Enexrponnunii undposuii mignuc.
EnexTpoHHO-11MpoBHUl NiANKC HA OCHOBI anroputmMy RSA.




Buxopuctannsim kpunronpoBaiiepis .Net 1 cTBOpeHHS 1
nepeBipKy HU(POBOro MiIHUCY.

Opranizanis aTak Ha apxXiBH 3 aPOJbHUM 3aXHCTOM METOAOM
«rpy0o0i cuiIm».

Metonu 3mamy napossi. ATakd Ha CUCTEMY HapOJIbHOTO 3aXUCTY
ZIp apXiBiB.

JlocaaiizkeHHs AKOCTI KJI4Y0BHX (aiiis.

Kpurepii ctoxacTuuHOi AKOCTI KitouoBuX (aiiis. [ligpaxyBaHHs
1H(opMariiiiHoi eHTpomii Ta mepeBipka (ailily Ha BIAMOBIIHICTh
KPUTEPISIM CTOXACTHUYHOI SIKOCTI (3T1JTHO 0 BapiaHTy).

Pazom
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8. Camocriiina po6oTa

Ha3Ba TeMu/nuTaHHA JJIs NiATOTOBKH, 3aBJaHHS

KinbkicTh
TOIUH

3akoHogaBcTBO B cepi iHGopmaniiiHol Oe3mexn.

OcHoBHI nos10keHHS 1H(popMarliiiHoi Oe3neku aepxxasu. Cucrema
HOPMATHBHO-IIPABOBOI'O Ta OPraHi3allfHOTO YIPABIIHHS
1H(popMarliiiHoo O0e3nekor0. BuzHaueHHs1 00’ €KTiB Ta Cy0’€KTIB
1H(hOpMaIlIiHOI ISUIBHOCTI, 10 N1UISITAI0Th 3aXUCTY.

KoM’ roTepHi 3;104MHM Ta 32C00H iX 3am100iraHHs.

Buau xoMIm’ roTepHUX 3710YMHIB Ta BIAMOBIAAIBHICTD 3a 1X
3nicHeHHs. OCOOIMBOCTI PO3CIiAYBaHHS KOMIT IOTEPHUX
3JI04YMHIB. 3aXUCT 1HGOpMAIlil B aBTOMaTU30BAHUX CUCTEMAX.

OCHOBHI MeTOAM KPUNITOAHAJIIZY.
Ictopist kpunroananizy. Knmacuununii kpunroanani3. CydacHi
METOJM PO3KPUTTS aJTOPUTMIB UG PYBaHHS.

Kanacudikauis BipyciB 32 IIKiAJIMBICTIO, MEXaHI3MOM
NMOIIUPEHHS TA 0COOJIMBOCTAMU AJTOPUTMIB.

BusznauenHs Bipycy. [cTOpu4HI 1aHi PO KOMI'FOTEPH1 BIPYCH.
AnroputmMu pobotu BipyciB. MexaHi3MH pO3MHOXKEHHS BIPYCIB.

Jeckpunrop Bipycy.
CkazioBi Jeckpunropa Bipycy. JlekoayBaHHs JECKPUTITODPY.

IHomyk BipyciB 32 CHUTHATYpaMH.
BusHaueHHs1 cUrHaTypu Bipycy Ta BUMOTH 710 HUX. Bunun
curdaryp. lllTamu Bipycis.

Creranorpadis.

Buxopucranns rpadiyHuX, 3ByKOBUX Ta TEKCTOBUX (DAMIIIB JIJ1s1
NPUXOBaHOI nepenayl iHdopmarii. ['amy3i 3acTocyBaHHs
creranorpadii. [Tpaktuuni acnekTy NoOyOBH CTETaHOCHUCTEM.

AJITOPUTM ONITUMAJILHOTO cTUCHEeHHS iHdopmanii Xaddmana.
[To6ynoBa nepeBa komyBanus Xaddmana (H-gepeso). Hegomiku
KJIacHYHOTO anroputMy Xadhdmana. AnanTuBHe CTUCHEHHS.
3acTocyBaHHS METOJYy CTUCHEHHS JJaHUX MeTosIoM Xaddmana.

MomnoanadasirtHi i 6araToajndaBiTHI KPpUNTOCHCTEMHU.




Tpangumiitai icropuuni mmdpu. AnutuBHI MOHOAI(aBITHI MU(pU
nigctanoBku (mmdpu Llezaps). ABTOKIIOYOBHIA TP
nigcranoBku. [ludp mincranosku Ineiidepa.

10.

Mopyasipui mudpu.

AcumeTpuyHi anropuTMH mudpyBaHHs iHOOPMALITHUX TOTOKIB.
[TigBUIIEHHS IBUAKOIIT AaCUMETPUYHUX KPUITOCUCTEM 32
JIOTIOMOTO10 OIepaliii MOAYJISIPHOTO MHOXEHHS Ta
€KCIIOHEHIIIFOBAHHSI.

11.

IIudpu Bixkenepa.
Cnucoxk Bixenepa. Eranu 3actocyBanus mudpy Bixxenepa.
MeTonu 3HaXOMKEHHSI IOBXKUHU KITIOUIB.

12.

IIndpu [neideiiepa, Xina, o1HOPA30BOIr0 0JJOKHOTY.
birpamu. AIroputm 3acToCyBaHHsI IH]PIB.

13.

Citka ®eiicTens.
Hudys3is 1 koH}y3is (pO3CitOBaHHS 1 MEPEMIITyBaHHS). AJITOPUTM
nemudpyBaHHS.

14,

KananbHe i HacKkpi3He LIM(PYBaHHA JaHUX B Mepexax
nepenavi JaHux.

Cnocobu nepenaui 3amudpobanux gaHux. lludpyBanns
€JIEKTPOHHOTO JIUCTyBaHH. CTaHIapTH HaCKP13HOTO
mdpyBanHsa. Konnenuis kanaibHoro mudpysanssa. Hegomiku
KaHaJIbHOTO KdpyBaHHs. PO3MoIUT KITIOYIB.

15.

Kpunrocucremu, mo 0a3yr0TbCcs Ha 3a1a4i IPO PIOK3aK.
dopMynroBaHH 33/1a4l prok3aka. [liipaxyHOK BapiaHTIB
nepedopy. AJIrOpUTM pO3B’sI3aHHSA 3a/1a4l «CYIIEP3POCTAIOYOT 0
pIOK3aKa. ANrOpuTMH MU(PYBAHHS «PIOK3AYHUX)
KPUIITOCUCTEM.

16.

CruaagHicts o0unciaenb. I'imore3a P=NP Ta criiikicTh
KPHUIITOCHCTEM.

BusnaueHHst KpUNITOCTIMKOCTI. BUMiptoBaHHSI KPUTITOCTIMKOCTI.
OCHOBHI TPUHIMIHN KPUOTOJIOTII. KiIacu]iKaIlisi KpUITOCHCTEM.

17.

OnHocTOpOHHI PyHKIIIIL.
['inote3a npo icHyBaHHS OAHOCTOPOHHIX (PYHKIINA Ta CTIMKICTh
KPUIITOCUCTEM.

18.

IlceBnoBUNAAKOBI reHepPaTOPH B cUcTeMAaX iH(opMAaLiHHOT
Oe3nexu.

Kpunrorpadidno cTiiiki reHepaTopu NCEBIOBUTIAIKOBUX YHCET.
CraHgapT arOpUTMIB TeHeparlii MoCIiJOBHOCTEH BUTIAAKOBUX
yucesn. ATaku Ha TeHEPaTOPH TICEBIOBUIIAIKOBUX YHCEIL.

19.

IIporoxo., mo 6a3yerncs Ha i3omMop@izmi rpadis.
AyrenTudikauis.

[Tigxonu 10 BUKOpUCTAaHHS Teopii rpadiB B 00JIaCTI 3aXUCTY
1H(popmarrii. Bukopucrtanus teopii rpadis sl OMUCY CXEMHU
1H(hOopMaIIiHUX MOTOKIB B 1H(OpMAIlIHIN CUCTEMI.




MopentoBaHHS, aHaJ13 Ta 3aCTOCYBaHHs rpadiB aTax.

20. | KepyBaHHS K/II0YaMHU.

XKutreBuii Uk kpuntorpadigHoro Kiroda. MeToau KepyBaHHS
kimodamu. besneka kepyBanHs KirodaMu. [IpoTokomu 2
3a0e3MeueHHs Oe3eKy KIoviB. JKUTTeBuit Mk cepTudikatis 1
KJTIOYIB.

InguBinyajsbHe HAyKOBO-a0CHiAHe 3apaanus (IH/3):
JIomoBiIb Ta MyJIbTUME/I1ITHA IPE3EHTAIIIS 32 TEMAMH:

1. [Indp nmiacranoBku (kBaapat [lomimis).

2 KonyBanns tekcty B k-3HauHOMY 1IudpoBOMY asidasiTi.
3. Hakmanenns ramu (TICEeBAOBUMAIKOBI TTOCITITIOBHOCTI ). 8
4, XOR — kogyBaHHS.

3) CTOBIMYMKOBA TPAHCIIO3UIIIS.

6. [TopiBHsiIHHA KpunTorpadiuHux 3aco0iB pi3HUX MPOTOKOJIB
MOOUTBLHUX TIJIATEXKIB.

Paszom 48

Kpurepii ouiHl0oBaHHS BUKOHAHHA CaMOCTIHHOI po0oTH
1. CtpykTypa — KOPOTKI MOBIIOMIIEHHSI O(DOPMITIOIOTHCS Ha marepi (2-3 CTOPIHKH)
ab0 y BHIJISAI KOPOTKOI Mpe3eHTallli 13 BUKOPUCTAHHSIM 3aCTOCYHKIB IS
CTBOpPEHHsI Tpe3eHTaniid. J[pykoBanuii Tekct —14 kerms, intepsan 1,5, Times New
Roman. Bumororo 10 mnpe3eHTamii €  SCKpaBiCTh, 1H(OOPMATUBHICTD,
npe3eHTadenbHICTh (5-7 crnaiiaiB Jyisi KOPOTKOTO MOBIJOMIICHHS). Yci mamepianu
Maroms Cynpo8oONCY8AMUCH NEPENIKOM BUKOPUCMAHUX THPOPMAYIIHUX Odceper.
2. Kpurepii 1151 OLIHIOBAaHHS:
— CBO€YACHICTh BUKOHAHHS,
— J00pOYECHICTh Ta KOPEKTHICTh Yy TMPEICTaBlIEHI TEKCTIB, MpPE3eHTallid Ta
nocuiansb (y pasi JOBEJEHOTO Iiariaty 6ajim 3a poOoTy aHyJIOI0ThCS);
— MIOBHOTA, TPAMOTHICTb 1 KOPEKTHICTh PO3KPUTTS OCHOBHUX IMOJIOKEHb;
— TBOPYMH MIX11 10 TOCTAaHOBKH 1 peari3allii 3aBIaHHS;
— BIMOBITHICTH (DOPMAIBHUM KPUTEPISIM (CTPYKTYpa, TTOCIII0BHICTD,
JIOT1YHICTh, MOBHA TPAMOTHICTb, SIKICTh O()OPMIICHHS TOIIIO).
— BMIHHSI 3aCTOCOBYBATH TEOPETUYHI 3HAHHS JIJIS PIIICHHS MPaKTUIHUX
3aBIaHb.
3. Kpurepii mono BukoHanHs Ta omiHoBanHsa I[HJ/I3. Odopmnene ITHJI3
PO3MIIITYETHCS B OYIb-SIKOMY «XMapHOMY CEpPEJOBUIII» 13 JOCTYIOM BHUKJIagada
(ampeca TOTOMXKYyeThCcs 3 BUKIamadem). Kputepii momo odopMIIeHHS Ta
OI[IHIOBAHHSI CMIBMAIAI0Th 13 KPUTEPISIMU OI[IHIOBAHHSI CAMOCTIHHOI pOoOOTH.
Tema 1HIUBITYyaILHOTO HAYKOBO-IOCTIAHOTO 3aBAaHHS Ta TEPMIHU HOTO MOJaHHS
y3roKYIOThCA 3 BUKJIafadeM. 3aXUCT 3aBIaHHs BiI0YBAE€ThCS HE MI3HIIIE MOYATKY
eK3aMeHalliHoI cecii.

9. MeToau HABYAHHSA
1. MeTonu opranizamii Ta 31HCHEHHS HaBYAIHHO-TTI3HABAJIBHOI JisJIBHOCTI:




a) 3a JokepenoM iH(opmarlii — ciioBecHi (MOsSCHEHHS, PO3MOBiAbL, Oecisia), HaouHi
(CHOCTepe)KeHH}I I[GMOHCTpaLIIH) MPaKTUYHI (MOJICTIOBAHHS).

0) 3a JOriKOI0 Hepez[arn 1 crnpuiiMaHHs HaByYaibHOI 1HGOpMaIii (1HIyKTHUBHI,
NeAyKTUBHI, aHATITHYHI, CHAHTCTUYH] );

B) 3a CTYNEHEM CaMOCTIHHOCTI MHCIEHHS (PEempOAyKTUBHI, TOIIYKOBI,
JTOCIT1THHUIIBKI);

I) 3a CTyNeHeM KEpyBaHHS HaBYAJIBHOIO [ISUTBHICTIO (MiJg KEPiBHUIITBOM
BHKJIaJa4ya, caMOCTiiiHa poO0Ta CTYJCHTIB).

2. Meroau cTUMYJIOBaHHS I1HTEpecy [0 HaBYaHHS 1 MOTHBAIi HaBYaJIbHO-
Mi3HABAJIBHOI JISJILHOCTI: HaBYaJIbHI JIUCKYCIi, CTBOPEHHS CHUTYyaIlll Mi3HaBaJIbHO1
HOBU3HHM, IHTEPAKTUBHI BIIPaBU Ta 3aBJIaHHS.

[Tin yac BUBUECHHS HaBYAIBHOI JUCIUIUIIHA BUKOPUCTOBYIOTH Taki (popMu poOOTH
— Jekiis, jdabopatopHa po0OoTa, caMoCTiiiHa po0OOoTa, 1HIUBITyaJlbHE HAyKOBO-
JOCJIITHE 3aBIaHHS.

[lin yac mpoBeAeHHS JEKIiil BUKOPUCTOBYIOTHCA HACTYIHI METOAM HaBYAHHS:
MOSICHIOBAJIBHO-1TFOCTPATUBHUI METOJ, 1H(popMaIIiHO-pELENITUBHHUI;
PENpPOAYKTUBHUA MeTOA (penpoAyKuis - BIATBOPEHHS); METOJ MpPOOJIEMHOIO
BUKJIaJTy; YaCTKOBO-TIOITYKOBHI METO/I.

[lin yac maboOpaTOPHUX 3aHATh BUKOPHCTOBYIOTHCS HACTYNHI METOAM HABYaHHS
YaCTKOBO-TIOLIYKOBUM, 200 €BPUCTHUYHHUA METOJ; IOCIIIHHUIBKUANA, MPU 3aXUCTI
7a00paTOPHUX POOIT Ta THAUBITYAILHUX 3aBAaHb BUKOPUCTOBYETHCS JUCKYCIHHUMN
METO/I.

10. ®opmMH KOHTPOJIIO TA METOAH OLiHIOBAHHA

[ToTouHU KOHTPOJIb 3AIMCHIOETHCS 32 PE3yJIbTaTaMH BUKOHAHHS 2 KOHTPOJIBHHX
poOIT 3a 3MICTOBUMH MOJIYJISAMH, 3aXHUCTy I1HAMBIAYaJbHOTO 3aBJIaHHA.
ONIHIOETHCS TAKOXK aKTUBHICTh CTYJIEHTA B MPOLIECI 3aHITh: YCHE OMUTYBaHHS Ha
JIeK1ii, HaNMCAaHHS 3BITIB J0 Ja0OpaTOPHUX pOOIT, iX 3aXUCT, PO3B’SI3aHHSA
NpaKkTUYHUX 3aaa4. [1i1cyMKOBUI KOHTPOJIb - €K3aMEH.

[Ipu omiHOBaHHI B Oajlax PIBHS 3aCBOECHHS MaTepialy BUKOPHUCTOBYIOTHCS
3arajibHi KpUTEpii OI[IHIOBAHHS HABUAJILHUX JOCSATHEHD 3700yBauiB BUILOT OCBITH:

Kpurepii oniHr0oBaHHS BUKOHAHHA CaMOCTIHHOI po0oTH
PesynbraT 1HAWBIMYyaJIbHOTO 3aBlaHHSA TMPEACTABISAIOTbCS Ha mamepi (2-3
CTOpIHKH) ab0 y BUTsAl gomosiai (7-10 XB), 10 CyNPOBOIKYETHCS MPE3CHTAIIIEIO
(5-7 cnaiinis).

KpurepisiMu oliHIOBaHHS €: TTOBHOTA MPEICTABIICHOTO MaTepiaiy, sIKICTh JTOMOBII1
Ta MPE3eHTallli, BIIMOBIIeH HA 3alUTaHHS BUKJIaJa4a Ta OJTHOKYPCHHKIB.

Kpurepii oiHloBaHH BUKOHAHHS JIA00PaATOPHUX POOIT
CTyaeHT NOBMHEH BUKOHATH BCl JIAOOPATOpHI pOOOTH. 32 BUKOHAHHS PO3PAXYHKIB
Ta oopMJIeHHS pOOOTH 3TiTHO BUMOT METOJMYHMX BKa31BOK J0 JIaDOpaTOPHHUX
poOIT HapaxoByeThCsl 7 OalliB 3a KOXKHY poOoTy. ITpu 3axucti poboTH, 32 KOXKHY
MIPaBUWJIbHY BIJMIOBI/Ib HA 3alIUTAHHS J0Aa€Thcs 1 Oan. 3a HempaBWIbLHY BiJMOBIb,
abo 11 BIACYTHICTH Oalyd HE J0Jal0ThCcs. MakcuMalibHa KIJIBKICTh OajiB 3a
nabopatopHy poOOTy He moBuHHA mnepeunlyBatd 10 OamiB. Ilpu BucTaBiIeHHI



MIJICYMKOBOT OIIIHKM OepeTbcs cepeiaHs apudmeTnyHa OIlIHKAa 3a BciMa
nabopaTopHUMHU POOOTaAMHU.

KpuTepii oniHIOBaHHA MiZICYMKOBOI0 KOHTPOJIIO
[TimcymMKoBHiA ceMeCTpOBUN KOHTPOJIh (€K3aMEH) MPOBOIUTHCSA B YCHIN (opMmi.
Ex3amenaniiiHuii OieT MICTUTH JBa TEOPETUYHHX MHUTAHHA, KOXXKHE 3 SKHX
OLIIHIOETBCA OKpeMo 3a 20 6aTbHOIO IIKAJIOHO.
KpuTepii o1iHIOBaHHS TEOPETUUHOTO MUTAHHS:
— TIOBHA PO3ropHyTa BiAMoBias — 20 0ais;
— TIOBHA, ajie He PO3ropHyTa BIAMOBIAL — 17 GaniB;
— TIOBHA, aje HE PO3rOpHYTa BIJANOBi/b, KA MICTUTh HE3HAYHY MOMUJIKY YU
cynepeuHicTh — 15 0aniB, 3a KOXHY HACTYIHY HE3HAuYHy T[OMMJIKY 4H
CYNEpPEUHICTh 3HIMaeThes 1 6a;
— HETOBHA BIJIMOBI/Ib, SIKA HE MICTUTh KPUTHUYHUX MOMMIIOK UM CYyNEPEUYHOCTEN —
10 Gamis,
3a KO’KHY HaCTYIIHY HE3HAUHY MOMMJIKY UM CYIIEPEUHICTh 3HIMA€EThes 1 Oa;
— BUINOBIAb, IO MICTUTh KPUTUYHY MOMWJIKY YU HETOYHICTh, 00 BIJICYTHICTb
BIJIIOBI1 OLIHIOETHCS B 0 OaiB.
Kinbkicte OamiB, mo 3700yBad OTpUMaB Ha ICOUTI, € CyMmMoro OaniB, o Oymau
OTpUMaHI1 3a KOXKHE 3aBJaHHs 3 €K3aMEHAIIHOTO O1JIeTy.
KinneBa oniHKa BUCTaBISETHCA 3a CyMOIO OaliB MOTOYHOTO Ta MIJCYMKOBOTO
KOHTPOJIIO 3a IIKAJIO0, 110 HaBeAeHa Hibk4e (1.12).

11. IIuTaHHs AJA NIATOTOBKHM JJIS1 IOTOYHOI0 Ta MiICYMKOBOI0 KOHTPOJIIO.

1. [ToniTuka 6e3reku. OCHOBHI OHATTS Ta MPHUHIIAIIH.

2. CrtpykTypa noiTHKU O0€3MeKu Ta il OCHOBHI YaCTHHH.

3. KutreBuii LUK PO3POOKH CUCTEM OE3MEKH.

4, Cuctema 6e3nexku. OCHOBHI TOHATTS MPO 1H(OpMaIlito.

S. [ToHsATTS TIpO 1H(POPMAILIIO 3 0OMEKEHUM JOCTYIIOM.

6. OCHOBHI TOHSTTS MIOJAO0 CHCTEeMH Oe3neku BiAMOBiAHO 10 "OpaHkeBoi
KHUTH".

7. Kputepii eBpomneiicbkoro craHgapTy y Trajiy3l OIIHKH 3aXHIIEHOCTI
KOMIT’ FOTEPHUX CUCTEM.

8. OCHOBHI MOHSATTS YKPAaiHCBKOIO CTaHAAPTy Yy Taiy3l OLIHKK 3aXWUIIEHOCTI
komm ' rorepuaux cucrem — HJ[ T3I 2.5-004-99 Vkpainu.

Q. Mexanizmu 0e3nexu iHGOpMaIIHHUX CUCTEM.

10. OcHOBHI TPHWHIMIHN 3aXUCTy 1H(GOpPMAII TpU MIIKIIOYCHHI 10 MEpexi
InTepHer.

11. 3axuct iudopmamii B 1HQOpMAIIHHUX CHUCTEMax 3a JOIMOMOTOIO
MIKMEpEKEBUX EKPaHiB.

12.  OcCHOBHI peXHMH BUKOPUCTAHHS MEPEKHUX MPOTOKOJIIB.

13. 3ab6esnedeHHst KOHDIICHIIIHHOCTI, UIICHOCTI Ta aBTEHTUYHOCTI JaHuX B IP-
Mepexax.

14. 3ab6esnedeHHst Oe3MeKku MaHUX B iHQOpPMaLIMHUX CHUCTEMax 3a JOMOMOTOIO
Log-cepgepa.



15. 3alesneueHHs Oe3neku JaHUX B 1HGOPMAIIHUX CHUCTEMAaxX 3a JOIIOMOTOIO
Proxy-cepsepa.

16. 3a0e3neueHHs €NEKTPOHHOI MOIITH 32 JOMOMOT0I0 aHTUBIPYCHUX MPOTPaM.
17.  OcHOBHI BHUMOTH, SKi BHUCYBAalOTbCA JI0 OOUYHMCIIOBAIILHUX MEPEX Ta
1H(QOpMAIIIITHUX CUCTEM.

18. Mopnens peamizamii 3arpo3 iH(GOpMaUIHHUX pecypciB B iH(pOpMaLIHHUX
CUCTEMaX.

19. Mogeni mopymiHMKa B CY4aCHUX TJIOOQIBHHMX (JIOKATBbHUX) MEpekax Ta
iHpOpMaIIHHUX CUCTEMAX.

20.  Opranizanis 3axucty nam’sTi B cyyacHux [1K.

21. Mopueni 6e3mekH, 10 3aCTOCOBYIOThCS Mpu 1o0y0B1 3axucty B CYB/I.

22. ®opmanbpHI Mojell Joctyny Ao iHdopmarlii. JIucKperiiHuil Ta MaH1aTHUI
JIOCTYTI JI0 TaHUX B 1HGQOPMAIIHUX CHCTEMaX.

23.  OCHOBH 3aXHIIEHOCTI Cy4YaCHUX ONEPALIHHUX CUCTEM.

24. Ilincuctema 3axucty B OC Windows. OCHOBHI MOCIyTH Ta MEXaHI3MH
3aXUCTY.

25. Iliacucrema 3axucty B OC Linux. OCHOBHI niepeBaru 1 HeJIOIIKH.

26. Krnacudikariis cydacCHUX KpUIITOCUCTEM Ta OCHOBHI BUMOTH JIO HUX.

27. Kom6iHOBaHI KpUNITOCHCTEMH. IX TlepeBaru Ta HeJOMiKH.

28.  OcHOBHI MaTeMaTW4Hi ormepailii moa0 MoOyA0BH KPUITOCUCTEM.

29. MaremaTnuHa MOJAETh CEKpeTHOi cucteMd. OCHOBHI BHMOTH IIOJIO
3a0€3MeUYeHHs KPUNTOCTIMKOCTI 1H(GOPMAIIITHIX CUCTEM.

30.  OcHOBHI BUMOTH IIOJI0 KPUIITOCTIMKOCTI CEKPETHOTO (OCOOMCTOr0) KiIto4a y
CUMETPUYHHX Ta ACUMETPHUYHUX KPUIITOCHCTEMAX.

31. OcnoBui omepamii mudpyBanns y DES (DataEncryptionStandard) -
cranaapti mmdpysanHs ganux CHIA.

32.  Ocnosui moaudikarii mmdpy DES (3DES, DESX). [lepeBaru ta HeA0IKH.
33. OcHOBHI peXUMH pOOOTH OIOKOBO-CUMETPUYHUX IIH(PPIB HAa OCHOBI
BUKOpUCTaHHA anroputmy DES.

34. CyuacHi noTokoBi mudpu, X mepeBaru Ta HEJOTIKH.

35. Anroputm  acuMmerpuuHoro  mmdpyBaHHS  ganux ~ RSA,  #oro
KPHUIITOCTIAKICTh Ta IIBUJIKICTh POOOTH.

36. OcHoBHiI omeparmii anroputMy Enb-I'amans, #oro 0Oe3meka Ta
KPHUIITOCTIHKICT.

37. IIporokonu 3a0e3meueHHs aBTEHTUYHOCTI JJAHUX 32 JJOTIOMOT'OI0 aJITOPUTMIB
RSA.

38.  OCHOBHI BUMOTH IIOJ0 KPUMTOCTIMKOCTI ACUMETPUYHUX KPUIITOCUCTEM.

39. CremianbHi MexaHi3MH O€3MEKH Ha OCHOBI BUKOPHUCTAHHS aCUMETPUYHUX
ITOPUTMIB IIU(PPYBAHHS TaHUX B iH(QOPMAIIHHUX cHCTEMaX.

40. IlonsaTTs mpo XenryBajibHI aITOPUTMHU, 1X IPU3HAYEHHS, BUMOTH JI0 HUX.

41. AnroputmMu (QopMyBaHHS KOMIB-XCIIYBAaHHS 3a JIOMIOMOTOIO O€3KIFOYOBHX
Xemn-(pyHKIIH.

42. Koau uimicHocti nanux (MDC-koau). CriocoOu BUKOPUCTaHHS Y CYy4aCHHUX
1H(OopMaIIHHUX CUCTEMAaX.



43. Konu aBrentuynocTi nanux (MAC-koan). Criocodu iX moOy10BH.

44, OcHOBHI TOHATTA YHIBEpCAJIbHUX KJAciB XemryBaHHA naHux. [loOynoBa
KacKaJIHUX CXEM XEUIyBaHHS Ha OCHOBI BHUKOPUCTaHHS Xeml-QyHKIiH Ha
yHIBEpCaTbHUX KJlacax.

45.  TlonsaTTa dpoBOTO MIAMUCY, BUMOTH JI0 HHOTO.

46. Kiacudikamis cxem mudposoro mianucy. OCHOBHI anropuTMu (CTaHIAPTH)
ELIL

47. Omeparii cxeMd HUPPOBOTO MIANUCY Ha OCHOBI anroputmy Enb-I'amans
(ctangapt DSA).

48. IIpoTokoJM KOJEKTUBHOTO Minucy Ha ocHOBI mpoTokory ECPR.

49.  OCHOBHI MOHATTS TEOPIii KPUITOAHATIZY.

50. Knacudikariist aTak Ha KpUNITOAITOPUTMH.

51.  OcHOBHI NOHATTA AU(PEPEHIIATBHOTO KPUITOAHAII3Y.

52.  OcCHOBHI MOHSTTSA JIHIHHOTO KPUTITOAHATIZY.

53.  CyrtHicTb aTaku AemupyBaHHS ITEPAIiSIMH.

54.  CyTHICTb aTak¥ Ha CIIUTbHUNA MOIYJIb.

55.  CyTHiCTb aTak¥l Ha €NEKTPOHHUM MiMHKC.

56. CyTHicTh aTaki Ha OCHOBI 0OpaHoro Tekcty (chosen-text attack).

57. CytHicTh aTaku Ha OCHOBI oOpanoro mmmudpotekcty (chosenciphertext
attack).

58. HoBi acuMeTpuuHi aarOpuUTMH Ha OCHOBI €NMINTHYHUX KpuBUX. OCHOBHI
nepeBaru Ta HeJJOJIKH.

59. MarematnyHi Mojen HeMHIAHUX By3nmiB 3aMmiH  (S-box). OcHOBHI
MaTeMaTHUYH1 oneparii npu ix mooyI0BI.

60. T'eHepyBaHHS BUNAJAKOBUX Ta TICEBIOBUIAIKOBUX IOCIIIOBHOCTEH OO
BUKOPUCTAHHS B MeXaH13Max Oe3Meku 1HPOopMaIiiHUX CUCTEM.

61. CyuacHi anropuT™Mu MOOYJOBH KacKaJHUX XemI-(QOyHKIIA HAa yHIBEpCaTbHHUX
KJiacax.

62. OcHOBHI  TONOXEHHS  KEpyBaHHSI  KiIoyamMu.  JKUTTEBHM UK
KpUINITOTpadiyHOTO KITH0Ya.

63. besneka kepyBaHHs Kro9amu. [IpoTokonm 3a0e3nedueHHs 0€3MEKH KITFOUiB.

12. Po3noaiu 0aJiiB, AKi OTPUMYIOTH 3100yBayi

IToTo4yHMi TA NePiOAUYHNI KOHTPOJIb

Inausillincym
AyaJb | KOBHH
He |[KoHTpO (Cyma

3micToBuii MmoayJnb 1 3MmicToBHiiI MOaYyIb 2 camMoc| Jb oaJis
Tiline |(eK3aM
3aBJa| €H)
HHA

T1|T2|T3|T4|T5|T6|T7 KP/JIP|T8 | T9 T10T11[T12T13[T14T15KP|JIP

10 40 100

1]1j1]1j1f1f1|7j10]21 11 )1 /1)1 ]1]1|8]10

T1...T15 — temn, KP — xonTposbHa poboTa, JIP — maGoparopui podoTu



KontponrHna pobOoTa 3a 3MICTOBUM MOJYJIEM 3IIMCHIOETHCA y (POpMi MUCHMOBHUX
TECTOBUX 3aBJaHb IICIAS BHBYCHHS MaTrepialy KOXKHOTO 3MICTOBOTO MOJIYJIS.
TecToBi MUCHMOBI 3aBJIaHHS JIJIS MOAYJIBLHUX KOHTPOJIBHUX POOIT CKIAIAIOThCS 3 7
(3mictoBuii Moxyns 1) a6o 8 (3micTOoBHI MOIyNlbh 2) TECTOBUX 3aBAaHb 1
BIJIMOBIIAI0OTh 3MICTY HaBUaJbHOTO MaTepiady MOIyJsA. 3a KOXKHY MpaBUIbHY
BIJIMTOBI/Ib HA OJTHE TECTOBE 3aBJIaHHS CTYACHT OTpuUMYy€ 1 Oai.

Po3noaina 6aJtiB 3a BUIaMu HABYAJIbHOI po00TH

Buau naBuanbHOi poboTH

banu 3a onne 3anatTa [Kinbkicts| CyMapHa KUTBKICTh

(3aBIaHHA) 3aHATh OamiB
3micTOBUN MOy |
[ToTOYHMI1 KOHTPOJIb Ha JEKLIAX 1 7 7
BukoHaHHS 1 3aXHCT 10
. 10 4
mabopaTOpHUX POOIT (cepenHs)
KontponbHa poboTa 7 1 7
Ycboro 3a 3MicTOBUM 0-24
moayJem 1
3MiCTOBHI MOIYJb 2
[ToToYHMIT KOHTPOJIb HA JCKIISAX 1 8 8
BukoHaHHS 1 3aXHCT 10
: 10 4
mabopaToOpHUX POOIT (cepenHsi)
KonTtposnpHa poboTa 8 1 8
Ycboro 3a 3MicTOBUM 0-26
MoayJieM 2
Bukonanns ta 3axuct [HJ[3 0-10
[Ti1cyMKOBHUI KOHTPOJIb 0- 40
(ex3ameH)
IlincymkoBa cyma 0aJiB 0-100

HIxana oninoBanuga: HanioHaJabHa Ta ECTS

Ouinka 32 HAIOHAJILHOIO LIKAJI0K0
Cyma OauiB 3a Bci BUIH JUISl €K3aMEHY,
HABYAJIbHOI KypCOBOT'O
NiSILHOCTI Orminka €KTC MPOEKTY TUTS 3QUTIKY
(pobory),
MIPaKTUKU
90 - 100 A BIZIMIHHO
85-89 B
7584 C no0pe 3apaxoBaHO
70-74 D )
60-69 £ 3aJI0BUTEHO
35-59 FX
134 = HE33/I0BLITHHO HE 3apaxoBaHO




OriHka 3a

HaMIOHAIEHOIO Teopernuna miaAroroBKa [IpakTi4Ha MiArOTOBKA
LIKAJIO0 Ta
Bi/ICOTOK Bijg
MAaKCHUMAJIbHO
i KisIbKOCTI 3100yBay OCBITH
0amin
BIZIMIHHO y TIOBHOMY 00CsI31 BOJIOJIi€ HABYAJILHUM | TIIMOOKO Ta BCEOIYHO
(90-100% Bi Marepiaiom, BiJ}BHO, caMOCTiﬁHp Ta | PO3KpUBAE CYTHICTb
MaKCHMaTBHOf| APTYMEHTOBAHO HOTO BHKIIA/ae Mifl Hac OPAaKTUYHUX/  PO3paXyHKOBUX
Kimbkocri | YCHMX ~ BHCTYIIB  Ta  IHCBMOBHX | 3aBJaib, BUKOPHCTOBYIOUH IpH
Gais) BIJIMIOBIICIH; 'FJ'II/I6OKO Ta BCEOIYHO | LIbOMY HOPMAaTHBHY,
PO3KpHBAE 3MICT TEOPETHMYHHX NHUTaHb, | OOOB’SI3KOBY Ta  JIOJIATKOBY
BUKOPHUCTOBYIOUHU npu bOMY | JIITEpaTypy; MOXE
HOPMAaTHUBHY, 000B’I3KOBY Ta | apryMEHTOBAaHO obpartu
JOJJATKOBY JiTepaTypy; poOUTh | parioHAILHUMA crocio
CaMOCTiliH1 BUCHOBKH, BUSIBJISIE | BUKOHAHHS 3aBJIaHHS i
MIPUYUHHO-HACIIAKOB1 3B’SI3KU; | OI[IHUTH pe3ylbTaTh BIIACHOI
CaMOCTIHHO  3HAaXOAUTh  JIOJATKOBY | MPAaKTUYHOI TiSUTBHOCTI;
iH(hopMalLlil0 Ta BUKOPUCTOBYE ii JUIsl | BUKOHYE TBOpYl 3aBJaHHS Ta
peamizamii TOCTaBJICHWX Tepel HUM | iHIMIFOE  HOBI  IIISIXM  iX
3aBlaHb. 3100yBady 37aT€H BHIUIATH | BUKOHAHHS; BUIBHO
CYTTEBI  O3HAaKM  BHBUYEHOTO 33 | BUKOPHCTOBYE HaOyTi
JIOTIOMOTOI0 OTIepalliii CUHTE3y, aHalli3y, | TEOPETHYHI 3HAHHS MPU aHaJi31
BUSIBJIATU NPUYMHHO-HACHIIKOBI | MPAKTHYHOTO Mmarepiainy;
3B’s3kM, (OpMYBaTH  BHCHOBKHM 1 | IPOSBISE€ TBOPYMM MiIXia [0
y3arajlbHEHHsl,  BUIBHO  OIEpPYBaTH | BUKOHAHHS IHAMBIAYaJIbHHUX Ta
(akTamMM Ta BiZIOMOCTSIMH. KOJIGKTUBHUX  3aBJlaHb  INpH
CaMOCTIHHINA pOOOTI.
noope JIOCTaTHBO TOBHO BOJIOJII€ HAaBYAIBHUM | MPABWJIBHO BUPIIIUB OLTBIIICTD
(75-89% Bin MaTepiaJ'IOM,‘ OO0IPYHTOBAaHO .ﬁoro PO3PaxXyHKOBHX /TCCTO‘BvI/IX‘
MakcuManbHof | BUIIAAE Ml 4ac yCHHX BHCTYIIB Ta | 3aBJAHD 32 3pa3kOM; Mae CTifiki
citbkocri | THCPMOBHX BIJINIOBiJIeH, | HABMYKHM BUKOHAHHS 3aBIaHHS
Ganis) BUKOPHUCTOBYIOUH npu IbOMY
HOPMaTHUBHY Ta 000B’3KOBY
JiTeparypy; pHU NPEACTaBICHHI IEIKUX
OUTaHh HE  BHCTA4Ya€  JIOCTATHHOI
IMMOMHU Ta apryMeHTallii, 3aCTOCOBYE
3HaHHS JUIS PO3B’SI3aHHS CTaHIAPTHUX
CUTYaIlil; CaMOCTIHHO aHaII3Yye,
y3arajibHIO€ 1 CUCTEMaTU3y€e HaBYAIbHY
iHpopMallito, ae JOMYyCKalThCs MpH
bOMY OKpeMi HECYTTE€BI HETOYHOCTI Ta
HE3HAYHI TOMUJIKH.
3aJI0BUIBHO | BOJIOJIE HAaBYAJIbHMM MaTepiajJoM Ha | MOXe BUKOPHCTOBYBATH
(60-74% iy | PCTIPOAYKTHBHOMY piBHI a60 Bi,Z[TBOPIOG 3HaHHS B CTaHIAPTHHX
MaKCHManbHoi | TEBHY 9aCcTHHY Hal?:an'II)HOF? Matepialy | CHTYALifX, Mae eleMeHTapHi,
Kimpkocri | 3 C/IEMCHTaMH JIOTIMHUX 3B’A3KiB, 3HA€ | HECTIlKi HABHYKM BUKOHAHHS
Ganis) OCHOBHI TIOHSTTSI HaBYIILHOTO | 3aBIAHHS. [TpaBuIBHO BHUIIIHB
MaTepially, Ma€ YCKJIaJHEHHs MiJl 4ac | IMOJIOBHUHY
BUJIIEHHS CYTTEBUX O3HAK BUBYEHOTO; | PO3PaXyHKOBHX/TECTOBHX
Ml Yac  BHSBJICHHA  TPUYUHHO- | 3aBJaHb. 3n00yBau Mae




HACIIZIKOBHUX 3B’S3KIB 1 ()OPMYJIIOBAHHS | YCKJIaJHEHHS iz qac
BHCHOBKIB. BUJUIEHHS CYTTEBUX  O3HAK
BHUBYCHOTO; ITiJl 4aC BUSBJICHHS
HNPUYNHHO-HACITIAKOBUX
3B’3KIB 1 (popmymroBaHHS
BHCHOBKIB.

HE3aJOBUTHPHO | BOJIOJIE  HABYAIBHUM  MaTepiajioM | HEAOCTaTHBO PO3KpHBAE
3 MO3KIIMBicTIo| TOBEPXOBO ¥ (dparmenrapHo  (6€3 | CYTHICTh MPaKTHYHHX 3aBJIaHb,
TIOBTOPHOTO aprymeHTaiii = Ta  OOTpyHTyBaHHs); | JOIYCKalO4d  IPH  LBOMY
CKJIaJIaHHsI 0e3CUCTEMHO BHOKPEMIIIOE BHUIIAJIKOBI1 CyTT€Bi HETOYHOCTI,
(35-59% Bin | o3Haku BHBUYEHOTO; He BMi€ pOOWTH | IPABUILHO BHPILIMB OKpEMi

MaKCUMAIBHOL | gajinpocTimi  omepamii ~ amamisy i | PO3PaxyHKOBI/TECTOBI
KiTBKOCTI

Sai CUHTE3Y; pobutu y3arajipHeHHs, | 3aBAaHHA 33  JOIIOMOTOXO
aris) BUCHOBKHM; i yac BiamoBigl | BUKJadada, BiJICYTHI
JOMyCKAIOTHCSL CYTTEBI TOMUIIKU copmoBai YMIHHS Ta
HaBHUYKH.
HE3aJJ0BUIBHO | HE BOJIOJII€ HABYAIHHIM MaTepiaioM BUKOHYE  JIUIIIC €JIEMEHTH
3 3aB/IaHHA, MOTpedye MOCTIIHOT
000B’SI3KOBUM JIOITIOMOTI'M BHKJIaja4a
MTOBTOPHUM
BUBYEHHSIM
IUCLUAIUIIHU
(0-34% Bin
MaKCUMaJIbHO1
KIJIBKOCTI
OautiB)

13. HaByajJbLHO-MeTOANYHE 3a0€e3NmeYeHH

HaBuanpHo-meTomuuyHe  3a0e3medeHHs:  poOoda  mporpamMa  HaBYAIBHOI
JUCLIMILTIHU; CUJIa0yC, KOHCIICKTH JIEKI[iH; Mpe3eHTallii; MeTOANYHI BKa31BKHU 0
BUKOHAHHS Ja0OpaTOpHUX POOIT, MEPBUHHUM 1HCTPYKTAXK 3 TEXHIKU OE3IeKH,
TIOPSIIOK BUKOHAHHS JTA0OPaTOPHUX POOIT:

14. PexoMeH10BaHa JiiTepaTrypa
OcHoBHA

1. TapnaBcekuii FO. A. Texwuosorii 3axucty iHdopmarii: migpyunuk / FO.A.
Tapuascekuii. — Kuis: KIII im. Iropst Cikopcrekoro, 2018. 162 c.

2. OcranoB C. E  Texnomorii 3axucty i"dopmariii: HaB4u. nocionuk / C. E.
Ocrarmos, C. I1. €Bcees, O. I'. Kopons. — Xapki: Bua. XHEY, 2013. 476 c.

3. 3axuct iHdopmallii B aBTOMaTU30BAHUX CUCTEMAaxX YMPABIIHHS: HABY. TOCIOHUK
/ Yknan. 1.A. IlinekeBuy, H.M. Jlo6anuukoBa, K.B. Mononenpka. — XKutomup:
Bun-so XV im. 1. @panka, 2015. 226 c.

4. CemenoB C.I'. 3axucrt iHboOpMarlii B KOMIT IOTEPHUX CHUCTEMax Ta MEPeKax:
Hapy. 11oci6. / C.I'.Cemenos, A.O.Ilogopoxusk, O.1.banenko, C.}O.I"aBpuiieHko —
X.: HTY «XIlIl», 2014. 251 c.



5. MaremaTnuHi OCHOBM KpunTorpadii: KOHCHEKT Jekuii / ykmamaui: B. A.
dinpmriHcskui, A. B. bepexunii. — Cymu: CyMchkuii Iep>KaBHUN YHIBEPCHUTET,
2011. 138 c.

6. Kysznernos O. O. 3axuct iHdpopmarii B iHpopMaiiHUX CHUCTEMax: HaBY. MOCiO.
/ 0.0. Ky3uenos, C.I1. €scees, O.I'. Koponb. — Xapkis: XHEY, 2011. 510 c.
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15. EnexrponHni indopmauiiini pecypcu

1. https://mon.gov.ua/ — odimiiiauii caiit MiHiCTepCTBa OCBITH 1 HAYKU Y KpaiHU;

2. http://nbuv.gov.ua/ - Caiir HarmionanpHoi 6i0miorekn Ykpainu imeni B. 1.
BepHnancbkoro;

3. http://www.dnpb.gov.ua/ - Caiit Jlep:kaBHOI HayKOBO-TeAaroriyHoi 0i0IioTeKH
VYkpainu imeHi B.O. CyxoMIMHCHKOTO;

4, http://onu.edu.ua/- Caiit 6i0miorexn OHY imeni 1.1. Meuynukosa;

5. http://odnb.odessa.ua/ - Caiit Omecbkoi HalliOHAIBHOI HAYKOBOT 0i10110TEKH;

6. http://korolenko.kharkov.com/ - Caiit XapkiBCbKOi JepKaBHOI HAYKOBOI

6i0moteku imeni B.I". Koponenxka.
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